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A mobile ad hoc network (MANET) is a collection of wireless devices moving in seemingly random di-
rections and communicating with one another without the aid of an established infrastructure. Multi-hop
communication between two distant nodes is achieved by other similar nodes acting as intermediate routers.
Since there is no inherent traf ¢ admission control, MANETSs are likely to operate in a congested state, due
to high traf ¢ overload.

Owing to shared, half-duplex wireless channels and frequent node mobility, establishing and maintaining
routes among communicating nodes is a challenge. Severa routing protocols have been proposed speci -
cally for ad hoc networks to handle frequent route breaks. However, extensive studies in literature and our
own work indicate that the ad hoc routing protocols designed to excel, for example, in dense, low-mobility
networks do not work well in sparse, high-mobility networks. Also, routing protocols may perform well at
low to medium loads, prior to network saturation, but they do not sustain their performance for high loads.

This dissertation addresses these problems and provides several genera techniques that can be used
to augment existing routing protocols by changing the logic or algorithm used. We also provide genera
solutions that can correct an existing protocol’s de ciencies without modifying the existing protocol. These
solutions are implemented at the medium access control (MAC) sub layer and can be bene cia to many
on-demand routing protocols.

We nd that the IEEE 802.11 MAC protocol, as de ned, is overcautious and prevents even lightly ex-
posed nodes from communicating with their neighbors. Our modi  cation to mitigate this weaknessimproves
the throughputs of commonly used on-demand routing protocols by 10-20%.

As the network load increases, the packet delays increase, and routes are broken frequently due to



exposed nodes. The former increases the route repair time, and the latter increases the control overhead,
especialy for on-demand routing protocols that use network-wide ooding to repair routes. We illustrate
this for the most commonly used routing protocol, AODV, which loses throughput beyond saturation.

To mitigate the rapid loss of throughput by AODV, we propose two solutions: (a) removing duplicate
control packets waiting at the MAC layer for transmission, and (b) adynamically adaptive route repair timer
to estimate the time needed to repair aroute. Thelatter requires protocol changes, while the former does not.
Using simulations, we show that both techniques enable AODV to perform gracefully under traf ¢ overload
conditions.

Under traf c overload, the number of falseroutebreaks  dueto temporarily non-response intermediate
node in routing paths  ishigh. While the next hop is in the communication range, route breaks caused by
transmission failures are called false route breaks. These false route breaks increase the routing overhead
and cause performance degradation after the point of saturation isreached. Similarly, some routing protocols
are prone for stale routes. Data packets that use stale routes consume network bandwidth for a few hops
before they reach a dead-end and they are dropped, creating real route breaks. To reduce the false and
real route breaks, we propose next hop status prediction techniques. Using prediction prior to transmission
(pre-prediction) can reduce the effects of real route breaks. When the prediction is used after atransmission
failure, the number of false route breaks may be reduced. Using two on-demand routing protocols, the

AODV and the DSR, we show that our prediction schemes are effective, especialy in high-traf ¢ loads.

Vi
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Chapter 1

| ntroduction

Recent advances in wireless communication technology and portable computing devices such as notebooks
and PDAs have generated a lot of interest in developing and improving protocols for networks for such
devices. Itiswidely recognized that wireless networks have many characteristics that are not shared by their
wired counterparts. The key differences include the limited bandwidth, the shared nature of the wireless
medium, the highly time-varying and unreliable nature of wireless channels, and the host mobility. Also,
the service needs and expectations for a mobile device are frequently different from those of a powerful
desktop computer. Dueto these differences, the protocols devel oped for wired networks often do not perform
effectively on wireless networks without certain wireless-speci ¢ enhancements. In addition, to handle
mobile hosts and speci ¢ mobile services, new protocols must be devised.

Since the late eighteenth century, wireless technology has been experimented; in the early stages, radio
waves were used over long distances as a means of communication. During the nineteenth century, the use
of wireless radio communication grew rapidly. A major milestone in wireless computer communication
was achieved in the University of Hawaii’'s ALOHANET research project [2]. Sincethe rst use of Packet
Radio in ALOHANET in the 1970's, wireless data communication has gained popularity.

Wireless networks can be classi ed into three primary categories, based on the structure of the network.
The simplest structure is the point-to-point structure. In this structure, a wireless device communicates
directly with another wireless device. Typically, the nodes in a point-to-point structure are stationary. The
popular cellular networks are another type of wireless network. In acellular network, a geographical region

is served and managed by a base station that provides 1-hop wireless connectivity to users' cellular phones
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Figure 1.1: Satellite wireless network.

and other devices. The third type of data network is an ad hoc network. An ad hoc network is simply an
infrastructure-less network, which is amore complex and relatively new ideain the network community. In
the following sections, we will discuss the key characteristics of each infrastructure and our motivation and

research interest in these infrastructures.

1.1 Point-to-Point Data Communication

In atypical point-to-point data communication network, the sender and receiver are strategically located to

communicate with each other. Several of these techniques are described below.

1.1.1 Satdlitesdata communication

Since April of 1960, when the rst satellite, Sputnik 1, was launched, the satellite technology has greatly
advanced. Today, satellites are primarily used for telephony, video and data communication. There are sev-
era applications of data communication using satellites. A few of them are private data networks, internet
service providers to backbone, end-user data networks (small of ce, home of ce, residential), and in- ight
entertainment. A typical satellite-based wireless network is shown in Figure 1.1. Satellite data commu-
nication is ill struggling to enter the end-user data networks due to stiff competition from landline data
network providers, such as cable and DSL companies. These companies are able to deliver high bandwidth

data points at a low cost. Cable data network providers offer 10 Mbps shared service, and DSL providers
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Figure 1.2: Fixed wireless network.

commonly offer a speed of up to 1.5 Mbps. On the other hand, satellites (high orbiting) can deliver speeds
of up to 400 Kbps upstream and 1.5 Mbps downstream. An advantage to satellite data communication isits

ability to reach remote areas for which landline communication is not feasible or is unavailable.

1.1.2 Point-to-point xed wireless

A well-known point-to-point  xed wireless service is the Local Multipoint Distribution Service (LMDS).
This service is arelatively new service in the U.S., but it is very popular in countries where there is no in-
frastructure to deliver high speed data. Typically, these services can offer 384 Kbpsto 1.5 Mbps downstream
speeds and 128 K bps upstream speeds. This service can be delivered to an end-user or aservice provider. A

typical xed, point-to-point wireless network is shown in Figure 1.2.

1.2 Cellular Networks

One key requirement for a cellular network is a xed infrastructure (see Figure 1.3). The infrastructure
consists of base stations, or access points. These base stations are connected to each other and to the internet
or other larger networks. Each mobile node is connected to a base station via a wireless link. The base
station can communicate to all mobile nodes in its radio range (called a cell). Nodes are free to move from
one cell to another cell. When a node moves to a new cell, it leaves its current base station and joins the

base station in the new cell. The most common use of the ceallular network is voice service.
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Figure 1.3: Cellular network.

Cellular wireless data

Cellular wireless data is an overlay to the existing cellular telephony infrastructure. A cellular wireless
network uses various types of transport technology. The three dominant technologies are TDMA (Time
Division Multiple Access), GSM (Global System for Mobile), and CDMA (Code Division Multiple Access).
TDMA divides the frequency band into severa channels, or time dots, which are then stacked into shorter
time units. This alows the TDMA to carry severa calls on a single channel. CDMA, on the other hand,
encodes the wireless data using random codes. This allows CDMA a greater reuse of the frequency band.
GSM is used in more than 200 countries around the world and is dominant in Europe and Asia. GSM uses
acombination of Frequency Division Multiplexing (FDMA) and TDMA to transmit awireless signal.

At present, cellular wireless data technology is being upgraded from 2" Generation (2G) to 3" Genera-
tion (3G). The bandwidth isthe most signi  cant constraint for cellular wireless data. GSM technology made
signi cant progress in increasing data speeds from 9.6 Kbps in 2G to 384 Kbps in 3G. CDMA technology
provides even greater bandwidth improvements from 2G to 3G. The bandwidth in 3G is improved to 2.4
Mbps from 144 Kbpsin 2G. CDMA designers are expecting 10 Mbps within the next few years using the
3G CDMA technology.

Based on customer needs, CDMA 3G uses different technologies to deliver data. The wideband CDMA

(W-CDMA) is amulti-cooperation effort that delivers data at rates of up to 2 Mbps and promises to deliver
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dataat rates of up to 10 Mbps by the year 2005. The CDMA2000 IXxRTT isthe rst phase of the CDMA2000
2G technology and can deliver voice and data rates of up to 144 Kbps. The CDMA2000 1xEV-DO delivers
data on a separate channel at speeds of up to 2.4 Mbps. The CMDA2000 1XEV-DV integrates voice and
data on the same channel and delivers data at rate of up to 2.4 Mbps.

A drawback to such cellular wireless networks is that the provider must bear the cost of building the

infrastructure, and the cost of acquiring the signal spectrum.

1.2.1 Wirelesslocal area networks (WLAN)

A wireless local area network is somewhat like a single cell in a cellular network. To reduce the cost of
implementation, free signal bands and standards-based hardware are used. The |EEE standard 802.11 [20],
which speci  esthe physical and the medium access (MAC) layer protocals, isone such standard for wireless
LANSs. Currently, there are several supplements to the 802.11 MAC standard. The MAC 802.11b [21], one
of the three available and the most widely-used technology, denoted by Wi-Fi, delivers up to 11 Mbps
throughput using a 2.4 GHz band. The 802.11g [23] is backward compatible with the 802.11b standard and
delivers up to 54 Mbps, using a 2.4GHz band. On the other hand, the 802.11a [22] standard uses a 5GHz
band and delivers up to 54 Mbps of throughput. The 802.11 based wireless networks are primarily designed
for home, of ce, or campus use. In the U.S,, it uses the license-free ISM (industrial-scienti c-military)
bands. Commercia Wi-Fi services are available in places such as Internet cafes, coffee houses, and airports
around the world.

Typically, the 802.11 networks operate using static access points, which are connected viaawired LAN.
In most cases, users in asingle cell will remain in that cell and are not expected to move from one cell to
another cell. Even though roaming between cellsisfeasible, in most cases roaming is not implemented. The
disadvantage in the 802.11b and the 802.11g standards is the use of a 2.4 GHz spectrum, which is crowded
with other devices, such as bluetooth, microwave ovens, cordliess phones, video sender devices, among
others. Therefore, interference from the other devices that operate in the same frequency band results in
performance degradation.

Mesh networking is the new trend in broadband wireless service. Mesh networking uses inexpensive
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Figure 1.4: Mesh network.

802.11 MAC Wi-Fi devices. These networks can be spread over cities or small neighborhood communities.
In neighborhood communities, the wireless router antenna are placed on rooftops, and these routers work
as routers to the broadband wireless network and as an access point to mobile devices (see Figure 1.4).
Broadband wireless networks, such as mesh networks, are gaining popularity because of the low cost of

implementation and the lack of regulatory restrictions on the frequency band used.

1.3 Ad Hoc Networks

In contrast to cellular networks, ad hoc networks are infrastructure-less networks (no  xed base stations;
see Figure 1.5). Each node in an ad hoc network acts as a potential router, routing packets for a pair of
communicating nodes that may not be within each others' radio range. Thus, unlike in cellular networks
and WLANSs, communication in ad hoc networks may take place via multiple wireless hops. For example,
awireless communication from node A to node E (not in each others' communication range) in Figure 1.5
would take place via hodes B and D. There are many technical challenges that must be addressed to make

such networks usable in practice. Primarily, as the nodes can be mobile and, thus, the topology may be
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Figure 1.5: MANET network.

changing frequently, a dynamic routing protocol must be employed to maintain routes between a pair of
source-destination nodes. The protocol must be ef cient in terms of routing overhead because of bandwidth
constraints in awireless link; it must be adaptive to various sizes and forms of Mobile Ad Hoc Networks
(MANET), and it must meet power constraints of the mobile devices.

In the recent past, there has been a strong interest on the part of the network research community to
address various issues related to ad hoc networking. Due to the growing interest, the Internet Engineering
Task Force (IETF) formed a new working group for mobile ad hoc networking [47] whose focus is to
develop and standardize 1P-based routing protocols for ad hoc networks. The MANET routing protocols
may be classi ed as on-demand or reactive ( as needed ) [58, 59, 38], and proactive [54, 17]. These are

described below.

1.3.1 MANET routing

On-demand protocols use a source-initiated route discovery process to discover routes when a route is
needed. When adjacent nodes in a route move away from one another, the routes break. Undetected broken
routes are denoted as stale routes. The stale part of the route is erased, and anew route discovery isinitiated.
Depending on the protocol and the scenario, the broken route may be repaired locally as well. On-demand
protocols are attractive when compared to more traditional, proactive, shortest-path based protocols (e.g.,

distributed Bellman-Ford [15] or distributed link-state protocols [40]), as they usually have alower routing
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overhead for common traf ¢ scenarios [19].

On the other hand, proactive protocols maintain the routes for all possible destinations, even if many
of these routes are not required. Each node maintains its own view of the network and the link cost of
al of its outgoing links. To maintain an up-to-date view, each node broadcasts the link cost of al of its
neighbors. Theselink costs are transmitted to neighboring nodes when there is a change detected in the link
cost. When the node receives this information, it updates its view of the network topology and then uses the
shortest-path algorithm to choose the next hop node address to a destination. Since the node keeps next hop
information to all destinations, the proactive protocol demonstrates alower packet latency than the reactive
protocol does. The drawback to the proactive protocol is the routing overhead, especially when compared
to reactive protocols.

Currently, there are several proactive and reactive protocols under consideration for standardization by
the MANET working group in the IETF [47]. The IETF's primary objective is to standardize the routing

protocol’s functionality for wireless networks.

1.3.2 MAC protocol

Several MAC protocols have been proposed for wireless communication. The IEEE 802.11 [20] and the
Multiple Access Collision Avoidance (MACA) [39] are the best-known MAC protocols and have been stud-
ied extensively by researchers. The Power Aware Multi-Access protocol with Signaling for ad hoc networks
(PAMAYS) [65] and the Floor Acquisition Multiple Access (FAMA) [30] are two additional protocols that
have been proposed and studied. Among others, the IEEE 802.11 MAC protocols has gained the interest of

the research community and the industry for high-speed wireless communication.

802.11 MAC protocol

The 802.11 MAC protocol is designed in a such away that it can be used in cellular and ad hoc networks.
Due to the inherent problem of collision detection in wireless networks, the 802.11 MAC protocol uses a
CSMA/CA (carrier-sense multiple access with collision avoidance). Thisprotocol persists on abusy channel

and employs arandom backoff after the channel switchesto idlein order to avoid collision when other nodes
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are waiting to transmit. The 802.11 standard optionally uses RTS/CTS (regquest-to-send and clear-to-send)
packets to reserve the channel between a pair of source and destination nodes in order to avoid the classic
hidden-terminal problem [68].

In an ongoing communication, a hidden node isanode that iswithin the range of the destination node but
outside of the range of the source node. In such a scenario, a hidden node has the illusion of afree channel
and transmits data, which results in a collision with the ongoing transmission. In contrast, an exposed node
isanode that iswithin the communication range of the source, but it isoutside of the range of the destination.
In this scenario, the exposed node senses a busy medium, even though the node can successfully transmit to
another node without colliding with the ongoing transmission.

To overcome the unreliability of the wireless media, the 802.11 protocol’s destination uses a link layer
ACKnowledgment (ACK), ashort control packet sent by the receiving node in response to successful recep-
tion of the DATA packet. If the sender of a DATA packet does not receive an ACK, then it retransmits the

DATA until an ACK isreceived or until the maximum retry limit is reached.

Transport protocols

Internet transport protocols are typicaly designed, tested, and ned-tuned for wired network topologies.
Wireless networks have many characteristics that are not shared by their wired counterparts. Recently many
researchers have looked at transport layer performance on single hop wireless networks [7, 12, 4] and found
that the traditional transport protocols do not perform well in the wireless networks. In an ad hoc network,
the transport level problems take an additional level of complexity, as the data must now travel through
multiple wireless hops and use a dynamic routing protocol to nd the route from the source to destinations.
Recent studies of ad hoc networks using the 802.11 MAC protocols have shown that the traditional transport
layer protocols designed for wired networks do not perform well in the wireless networks [77, 50, 46, 35],
and that the interactions between the MAC layer and the upper layer may be causing unfairness among the

communications.
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1.4 Challenges

There are many challenges in the design of aMANET. The absence of a centralized authority forces network
management to take place in a distributed fashion, where each node is designed to act in the best interest of
the MANET. Therefore, nodes must collaborate among themselves to form an ef cient MANET. Often, a
communication in a MANET requires multiple hops and must nd a good route and repair this route when
the network topology changes. Route discovery and route repair must be ef cient, fast, and scalable.

Wireless links continue to have asigni cantly lower capacity than wired links. Bandwidth constraints
become problematic when routing protocols use part of the available bandwidth for control packets to dis-
cover and maintain routes. Multiple access and possible contention of channels, fading, noise, and interfer-
ence causes afurther reduction in the available capacity for data transmission. Even though the wireless link
capacity has improved signi cantly since the standardization of the 802.11 MAC protocol, user bandwidth
demands have been rising at an even higher rate. Therefore, the MANET is frequently expected to operate
at or above the network capacity. Hence, MANET protocols must be designed to operate ef ciently in both
high and low network loads.

Wireless networks are more prone to physical security threats than the regular wired networks. The ad
hoc nature of nodes joining and leaving a MANET increases the possibility of eavesdropping, spoo ng,
impersonating, and corrupting data while data is been sent from a source to its destination. Even though
itisdif cult to design protocols to eliminate such problems, they must be designed to reduce the threat to
security [80, 51, 10].

Some, if not most, devicesin aMANET are mobile and battery-powered. As the devices are becoming
smaller, available energy is reduced due to reduced battery sizes. Therefore, energy-ef cient and power-

aware routing is another challenging problem [66].

1.5 Motivation

Bandwidth constraints play a mgjor role in a MANET's usability. MANET users who are accustomed to

wired network responses and services will demand a higher capacity than what is available. The MANET
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must be designed to handle such a situation gracefully. Due to shared wireless channels, as the number of
users increase, the bandwidth available per user decreases. To illustrate this issue, we simulate a 100-node
MANET using Glomosim simulator. One hundred nodesin a1200 1200 m? terrain were simulated. The
node movement is patterned by the random waypoint model with speeds in the range of [1,19] m/sec. Fifty
CBR connections with a packet size of 512 bytes were used to simulate varying network loads. Each simu-
lation was run for 600 seconds (the rst 100 seconds are used to warm-up the network, and no statistics were
collected during this time). The simulations were repeated 9 times with different random seeds, and these
were averaged to minimize the impact of worst-case and best-case scenarios. (Unless otherwise speci ed,
this is the basgline simulation setup we use for performance evauation.)

Figure 1.6 shows throughput using AODV routing protocol. One the average, a maximum throughput
of 350 Kbpsfor CBR traf cisachieved. The maximum throughput may vary, depending on the number of
nodes and the total number of connections established within the ad hoc network. Therefore, a small-scale
ad hoc network could achieve only amaximum of 20% of the single wireless channel’s bandwidth. If there
are 50 senders, then each sender achieves an average of 0.4% of the channel’s BW.

When the offered load is increased beyond a certain value (400 Kbps for our example network), the
network breaks down. For example, when the example MANET is offered a 900 Kbps load, the network

achieves only 180 Kbps. The network does not even sustain the peak throughput it achieved at lower load
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levels. Clearly, this makes the network unreliable and unusable in high traf ¢ load scenarios.

In Figure 1.7, we show a MANET using FTP communications. In this smulation, 1-25 FTP con-
nections (using TCP) were smulated. In contrast to CBR communications, TCP communications show a
signi cantly high throughput, and no signi cant problem of performance degradation, when the number
of TCP connections are increased. In fact, when there are 25 FTP communications, each communication
receives an average of 38 Kbps. Thisissigni cantly higher than the average received by MANET using 50
CBR communications. The reason for the higher bandwidth is TCP's congestion control mechanism. Using
congestion control, the MANET is prevented from reaching the saturation point. Dyer and Boppana [27]
show that TCP communications in a MANET take advantage of shorter routes when they are available. As
aresult, aMANET can achieve higher throughput using TCP communications.

For a more redlistic scenario, we simulated TCP and CBR communications in the example MANET.
For this ssmulation, we used 1-25 FTP connections along with 200 Kbps CBR offered load. 50 sources and
50 destinations are used to offer CBR load. Figure 1.8 shows the performance of TCP, CBR and the total
achieved throughput. Thereisasigni cant loss (up to 55%) in TCP throughput when 200 Kbps CBR load is
added on the MANET. On the other hand, CBR communications lost 50% of its achieved throughput when
25 TCP connections were added on the MANET.

The use of congestion control bene ts the MANET and maximizes its throughput. The absence of the

same saturates the MANET and causes it to perform poorly beyond the saturation point. Mixing TCPtraf c,
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the rate of which changes with congestion and UDPtraf ¢, which isoblivious to network congestion, results
inasigni cant lossin throughput. With the recent popularity of voice over IP and video transmissions, UDP
type traf c, asafraction of total traf c, islikely to increase. Therefore, MANETSs are likely to deliver low
performance, which becomes worse as the load increases.

The on-demand routing protocols for MANETS typically rely on transmission failures to detect route
failures. In a congested MANET, it is likely to have transmission failures due to congestion. These trans-
mission failures may be incorrectly interpreted as route bresks. These unnecessary route breaks increase
the routing overhead, which reduces the network bandwidth available for data transmissions. In addition,
increase in the overhead increases the amount of congestion-oblivious traf ¢ on the MANET. The problem
is exacerbated when the control overhead traf c is given higher priority over data.

There has been asigni  cant amount of research conducted to study the performance of MANETS prior
to saturation, but there has been very little work that focuses on the performance of MANETs at and beyond
the point of saturation. Therefore, analyzing MANETSs under conditions of saturation and identifying their
weaknesses are necessary and crucial to their widespread use. There are several areas that can be explored
for potential problems when a MANET is saturated. Weaknesses in the MAC and routing protocols can
cause performance losses in MANET s that have reached the point of saturation. In addition, the interaction
between the transport layer and the MAC and/or routing protocols can cause performance losses. For exam-

ple, frequent route breaks can lead to poor TCP performance (due to its congestion avoidance algorithm).

1.5.1 MAC protocol

When the network is saturated, interface queues (IFQs) from the network layer to the MAC layer frequently
over ow. While some nodes are hidden or exposed, other nodes may be in communication range. Tradition-
aly, the IFQs use aFirst-Come-First-Served (FCFS) order and process data asthey arrive, irrespective of the
destination status. In cellular-based stations, non-traditional queues (for example, channel state dependent
gueuing, round robin, most frequently used) have been shown to bene t cellular network’s throughput [9].
Similar queuing techniques can be used in congested nodes in the MANET to reduce the number of attempts

to reach nodes that are temporarily unreachable.
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Several researchers have investigated the effectiveness of the 802.11 MAC protocol and its impact on
the overal performance of the MANET [74, 73, 76, 36]. Simulation studies of ad hoc networks have shown
evidence of unfairness (unfair distribution of channel access) at the MAC layer, which causes short and long-
term unfairness (bandwidth distribution) in the application layer [62, 77, 36]. In addition, radio interference
can cause unfairness in MANETSs. Only a few researchers have studied the effects of interference on the
MANET. Unfairness, typically, does not lead to a poor overal performance of the wireless network, but
unfairness can lead to frequent route breaks in MANETS. Frequent route bresks can increase the route

maintenance overhead and cause performance degradation.

1.5.2 Routing protocol

A routing protocol uses control packets to discover and maintain routes. These control packets do not carry
data, so they are considered to be an overhead caused by the routing protocol. The routing overhead caused
by most routing protocols uses asigni cant part of the MANET's capacity. For on-demand protocols that
rely on network-wide oods to solicit routes (using route request, or RREQ, control packets), the control
overhead isasigni cant problem, especially when the network is congested. By reducing the overhead, the
overal performance of aMANET may be improved. For on-demand protocols, such as the AODV, RREQ

oods in the network contribute a major part of the routing overhead. Reducing the number of RREQs can
increase the throughput in a MANET. Similarly, inef ciencies in detecting route breaks and repairing them

can cause an unnecessary increase in the routing overhead.

1.5.3 Broadcast management

There have been few studies that address ways to reduce the routing overhead by reducing the number of
RREQ broadcasts. Most techniques in the literature attempt to reduce the routing overhead in order to reduce
congestion and facilitate higher throughput prior to saturation. However, such techniques do not perform
well when the network is operating beyond saturation.

An aternative approach to reduce the routing overhead is to reduce the need for route discovery. When

the network is at or beyond the point of saturation, the 802.11 MAC protocol causes frequent false route
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breaks. While the next hop is within the communication range, route breaks caused by transmission failures
are caled falseroute breaks. These route breaks are not due to topology changes; they are congestion-related

route breaks. Avoiding such route breaks can help improve the MANET s overall performance.

1.5.4 Route maintenance

In contrast to false route breaks, real route breaks are link failures that occur when the next hop node
moves out of the communication range. The number of rea route breaks will increase as the network
mobility increases. Also, an excessive number of real route bresks can be caused by the use of stale routes.
Additionally, low-adaptive agorithms may not detect real route breaks quickly. When stale routes are used

to send data, some of the network BW will be used for data transmissions that are not productive.

1.6 Contributions of This Dissertation

This dissertation contributes to the following areas of MANET design:
Propose amodi cation of the 802.11 MAC protocol to improve the performance of MANETS.

Identify the weakness of an on-demand routing protocol under traf ¢ overload and propose solutions

to mitigate the problem.
Design and use of a prediction model to predict the link status of the next hop for the MANET.

Design of an IP queuing mechanism for ad hoc networks to utilize the available bandwidth ef ciently.

1.6.1 Improving 802.11 MAC protocol design

The |IEEE 802.11 MAC layer protocol plays acrucia rolein the overall throughput obtained in a mobile ad
hoc network. We show that the virtual carrier sense mechanism, as designed and used in the 802.11 MAC
protocol, can have acrippling effect on distant but competing transmissions. We propose amodi cation that
changes how the physical senseis detected when anode istransmitting aCTS in response to areceived RTS.

Using simulations, we show that the proposed modi cation provides up to 80% higher UDP throughput for
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static wireless networks, and from 11-25% higher throughput for mobile ad hoc networks. The proposed

modi cation aleviates the exposed node problem for MANETS operating at or near the point of saturation.

1.6.2 Broadcast management in MANET routing protocols

We investigated the performance of wireless ad hoc networks with traf ¢ loads beyond the point of satu-
ration. While it is desirable to operate a network below saturation, an ad hoc network should be designed
to gracefully degrade its performance under severe loads. Using the AODV (ad hoc on-demand distance
vector) and the 802.11 as example routing and MAC (Medium Access Control) level protocols, we show
that the throughput of an ad hoc network decreases rapidly after the point of saturation is reached. The
reasons for this behavior are high route maintenance overhead and increased radio interference. We propose
modi cations to the routing protocols to mitigate these negative factors and provide graceful degradation of
performance under heavy loads.

The reason for the high routing overhead is the inability of the routing protocol to adapt to the network
conditions. In high network loads, the length of time taken to propagate RREQsto the intended destinations
increases. As aresult, the route repair timeis increased as the network load increases. The AODV routing
protocol uses aconstant single hop timeto calculate the total route repair time. When anode issues aRREQ
and does not receive a reply within this time, it will retransmit a RREQ. This xed time period is designed
for low loads and, in congested networks, causes the routing protocol to retransmit RREQs unnecessarily.

To mitigate this problem, we propose two solutions. The rst solution requires each node to analyze its
interface queue and remove all duplicate RREQs generated due to premature timeout. The routing protocol
isnot modi ed. The second solution requires amodi cation of the routing protocol, but it is more effective
in reducing the control overhead. This modi cation estimates average queue delay for a hop and uses this
information to compute the route repair time. Using simulation, we show that this approach is very effective

in stahilizing control overhead and mitigating any throughput loss.
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1.6.3 Prediction schemesfor route management

Therouting overhead plays acritical rolein the performance of aMANET. Theef cient and quick discovery
of aroute is an important characteristic of the route discovery process in arouting protocol, while quickly
and correctly identifying a broken route is an important characteristic of its route maintenance process. In
this study, we show that on-demand routing protocols fail to identify route breaks correctly in high traf ¢
conditions. Our simulation studies show that, under a high load, alarge portion of route breaks discovered
by some routing protocols are false; in some protocols, inef ciencies cause alarge number of route breaks
to go undetected for along period of time.

We propose route status prediction schemes to mitigate this problem. These prediction schemes are
similar to the branch prediction schemes used in processor pipeline design [55]. The prediction can be
made at the MAC level, prior to transmission or after the transmission attempt has failed. The former is
called pre-transmission prediction, and the latter post-transmission prediction. Accurate pre-transmission
prediction is useful in mitigating the stale route problem. Similarly, accurate post-transmission prediction is
useful in mitigating the false route break problem. In this work, we study the effectiveness of various pre-

and post-transmission predictions for MANETswith high traf ¢ loads.

1.6.4 MAC layer scheduling

Wireless links are often subjected to burst errors, leading to consecutive packet losses which could be
buffered and transmitted later and giving priority to packets on stronger links. This improves the overal
bandwidth utilization. A channel state dependent scheduling protocol based on the above ideais devel oped
and implemented in awireless LAN; a commercial wireless LAN, Lucent Technology’s Wavelan, is used
with Pentium-based laptops and PCs. The protocol isimplemented as part of the device driver in the Linux
operating system. The protocol includes a channel sensing mechanism to help determine when a wireless
link emerges from the error state. An experimental performance evaluation, with UDP streams and FTP
sessions, demonstrates the signi cant performance bene ts of the channel state dependent scheduling. The
performance evaluation includes a novel channel modulation technique based on the previously collected

traces for the reproducibility of experiments.
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1.7 Organization of the Dissertation

Therest of the dissertation is organized asfollows. Chapter 2 presents the background material on MANETS
and the protocols we used in this work. Chapter 3 identi es a weakness in the IEEE 802.11 MAC protocol
and shows how the performance can be improved with a smple modi cation to it. Chapter 4 identi es
the reasons for RREQ ooding in on-demand routing protocols and proposes several techniques to reduce
RREQ ooding and to improve the MANET's performance. Chapter 5 presents route status prediction
schemes and their effectiveness. Chapter 6 presents a fair scheduling algorithm for Wavel an to reduce the
effect of the head-of-line problem. Chapter 7 concludes the dissertation and provides direction for future

work.
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Background

In this chapter, we present the background material related to ad hoc networks and to the research presented
in this dissertation. First, we brie y describe an ad hoc network, using the 4-layer (Internet model) network
protocol stack [61].

The network protocol stack illustrated in Figure 2.1 shows the various layers data passes through when
it is transmitted from one node to another node. Table 2.1 shows the commonly used protocols in each
layer. The layer approach enables, optimizes or enhances the functionality of protocols in one layer without
affecting compatibility with the protocols in the adjacent layers.

The application layer de nes the basic user-level protocol. For example, aweb browser usesthe HTTP
(Hyper Text Transfer Protocol) asthe application-layer protocol to communicate with the server. For reliable
communication with the server, the HTTP protocol chooses the TCP (Transmission Control Protocol) from

the transport layer.

Application Layer Application Layer

Transport Layer Transport Layer

MANET’—> MANET MANET MANET
Routing [~— Network Layer Routing Network Layer Routing Network Layer Routi ng | Network Layer

MAC 802.11 DataLink Layer /V' DataLink Layer DataLink Layer DataLink Layer

Figure 2.1: Four layer protocols stack in mobile ad hoc network.
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Table 2.1: Examples of protocols in various network layers.

| Layer Name || Examples |
Application FTRP, SMTP, SSH, IRC, IMAPR, POP
Transport TCP, UDPR, STPC
Network IP, IPv6, RIP, OSPF, AODV, DSR, . ..
DataLink Ethernet, 802.11, FDDI, PPP

Transport protocols deliver packets from application-to-application. Different transport protocols pro-
vide different types of services to the application layer. The most primitive protocol is the User Datagram
Protocol (UDP). UDP offers a best-effort service from source to destination. Best-effort service attempts to
deliver data with no guarantee of delivery or delay. In contrast, the Transmission Control Protocol (TCP)
establishes areliable and bidirectional virtual link between the source and destination nodes. The commu-
nication between these nodesis bidirectional. TCP usesthe dliding window protocol to deliver datareliably,
in order, and without duplication. It also has a congestion control mechanism to avoid congestion.

TCP, in turn, uses the IP (Internet Protocol) from the network layer. The IP protocol is used to commu-
nicate to any set of computers in an interconnected network in an LAN or a WAN (Wide Area Network).
The IP protocol provides a connection between two nodes across the LAN or WAN. Each node in the WAN
receives a unique | P address that facilitates one node's ability to identify another. 1P protocols normally use
dynamic routing protocolsto nd aternate routes whenever alink becomes unavailable.

The data-link layer isthe nal layer in the protocol stack. This layer takes the responsibility of transfer-
ring the data from a node to a neighbor node. If the nodes are connected to a Local Area Network (LAN)
via Ethernet, it uses the 802.3 protocol, which de nestransfer of data between two hosts that are connected
via Ethernet. On the other hand, if the nodes use wireless channels, such as those based on Wi-Fi [5], then
the MAC 802.11 protocol is used.

An important component in the network layer is the routing protocol, which discovers and maintains
routes to all hosts in the network. Examples of routing protocols are RIP and OSPF for wired networks,
and AODV and DSR for wireless networks. Below the MAC layer is the physical layer, which sends actual

radio or electric signals on the wire or through space. In this chapter, the emphasis will be on ad hoc
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routing protocols and wireless medium access control (MAC) protocols. We investigate the weaknesses in

the existing routing and MAC protocols and the related literature.

2.1 Ad Hoc Networks

A mobile ad hoc network is a collection of wireless devices moving in seemingly random directions and
communicating with one another without the aid of an established infrastructure. Communication protocols
for MANETS are designed to work in a peer-to-peer networking mode. To extend the normal coverage of
the node, neighboring nodes act as routers. Thus, data may be sent via multiple hops from a source to
its destination. There are a couple of technical challenges that must be addressed to make such networks
usable in practice. First, since the nodes can be mobile and, thus, the topology can be changing frequently, a
highly adaptive routing protocol must be employed to maintain routes between al pairs of source-destination
nodes. Second, a number of computing nodes must have fair and ef cient access to shared channels. The
half-duplex, broadcast nature of the wireless medium makes the design of the medium access control (MAC)
protocol nontrivial.

Currently, several routing protocols are under consideration for standardization in the MANET (mobile
ad hoc network) working group [47] by the IETF (Internet Engineering Task Force). Progress has aso
been made in designing random-access MAC protocols based on carrier-sense, multiple access (CSMA).
For example, the IEEE standard for the 802.11 [20] speci es the physical and the MAC layer protocols for
wireless LANS.

Figure 2.1 illustrates the MANET data transfer between two nodes, using the network protocol stack.
The MANET uses the 802.11 MAC protocol on the physical layer to communicate with the next hop in
the route. The ad hoc network routing protocol is implemented at the network layer to supplement the
functionality of the IP protocol. The MANET uses are not restricted to any particular type of application-
layer protocol; users frequently use protocols such as the FTP, HTTP, SMTR, etc. Application layer
protocols choose the transport protocol that is best suited to the application.

In the next two sections, we brie y describe the routing-layer protocols and the MAC layer protocols.

In the last section, we present the simulation method used for performance evaluation.
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2.2 Ad Hoc Routing Protocols

Routing protocols can be divided into proactive and reactive protocols. Proactive protocols constantly main-
tain routes among nodes. Reactive protocols discover routes on-demand. In general, proactive protocols
have alow latency and do not scale well, whereas reactive protocols tend to have a higher latency and scale
better than proactive protocols. There are severa different dynamic routing protocols in both the proactive
and the reactive protocol categories [60, 38, 17, 54]. The advantages and disadvantages of proactive and
reactive protocols have been studied extensively [19, 11, 27]. The literature we describe below features a

few commonly used routing protocols for ad hoc networks.

2.2.1 Ad Hoc On-Demand Distance Vector (AODV)

The AODV protocol [59, 58] maintains a routing table consisting of <destination node, next hop, number
of hops to destination> tuples for each node in the network. When a node attempts to send a data packet to
adestination for which it does not aready know the route (i.e., it does not have avalid routing table entry),
it uses a route discovery process to dynamically determine aroute. The route discovery works by ooding
the network with route request (RREQ) packets. These RREQs are given unique IDs, based on sender and
sequence number information. Each node receiving an RREQ for the rst time rebroadcasts it, unless it is
the destination node or it has a route to the destination that is fresh in its routing table. Such a node replies
to the RREQ with aroute reply (RREP) packet that is routed back to the original source. RREPs are sent as
unicast packets in order to reduce the bandwidth (BW) consumed. To facilitate this, each node that received
a RREQ makes aroute entry for the original sender of the RREQ, with the node it heard from the next hop.
These entries (called reverse path entries) are created at the time the RREQ is forwarded. The reverse path
entries expire after ashort interval of time that isonly suf cient to alow aroute reply to be propagated.
Even a single-route discovery results in  ooding of the entire network and consumes precious network
BW for control activity. Any BW consumed for control activities is an overhead. To reduce the overhead,
the AODV uses expanding rings. In the absence of any past information about a destination, the source

sends its RREQ witha TTL (Time To Live) of 1initialy. This RREQ is disseminated among nodes that are
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1-hop away from the source. If aroute reply is not received after the timeout period, another RREQ is sent
with ahigher TTL; this continues until the MAX TTL isreached (network diameter).

If any active link is broken, the intermediate node that detects it noti  es the affected source node using a
route error (RERR) packet. The source and any intermediate nodes that receive the RERR packet remove the
indicated routes from their routing tables. The RERR propagation works in the following fashion. A set of
predecessor nodes is maintained in each routing table entry. They indicate the set of neighboring nodes that
send data packets, which are forwarded by this node using the entry provided. These nodes are noti ed with
RERR packets, and each predecessor node processes and forwards the RERR to its own set of predecessors,
effectively erasing all routes using the broken link.

RREQs, RREPs and RERRs are the control packets used by the AODV to discover and maintain routes.
These control packets are queued in an InterFace Queue (IFQ) between the network and the MAC layers.
There are at least three interface queues with different priority levels. Data packets are placed in a lower
priority 1FQ, and control packets are placed in higher priority IFQ. When the control queue grows in size,
data packets are delayed until the control queue is empty. When the network is saturated, thereisasigni -
cant amount of control activity, which increases the control queue size. There have been few studies on the
behavior of ad hoc networks that exceed the point of saturation. Most of the techniques discussed in the lit-
erature attempt to reduce the routing overhead in order to reduce congestion and facilitate higher throughput
prior to saturation. Castaneda et al. [13] use a query locdization technique in another on-demand routing
protocol, DSR, to reduce network congestion and to improve end-to-end delay. Similarly, Geral et a. [31]
use passive clustering to reduce the routing overhead. Gu et a. [34] describe an embedded mobile back-
bone that isdynamically constructed to form a2-level physical, heterogeneous-multihop wireless network in
order to eliminate network-wide route broadcasts. Das et a. [49] use route caches to reduce the congestion.

An dternative approach to reduce the routing overhead is to reduce the need for route discovery. When
the network is at or beyond the point of saturation, the 802.11 MAC protocol causes frequent false route
breaks [24]. If the next hop does not respond, even when it is within the radio range of a transmitting node,
then it makes the latter falsely conclude that the route is broken. Such route breaks are termed false route

breaks. Reducing these false route breaks reduces the need for route discovery. Ray et al. [62] reduced the
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number of transmission failures reducing the instances a channel is reserved but unused. On the other hand,
Xu et a. [76] reduced the number of transmission failures by reducing the number of collisions, which they
achieved by restricting the communication distance. Distant nodes (low received signa strength) are more

likely result in acollision than the nodes that are near (strong signal strength).

2.2.2 The Dynamic Source Routing Protocol for Mobile Ad Hoc Networks (DSR)

The dynamic source routing protocol uses source routing to deliver data. Each packet in DSR should contain
an ordered list of nodes through which data should pass. This alows a source node to direct the path taken
by its data packets, unlike in AODV. When a node attempts to send a data packet to a destination for which
it does not aready know the route (i.e., it does not have a routing table entry), it uses a route discovery
process to dynamically determine aroute. This route discovery process is similar to that used by AODV.
Route discovery works by ooding the network with route request (RREQ) packets. These RREQ
packets contain the source and destination address, along with the unique identity of the request. When
a node receives an RREQ and if it is the destination of the RREQ, it responds with an RREP containing
the accumulated route from the source to the destination. Otherwise, the node appends its own address to
the RREQ header and rebroadcasts the RREQ to its neighbors. If a node that is not the destination node
indicated in the RREQ receives the RREQ (request) and contains a route to the destination, it may send an

RREP. Upon receiving the RREP, the source node records the route indicated in RREP in its route cache.

Route maintenance

When the MAC protocol reports atransmission failure, called link layer feedback, DSR will initiate aroute
failure. It removes al of the routes that use the broken link from the route cache and sends an RERR to
each previous node that used this link. When a connection’s source node receives this RERR, it removes the
route to the destination from its route cache and uses another route from its route cache, if one is available.
If there is no alternate route in the route cache, it initiates a route discovery to  nd anew route.

If the intermediate node that detected the broken link has an alternate route to the destination, then it

uses datasalvage (routing a data packet on an alternate route) to reduce the number of dropped packets.
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If there is no alternate route in the route cache, al of the packets in the IFQ which list the broken link as the

next hop are dropped.

Route cache:  Each node contains a route cache. Each entry in route cache completely speci es the in-
termediate nodes to a destination. Frequently, this route cache is used to respond to RREQs, even if it is
not the destination. The route cache is updated when it learns a new route; routes are learned from RREQ,
RREP and DATA packets that are routed through the node. To enrich the route cache, the DSR recommends
promiscuous listening, which helps the node learn more routes. Entries from the route cache are removed

when a node receives an RERR.

Impact of using route cache and data salvage in DSR: Published studies [38, 19] indicate that DSR
with optimized route cache and data salvage can provide good performance in a dense, low-speed MANET.
However, highly mobile MANETs may not bene t from data salvage or the use of a route cache for route
reply. To demonstrate this, we ssmulated 100-node MANET used in Chapter 1 with 50 CBR connections
and DSR as the routing protocol .

Figure 2.2 shows the performance of the original DSR, the DSR without the use of a route cache for
RREPs (DSR-no-cache), the DSR without data salvage (DSR-no-salvage), and the DSR without route cache
and data salvage (DSR-no-cache-salvage). Asthe node mobility increases, routes are broken frequently; and
route caches contain many stale (broken) routes. A MANET with the proposed DSR optimizations suffers

from performance losses due to stale routes in high mobility situations.

2.2.3 Optimized Link State Routing Protocol (OL SRP)

The optimized link state routing protocol is atable-driven protocol that proactively seeks routes. Nodes pe-
riodically exchange topology information proactively. Each node in the MANET selects arelay agent from
its neighbor nodes. Thisrelay nodeisidenti ed asthe multipoint relay (MPR). Only the selected MPRs
are responsible for relaying topology information. This helps the OL SR to reduce the control overhead and

to maintain the routes.
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Figure 2.2: DSR performance with options recommended.

2.24 Topology Dissemination Based on Rever se-Path Forwarding (TBRPF)

Topology Dissemination Based on Reverse-Path Forwarding (TBRPF) [54] is a proactive link-state routing
protocol. Each node in the MANET computes the source tree containing all of the shortest paths to all of
the reachable nodes. Each node then broadcasts HEL LO messages, which contain a portion of its source
tree, to reduce routing overhead. Therefore, nodes must receive multiple HELLO messages to learn the
entire tree. In ahighly mobile MANET, the TBRPF allows the nodes to broadcast the entire tree in order to
improve the topology’s robustness. HEL L O messages are broadcast periodically, along with alist of nodes
that have established a 1-way communication. A node can establish a 2-way communication when the node
receives aHELL O that includes itsown ID or an UPDATE REQUEST message. Once the node establishes
a 2-way communication, the node sends an update request to the new neighbor and awaits an UPDATE
reply message. The reply message will con rm that the communication is 2-way, and this allows the nodes
to exchange topology information.

When there is no HELL O response from a neighbor for aspeci ed period of time, it is considered lost.
At this time, the node may conduct a differential update of its topology. If the MAC protocol provides
transmission failures, asimilar procedure is performed. Thefailed link is marked asalost link, and the node

may send a differential update to its neighbors. In this dissertation, we do not consider proactive routing
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protocols.

2.3 MAC Protocols

The wireless medium is a broadcast medium that is shared by multiple devices. In a given instance, only
one device may access the medium. If multiple devices access the medium at the same time, it will result in
garbled data (a collision), making communication dif cult. Therefore, awireless communication must have
a set of rules that each device must follow in order to avoid collisions. These rules are set by the wireless
MAC protocol, which must be ef cient and fair. There are severa MAC protocols that have been proposed
and standardized. Later in this chapter, we will give a brief description of the popular IEEE 802.11 MAC
protocol.

The wireless medium’s unique properties make the design of the wireless MAC protocol very different
from, and more complex than, the wired MAC protocol. For example, it is very dif cult to transmit and
receive signals at the same time (typicaly, transmitting signal power and receiving signal power differ by
order of magnitude). Therefore, collision detection is not possible while transmitting. This makes the
wireless MAC protocols different from the wired MAC protocols. As aresult, the MAC protocols must be
designed to reduce the probability of collision; such protocols are called collision avoidance (CA) protocols.

Radio signals are subject tore ection, diffraction, and scattering. The signal received by amobile device
can be time-shifted, and the received signal power can vary as afunction of time. Thisisknown as multipath
propagation. When the change of power is greater than the speci ed value, the device is considered to be
ina fade . Asaresult, wirdless communications can be ‘bursty ’; in other words, a channel could be lost
for short durations of time.

Another challenge in wireless networks is the hidden node (hidden terminal) [68]. A hidden node is
a wireless device that is within the range of the intended receiver but out of the range of the source of a
wireless transmission. For example, in Figure 2.3, nodes A and B are within each other’s communication
range. Node C iswithin B’s communication range, but not A’'s. When node A is communicating with node
B, node C cannot hear the transmission from node A. During node A’'s transmission to node B, if node C

senses the media, it falsely concludes that the node’'s mediaisidle. Therefore, node C is hidden from node
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Figure 2.3: Hidden node. Node C is hidden from Figure 2.4: Exposed node. Node C is exposed to
node A. node A's transmission to node B.

A. If node C transmits during node A’s transmission, the node B’s reception of node A’s transmission is
disrupted. Hence, hidden nodes can cause data transmission collisions.

Ancther situation that wireless networks must try to avoid is exposed nodes. Exposed nodes are the
opposite of hidden nodes. An exposed node is a node that is within the source node's range but out of the
destination node’s range. For Example, in Figure 2.4, nodes A and B are within each other’s communication
range. Node C is within the communication range of node A, but not within the range of node B. Thus,
when node A is transmitting to node B, node C will sense the wireless medium is busy. However, any
transmission from node C cannot reach node B. Thus, node C could have transmitted without interfering
with the transmission from node A to node B. In this case, node C is an exposed node to node B. If exposed
nodes are not minimized, the bandwidth is underutilized.

When a node is receiving a transmission from two different sources, one transmission is stronger than
the other. Therefore, the node source with the stronger signal can capture the wireless medium. A capture
of this nature may improve the performance, but it results in unfairness.

Random burst errors, fading, and capturing result in data delivery failures and ultimately result in drop-
ping of the data. This presents severa problems for transport layer protocols. A prominent example of this
isthe behavior of the windows-based congestion control algorithm in TCP. TCP interprets data packet drops
as a sign of congestion downstream and folds-back its congestion window, leading to a poor utilization
of the wireless channel. Several mechanisms are proposed in the literature to augment TCP so that it can
distinguish between packet losses due to random channel failures and those due to congestion at the router

[6, 46, 71]. However, such solutions are speci ¢ to one higher layer protocol (i.e., TCP). Aside from the be-
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havior of a higher layer network protocol, there is a concern as to whether the traditional packet scheduling
mechanisms of the network interface are ef cient in wireless networks. In atraditional operating system,
the device driver typically does the scheduling in the network interface on a rst-come- rst-serve (FCFS)
basis. At this level, the packets are no longer identi ed by which connection or ow they belong to.
If a network interface is multiplexing several ows, then all packets are queued in the same driver queue
and sent to the hardware interface on an FCFS basis, as and when the interface is available. This simplistic
scheduling technique works ne for wired network interfaces. However, in a shared wireless medium, the
radio link characteristics are location dependent, and the link quality between a host and its neighbors
may vary independently. Channel errors due to fading and multipath propagation may be dependent on the
location of the neighbor; the hidden node problem [68] may affect one neighbor but not another, and so on.
Such location-dependent errors necessitate the consideration of channel state dependent scheduling (CSDS)

mechanisms [9] at the radio interface.

2.3.1 Carrier Sense Multiple Access (CSMA) protocol

The CSMA is the most primitive MAC protocol [41] for wireless access. In this protocol, a node that
needs to transmit senses the channel for ongoing transmissions. If the node detects an ongoing transmission,
then it waits for a random amount of time before it re-attempts the transmission. If the node detects no

transmission, then it can begin transmission.

2.3.2 Multiple Access Collision Avoidance (MACA) protocol

The multiple access collision avoidance protocol [39] improves on the CSMA. In this protocol, the CSMA
isimproved by reducing the hidden nodes. MACA uses Request-to-Send (RTS) and Clear-To-Send (CTYS)
control packets to announce the packets to be transmitted. A node that needs to transmit, broadcasts a RTS
packet containing the length of the DATA packet to be transmitted. Upon receiving an RTS, the destination
node sends a CTS packet containing the length of the DATA packet to follow. All nodes receiving the RTS

or the CTS refrain from transmitting for the expected duration of the transmission.
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2.3.3 Flow Acquisition Multiple Access (FAMA) protocol

The ow acquisition multiple access protocol [30] improves on the MACA protocol. It usesthe same RTS-
CTS-DATA exchange as the MACA does. Before transmitting an RTS, a node checks its carrier to see if
thereisan ongoing transmission. If the channel isbusy, the node cal culates arandom backoff time and waits

for this period before it rechecks the channel sense. This random backoff helps prevent RTS collisions.

2.3.4 MACAW: Media access protocol

MACAW is an extension of the MACA protocol. The node receiving the DATA isrequired to send an AC-
Knowledgment (ACK). The protocol uses an RTS-CTS-DATA-ACK exchange to complete the data trans-

mission.

2.3.5 802.11 MAC Protocol

The IEEE 802.11 protocol [20] provides peer-to-peer networking, using a Distributed Coordinate Function
(DCF) based on a Carrier Sense, Multiple-Access with Collision Avoidance (CSMA/CA) protocol. To im-
plement the CSMA/CA, the 802.11 MAC uses many techniques. A node that needs to transmit must rst
sense the medium; if the medium is busy, then the node defers, using an exponential backoff time. This
backoff time is counted down only when the channel isidle. If the medium is free after the completion of
backoff, then the node waits for the Distributed Inter Frame Space (DIFS- 50 seconds) speci ed by the
802.11 standard. After the DIFS time elapses, the node senses the medium one more time before trans-
mitting. If the medium is busy, it defers; otherwise, it transmits. If a packet is received by the next node
without a collision, then the receiver will transmit an ACK after differing for a Small Inter Frame Space
(SIFS10 seconds) length of time speci ed by the IEEE 802.11 MAC protocol. An ACK packet is used by
the receiver to con rm the successful reception of DATA from the sender.

In order to reduce collision, the 802.11 MAC protocol uses both the physical carrier sense and the virtual
carrier sense. A mobile node physically senses the carrier; when the noise level is higher than a preset limit,
the channel is said to be busy. To maintain the virtual carrier sense, each transmission maintains the duration

of the channel usage for the current communication. A mobile node can begin to use the radio channel only
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Figure 2.5: 802.11 MAC protocol DATA transfer with RTS, CTS and ACK control packets.

when both the physical sense and the virtual sense indicate that the channel isidle.

To overcome the inherent problems of the collision avoidance protocol in wireless communication, the
802.11 protocol uses optional link layer control packets, denoted as RTS (Request-to-Send) and CTS (Clear-
To-Send). RTS/CTS packets are used by the sender and the receiver of aunicast communication to notify all
nodes around them of the duration of the channel usage [68]. An RTS will contain the intended receiver of
the pending DATA transmission and the duration of the channel usage. In response, the receiver will reply
with a CTSif it determines that the channel is free, with the exception of the RTS it received. All nodes
receiving an RTS or a CTS will set their virtual carrier sense in the Network Allocation Vector (NAV) for
the duration speci ed in the RTS/CTS packet. Information in the NAV, along with the physical carrier sense,
will give the status of the carrier sense of the node.

This RTS/CTS transaction reduces the probability of collisions with hidden nodes. The RTS/CTS ex-
change is used only for unicast packets larger than the RTSTheshold speci ed by the standard. 1t must be
noted that RTSS/CTSs are relatively smaller than the DATA packets and have less likelihood of colliding.

Figure 2.5 illustrates the data transfer from node A to node B. Assume that node D is a node in node
A’s communication range and outside of node B’s communication range; similarly, node C isin node B’s
communication range, but it is outside of node A’s communication range. To initiate a unicast data transfer,
the sender (node A) must send a RTS if the virtual and the physical carrier senses indicate that the channel
isidle. If it isidle, then the node defers the transmission for one DIFS and initiates the transmission of

the RTS. Nodes receiving the RTS (nodes D and B in this example) update their NAV to the transmission
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duration (virtual sense) indicated in the RTS frame. Node B, the intended receiver of the RTS, sendsaCTS
frame after deferring for the Small Inter Frame Space (SIFS) time period, if the NAV (prior to the reception
of the RTS) at the receiver indicates that the channel isidle and the physical sense indicates that the channel
isidle. All nodes receiving the CTS (node C) update the NAV table to the transmission time speci ed by
the CTS packet. Node A then sends the DATA packet after the SIFS time period has passed, assuming that
the channd is reserved. Upon successfully receiving the DATA, node B sends an ACK to node A.

The physical sense can be viewed as the measurement of signal interference at the node. Interference
affects the performance of the wireless network. There are two types of interference (noise) in wireless
networks. The rst type of noise is caused by external signal interference (by devices such as cordless
phones and Microwave ovens, which may use the same frequency band as the 802.11 MAC devices). The
second type of noise is caused by distant transmissions between other nodes in the ad hoc network. In our
work, we consider only the latter type of interference, which is caused by a distant node communication. It
is shown that interference causes unfairness between communications and a capture effect in the MANETS
[74, 73]. A channel capture occurs when two nodes are transmitting and one node's received signal power
issigni cantly stronger than the other’s. As a result, only the node with stronger signal power is able to
communicate, and the node with the weaker signal does not receive any bandwidth.

Recently, several researchers investigated the effectiveness of the 802.11 MAC protocol and its impact
on the overall MANET performance [74, 73, 76, 36]. Simulation studies of ad hoc networks have shown
evidence of unfairness (unfair distribution of channel access) at the MAC layer, which causes short and
long-term unfairness (bandwidth distribution) in the application layer. Hu and Saadawi [36] demonstrate
that the TCP connection with the strongest signal (relative to the noise level) can capture the channel and
exacerbate the unfairness problem. In another study of the MAC layer [62], the authors show that the

RTS/CTS handshaking protocol cannot prevent all of the interference.

2.4 Performance Analysis

The MANET testbeds are still in the primitive stages. Although there have been some experimental works,

they are based on small-scale testbeds [16, 48]. To implement alarger-scal e testbed with hundreds of nodes,
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there must be a large resource pool that includes at least one person per testbed node. Another drawback
to testbed-based evaluation isthat it isdif cult to repeat the experiments for comparison and validation. At
the time of this writing, there are several implementations of the MANET routing protocols. The routing
protocols include AODV, DSR, LOSR, TBRPF, and many cthers. In order to overcome the dif cultiesin
using a physical testbed, there are several studies that use emulated testbeds. In some of these studies,
emulation is used for node mobility [25, 79], and in the other studiesthe MANET network’s ad hoc network
protocols are tested in static nodes [25]. Implementations for ad hoc networking protocols are primarily for
the Linux operating system, though there are a few implementations for the BSD and Windows Operating
systems.

Because of the dif culties and limited con gurations in real and emulated testbeds, simulators are fre-
quently used in MANET research. Simulation alows for large-scale network simulations and provides a
good platform to compare two or more routing protocols. There are several popular simulators used by the
research community: ns, Glomosim, OPENT, and a few others. Comparative performance of three of the

popular simulators is described in [14].

241 TheNetwork Simulator

The network simulator (ns) from Lawrence Berkeley National Laboratory is, thus far, the most popular
simulator inthe MANET research community [1]. Thens simulator development began in 1989 and quickly
gained the con dence of the network research community. Thewirelessextensiontons 2 (version 2 of ns
simulator) simulator was provided by the Monarch Project [33]. There were severa ad hoc routing protocols
(for example, DSR, AODV, etc.) implemented for ns 2. Thens 2 hasan extensive collection of transport

protocols and MAC protocols to support various wired, as well as wireless, protocols.

2.4.2 Glomosim

Another popular simulator is the Glomosim [78], a scalable simulator for wireless simulations. The Glo-
mosim is implemented using the PARSEC (PARallel Simulation Environment). A noticeable difference in

Glomosim from the ns2 is that Glomosim provides a summary of results that helps the simulator run faster.
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Another advantage of using the Glomosim is that it uses a more realistic modeling of a wireless channel.
ns2 approximates a node’s noise to be the noise of the highest noise source, whereas Glomosim computes
it as the sum of all noise sources in the MANET.

One primary weakness in the Glomosim is the lack of various TCP implementations. QualNet, the

commercial smulator of Glomosim, has afew additional TCP implementations.

Glomosim mability model:  Glomosim supports three mobility models. Random drunken, Random way-
point, and trace-based mobility. In the Random Drunken Model, a node selects arandom position to move
to from a current position. The random position is either up, down, left or right. The node will move to
this random position if the next position iswithin the physical terrain. The random waypoint model requires
parameters, minimum speed, maximum speed, and pause time [63, 8]. In this model, a node randomly se-
lects ageographical destination in the physical terrain. The node then travels toward the destination from its
current position at a speed between the speci ed minimum and maximum speed that is uniformly chosen.
When the node reaches the destination, it pauses for the speci ed pause time. After the pause time expires,

it chooses another random destination. Optionally, the user can specify the node mobility in atrace le.

Radio moddl: The Glomosim radio model supports two basic path-loss models: free space and two-ray.

In addition, there are two fading models. Rayleigh distribution and Ricean distribution.

Routing protocol: Glomosim supports the AODV, DSR, LAR1, FISHEYE, and STATIC routing pro-
tocols. Glomosim uses the AODV draft 3, as speci ed by the IETF. Glomosim DSR’s implementation is
modeled after thens  2’s DSR implementation, with the exception of the following optimizations: Prevent-
ing route reply storms, path state and ow-state mechanisms, piggybacking route discovery, and gratuitous

route error. LAR implementation follows [42] closely.

BasdineMANET con guration: Onehundred nodesina1200 1200 m? terrain is used as the basdline
MANET in this dissertation. Unless otherwise speci ed, this is the baseline smulation setup is used for

performance evaluation. In this baseline MANET, The node movement is patterned by the random waypoint
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model with speeds in the range of [1,19] m/sec. Each simulation was run for 600 seconds (the rst 100
seconds are used to warm-up the network, and no statistics were collected during thistime). The simulations
were repeated 9 times with different random seeds, and these were averaged to minimize the impact of
worst-case and best-case scenarios. Radio transmit power is set a 15 dBm and radio receive threshold,
radio receiver senditivity, radio propagation limit and signal-to-noise ratio isset a¢ 81 dBm, 91 dBm,

111 dBm and 10 dB, respectively.

Correction to AODV protocol implementation in Glomosim

Weidenti ed an instance of incorrect implementation, which leads to severe performance degradation under
high loads. Upon receiving an RERR (route error), AODV removes the a speci  ed routes to the destination
if the node that transmitted the RERR is the next hop. In the AODV version included in the Glomosim 2.03,
we found that the node, upon receiving an RERR, removes its route to the destination, even when it hears
from a node that is not in its next hop. This can lead to the removal of routes that are valid. For example,
let’s assume that node A has aroute to node D vianode B and C, and that node E also has a route to node
D via node F, which is independent of the route from node A to node D. If the link fails between nodes C
and D, then node C sends an RERR to remove the route to node D via node C. Based on the Glomosim
smulator, node B and node E will both remove the route to node D. According to the AODV speci cation,
only node B’s route to node D must be removed. In our work, we corrected this mistake. Figure 2.6 shows

the performance of the AODV as included in Glomosim (AODV-error) and the corrected version (AODV).

243 OPENT

OPENT simulator is one of the few popular, commercialy available simulators extensively used in the
research industry. The simulator is very robust; it has an extensive collection of libraries of networking

protocols, and various types of MAC, routing, and transport protocols.
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Figure 2.6: AODV performance after xing ERROR.

2.4.4 Performance metrics

Ad hoc networks are complex networks with several factorsthat in uence network performance. For exam-
ple, factors such as the number of nodes (node density), terrain size, node mobility (patterns and speed), the
routing protocol used, MAC protocol used, and traf ¢ patterns (application and different transport proto-
cols) are commonly used parameters to simulate different types of MANETS. To evaluate the performance
of these varying MANETS, it is common to use throughput, delivery rate and end-to-end delay. To evaluate
the effectiveness of the routing protocols, researchers use routing packets per data packets delivered, route
repair time and end-to-end delay. In our work, we primarily used throughput and end-to-end delay as the
performance metrics. In addition, we show the number of hops that packets travel to show that our proposed
modi cations do not favor shorter over longer routes to achieve higher throughputs. In addition, we also
compute Jain's fairness index [37] provided below, to show that our proposed modi cations do not increase

unfairness.

Fairness Index = — oo —
all'nNess 1naex = N12
1=1 1

Where ; isthe number of packets received for each communication during a xed simulation time.
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On the Impact of Noise Sensitivity in 802.11
MAC Protocol

Interference with transmissions affect the performance of wireless networks signi cantly. There are two
types of interference (noise) in wireless networks. The rst type of noise is caused by external signal
interference (for example, devices such as cordless phones and Microwave ovens, which may use the same
frequency band as the 802.11 device). The second type of noise is caused by distant transmissions in the ad
hoc network. Using simple network con gurations, we show that the 802.11 MAC performs poorly when
the noise level around the intended receiver of a transmission is higher than a prede ned threshold value
because the protocol prevents it from responding to its sender’s transmission. This increase in noise could
be due to distant wireless transmissions or some other random source. In this chapter, we consider only
the interference caused by distant wireless transmissions. This type of interference causes unfairness and a
capture effect in MANETs[74, 73].

We show that the physical carrier sense mechanism, as designed and used in the 802.11 MAC, could
have a crippling effect on distant but competing transmissions. We propose a modi cation to mitigate
this situation and show, using simulations, that the proposed modi cation provides up to 50% higher UDP
throughput for static wireless networks, and up to 33% and 44% higher throughput for UDP and TCP on
mobile ad hoc networks. We further demonstrate that the proposed modi cation is bene cial to MANETS,

regardless of node density and routing protocol.

37
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3.1 Modeling Signal Strength

To explain the propagation characteristics of the radio channel used for 802.11 MAC based networks, we
use the analytical model of two-ray path loss for signals [29] and an implementation of the 802.11 MAC
model in Glomosim [78]. Several other studies used the currently available hardware and came up with
similar parameter values [25, 32].

The signd strength at distance d, denoted by P(d), can be computed using the two-ray signal mode!:

P:G{G h2h?

Pr (d) d4 L (3'1)

Here, P (d) isthe received power at distance d meters, Py is the transmitting power, G; and G, are the
antenna gains in transmitter and receiver respectively, hy and hy are heights of the receive and the transmit
antennas, and L is the system loss.

The two-ray model does not give an accurate result for short distances, due to oscillations caused by the
constructive and destructive combination of the two-rays. For short distances, the free-space path model is
commonly used [29]. In the free space path model, iswavelength in meters. The signal strength is given

by (3.2).

P:G{G, 2

Pr(d) = @2l

(3.2)

The cross-over distance d; is set as distance d, where the free-space model and the two-ray model result
in the same receive power P,. Therefore, for d < d, free-space model is used, and for d  d, two-ray

model is used [29]. With this information, we could compute the cross-over distance as:

(Pthgh2) Py 2

A R R T

4 hthr

de =
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The following receive/transmit antenna heights and wavelength are used in our simulations:

hy =h¢=15m,and =0.125mfor 2.4 GHz frequency. Therefore,

4 (15 15 .
de = —0olm - 226:28 m
For distances 226 m, the free-space model is used, and for other distances (227 m) the two-ray

model isused [29].

Itiscommontouse Gy =Gy =1andL =1[29]. Ford < d,

P:G{G, 2
Pl’(d) (:1 ;zdzL
P(D)() °
(4 )?d*(1)

= P ——— mw (3.3
Ford > d.,

2h2

Pr(e) = D

Pr(1)(1)hih?
d“(1)

hihy 2

= Pt 7

1.5 15 2

= Pt d2

= Pt 7

mw (34)

The transmission power in milliWatts (mW) can be converted to dBm using (3.5) and from dBm to mwW

using (3.6).

PowerindBm = 10 logig (Power in milliWatts) (3.5
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d

Figure 3.1: Node interference setup.
Power in milliwatts = 10(Power in dBm-10) (3.6)

Using (3.5), the signal strength given by (3.3) and (3.4) can be converted to dBm.

]
. 2°
Pr(d) = 10 logip Pt % dBm; d 226m
0:125 2
= 10 logio(Py) +10 logig 7d dBm
= 10 logio(Py) +20 logig % dBm (3.7
1
2:25 2
Pr(d) = 10 |0910 Pt ? dBm; d 227m
_ 2:25 2
= 10 logyo(Pt) + 10logsg W dBm
_ 2:25
= 10 logyp(Pt) + 20log1g wra dBm (3.8)

To calibrate the received signa strength in the Glomosim simulator, a simple 2-node network shown in
Figure 3.1 is simulated. The distance between the two nodes (d) is varied from 1 m to 2200 m. Various
parameters used in modeling the transmission, propagation and reception of the radio signal areindicated in
Table 3.1. The transmitting power of node Sy is set at 15 dBm and node Dy’s receiving power is measured
using the simulation. We used (3.7) and (3.8) to calculate this value and veri ed that the simulator model

matches the analytical model. Figure 3.2 showsthe signal strength at various distances from the transmitter.
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Table 3.1: Default parameters for the radio model used in Glomosim simul ator.

Parameter

Value

Comments

RADIO-TYPE

RADIO- ACCNOISE

Do not ignore noise in commutations

RADIO-RX-TYPE

SNR-BOUNDED

Signal-to-noise ratio error model is

used; SNR 10 dB for correct recep-
tion
RADIO-FREQUENCY 2.4 GHz Transmission Frequency
RADIO-BANDWIDTH 2.0 Mb/s Nominal channel BW
RADIO-TX-POWER 15:0 dBm Transmitting power
RADIO-RX-SENSITIVITY 91.0dBm Physical carrier sense: Physical Carrier
senseishbusy if the noise level 91:.0
dBm
RADIO-RX-THRESHOLD 81.0dBm Minimum signal strength required to
receive atransmission
PROPAGATION-LIMIT 111.0dBm Power at which simulated effects of

transmission ceases

€
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Figure 3.2: Signal strength as a function of distance from the transmitting node.
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3.2 Communication Regions

With respect to a transmission, nodes can be in one of four regions, depending on their distance from the
sender; they are the Communication, Sensing, Noise, and Non-interfering regions. The four regions are
separated by three levels of receiving signa power [20]. A node in the Communication region can receive
atransmission with asignal power greater than the RADIO-RX-THRESHOLD, which is 81 dBm in the
Glomosim implementation. Any signal power level received below the RADIO-RX-THRESHOLD is accu-
mulated to the node's noise level, and the signal cannot be received. In the 2-node setup in Figure 3.1, signa
strength reducesto 81 dBm at a distance of 376 m from Sg. Therefore, Dg can receive the data transmit-
ted by Sg at distances up to 376 m. In this simulation setup, there is only one transmitting node; therefore,
there is no additional noise. If there are nodes communicating beyond node D g’s communication range, the
destination node's SNR threshold of 10 dB must be satis ed in order to receive the data. Therefore, in the
absence of any other communication or external interference, 376 m is the effective communication range
of the wireless network. A node 377 m away from atransmitting node simply senses increased noise levels.
The Sensing region refersto instances wherethe signa strength isbetween the RADIO-RX-THRESHOLD
and theRADIO-RX-SENSITIVITY level. Inthiscase, theRADIO-RX-SENSITIVITY isused to determine
the physical sense of the medium. If the total noise level isabovethe RADIO-RX-SENSITIVITY levd, then
a node senses a busy physical medium and goes into a sensing state. The typical value of the RADIO-RX-
SENSITIVITY is 91 dBm [18, 70], which isalso used in the Glomosim simulator. The signal strength re-
ducesto 91 dBm at adistance of 670 m from the transmitter. In Figure 3.2, for d between 376 m and 670 m,
Dy receives asignal power between the RADIO-RX-SENSITIVITY and the RADIO-RX-THRESHOLD.
In addition to the noise generated by distant transmissions, some low level thermal and ambient noise is
present and sensed by mabile nodes. These noises are considered to be background noise in the simulation
model and added as a constant to calculate the noise level of anode. By probing the simulator, we measured
the background noise used in the Glomosim simulator tobe  100.97 dBm. Therefore, in the two node setup,
node Dy’stotal noiseis the sum of the background noise and the noise from node Sy’s transmission. In the

absence of any competing transmissions, a transmission can be successfully received at up to 376 m away
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from the source. However, the range over which the node is caused to go into asensing state isincreased by
the background noise.

For Dg to sense abusy physical medium,

So: Total noise = RADIO-RX-SENSITIVITY

Substituting  100.97 dBm for background noiseand 91 dBm for RADIO-RX-SENSITIVITY, we get

the following:
This can be rewritten in milliwatts, using (3.6), for easier manipulation:

Somoise > 7:94 10 ¥mw  7:99 10 Mmw

= 7:14 10 °mw
Next, milliWeatts can be converted to dBm using (3.5):

Since background noise is added to the total noise, node Dy can now tolerate anoise level of 91.47
dBm (see Equation 3.9) from node Sg. Dg receivesa 91.47 dBm noise level when d = 688 m. At distances
377 m to 688 m from Sy’s transmission, Dy emits a noise level of 91 dBm or greater. Therefore, the
sensing range isincreased to 377 to 688 m, from 377 to 670 m.

At power levels below the PROPAGATION-LIMIT, the signal is diminished and will not cause any
interference to the nodes. The range between the RADIO-RX-SENSITIVITY and the PROPAGATION-
LIMIT is considered to be the Noise region. In thisregion, So’s transmission noise aloneisinsuf cient for
Dy to sense a busy medium. The noise from Sy is added to the total noise of Dy. However, if the sum of
noises at Dy exceeds the RADIO-RX-SENSITIVITY because of multiple distance transmissions, then Dg

senses a busy medium.



Chapter 3. On the Impact of Noise Sensitivity in 802.11 MAC Protocol 44

Om (15dBm)
376m ( 81dBm) 688 m ( 91dBm) 2118m( 111dBm)
C\ Communication region Sensing region Noise region Non interfering region
Source

Figure 3.3: Different regions in the propagation of a transmission with 15 dBm transmission power and
free-space signal propagation up to 226m andtwo-ray signal model for larger distances.
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Figure 3.4: A four-node network to illustrate the impact of the competing transmissions. There are two
connections. Ci., denotes the communication between N; and N2, and Cs.4 between N3 and N4. The
distance d between N, and N3 isvaried.

The PROPAGATION-LIMIT de nes the signal level at which a node is unable to in uence a distant
node. Often, 111 dBm is used as the PROPAGATION-LIMIT. A signa power of 111 dBm is received
a adistance of 2118 m away from the communicating node. Therefore, a transmission has no impact on
anode beyond 2118 m. Figure 3.3 illustrates the four regions, the distance from the source to each region,

and the power level.

3.3 Impact of Competing Transmissions

Using asimple 4-node network, we show theimpact of acompeting transmission on the throughput achieved
for a communication of interest. The network, shown in Figure 3.4, has 4 static nodes N ; through N4
arranged in a straight line. The distance between N, and N3 is d. The other two distances are xed at
300 m each. There are two constant bit rate (CBR) transmissions: Cj.2, which denotes the communication
between N ; and N 2, and Cs.4, which denotes the communication between N 3 and N 4. Depending on the
direction of the data transmissions, 4 different simulation topologies are possible (see Table 3.2). Since T ;
and T 4 topologies are symmetrical, T 4 topology is not further considered here.

At each source, the maximum sustainable load of 1.62 Mb/s is offered with CBR (though the nominal

channel BW is 2 Mb/s, the actual throughput achieved is 1.62 Mb/s, due to the overhead of various pro-
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Table 3.2: Simulation Topologies.

Topology | Ci2 Csy
T, 19234
T, |12 |3(=4
T: |1(=2|3D 4
T, |1(=2|3(=4

Table 3.3: Achieved CBR throughputs for the 4-node network with d = 689 and 688 meters. The numbers
in bold indicate signi cant reduction in throughputs when N> and N3 are within the sensing range of each
other.

Topology Achieved throughput (Kbps)
d=689m d=688m
Noiseregion || Sensing region
Ci2 | C3a || C12 | C3a
T1=) =) | 15647 | 1542 || 444 | 1492
T, =) (= | 1547 | 1542 || 1527 | 1527
T3 (== 1547 | 1542 || 1123 | 1123

tocols). The Maximum Transfer Unit (MTU) packet size (1460 bytes) was used to send CBR traf ¢. We
varied d and the directions of C1., and C3.4. By varying the distance d, achieved throughput is measured for
each combination of communication directions. The routes between the nodes were established using the
AODV routing protocol at the start of the simulation, and these were preserved for the rest of the simulation
to avoid any impact of AODV'’s behavior on these simulations.

Inthe rst set of simulations, the distance d is set at 689 m, such that N, and N 3 are outside the sensing
range of each other’s transmissions. As expected, both connections achieve about 1550 Kbps, nearly the

maximum throughput possible, for al possible directions of transmissions.

Throughput in the Sensing region:  In the second set of simulations, the distance d isreduced by 1 m, to
688 m. Now, N ,'s transmission can cause N 3 to go into the sensing state, and vice versa. Results of these
simulations are shown in Table 3.3.

Nodes in the Communication region will have both physical sense and virtual sense, indicating a busy
channel. In the Sensing region, nodes detect the physical carrier sense but not the virtual carrier sense since

the affected nodes are beyond the communication distance. Asaresult, nodes in the Sensing region detect a
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Figure 3.5: Example of successful transmission between N1 and N in topology T;, whend = 688 m. N1
transmits RTSs until an RTS falls between the transmission gap of N3. After a successful transmission of
data, the two communications remain synchronized for few additional data transfer on C1.5.

busy medium and do not know when they can initiate new transmissions.

Consider topology T 1: C1.» achieves only 29% of the throughput it achieved whend = 689 m, but C3.4
is nearly unaffected. The reason for the divergence in behavior isasfollows: N ; isthe receiver of the data
in Cy1:2, and N3 is the source of the datain C3.4. Since N, and N 3 are within each other’s sensing range,
when N 3 is transmitting, N, will be in the sensing state and is prevented from sending an RTS or a CTS.
In response to an RTS from the node N 1, N> can transmit a CTS only when N 3 isidle or receiving aframe
(an ACK or aCTS from node N 4). Since N3 is transmitting data to N 4, it spends asigni cant portion of
the time in the transmitting mode and a very small amount of the time in the receiving mode. There is no
idling since the CBR communication has an in nite data backlog. Furthermore, a CTS that cannot be sent
immediately upon receiving an RTS is dropped, and it is not queued for later transmission. The protocol is
designed so that the source N1 will time out, backoff, and retransmit an RTS. As a consequence, thereisa
signi cant loss of throughput for the C;., connection. On the other hand, N , spends only asmall proportion
of time transmitting (a CTS and an ACK) and most of the time receiving DATA. Therefore, N 3 will spend
only asmall portion of itstime in the sensing state due to transmissions by N ». Asaresult, itisvery unlikely
that C;.,’s transmissions could adversely affect those of Cs.4.

For aCy., transmission to succeed, N3 must transmit an RTS when N3 is not transmitting. A possible
instance of successful transmission between N; and N is shown in Figure 3.5. Since N1 is not aware of the

channel state of N2, N1 will continue to send RTSs back to back (with exponential backoff). When an RTS
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transmission falls between a gap in N3's transmissions, N, transmits a CTS. When N; receives the CTS
from Ny, it assumes that the channel is reserved and transmits DATA. While receiving DATA, if N,’s SNR
is maintained above the SNR-THRESHOLD, DATA will be received successfully. If the DATA isreceived,
then N, will transmit the ACK without checking the state of the physical sense, since the channel isassumed
to be reserved. Further evaluation of simulation data shows that successful transmission of a data segment
in C1.2 isfollowed by oneto four additional successful transmissions, since the two communications remain
synchronized for awhile. When the synchronization is broken (due to random backoffs etc.), N1 will have
to probe N2 with RTSsuntil another transmission gap is discovered.

In the T, topology, node N, and node N3 are both receivers, so they interfere with each other only
when sending ACK or CTS frames. The time spent in transmitting aCTS or an ACK issigni cantly small
when compared to time spent in transmitting a DATA frame. Therefore, N, and N 3 spend very little time
in the sensing mode. Since N, and N 3 are able to transmit CTSs and ACK s without the interference, both
communications are able to achieve the full bandwidth

In the T3 topology, N2 and N3 spend most of their time transmitting DATA and RTS frames since
they are the sources. To be successful, N, and N3 must initiate the transmission of RTSs when the other
node is not transmitting frames. Since both have an equal probability of competing for the channel, each
communication is expected to achieve 50% of the offered load, but the ssmulation results show that each
communication was able to achieve 75% of the offered load. The higher throughput is a result of the
synchronized transmission between nodes N, and N3. Figure 3.6 gives an illustration of how atransmission
is synchronized between the two sets of nodes to achieve 1.12 Mb/s of throughput for each connection. In
Figure 3.6, node N3 is able to transmit RTSs between the transmission gaps of N,. When a transmission
is complete, afew additional transmissions will follow. During this period, both C1., and C3.4 are able to
receive the full bandwidth. We found that such a synchronized transmission continues for four to six data
deliveries, but eventually one of the communications will fail. Both communications have an equal chance
of failing, and the failing node needsto nd an appropriate gap in the other node’s transmissions. During
this period, the winning node is able to achieve the full throughput, and the failing node does not receive

any throughput.
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Figure 3.6: Example of synchronized transmission in topology T3 (d = 688 m).
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Figure 3.7: Different regionsin the propagation of atransmission. Collision region isreached when distance
between the communicating nodes is 300 m. Collision distance varies with communicating node's distance.

On average, both nodes are able to synchronize and send 5 back-to-back DATA frames. Once the
synchronization is broken, it takes the failing node an average of 2.5 DATA transmissions to nd a new
gap in the transmission and synchronize with the other transmission. Therefore, a node, on average, sends
7.5 DATA frames and searches for the transmission gap for the transmission time of 2.5 DATA frames,
approximately. Asaresult, T3 achieves 75% of the offered load, and 25% of the loss in throughput is due to
the search for transmission gaps. Reducing the distance from d = 688 m to d = 540 m does not change the

throughput.

Throughput in the Callision region: A signi cant drop in throughput is seen at d = 539 m for al
topologies. Throughputs for d = 540 m and d = 539 m are shown in Table 3.4. Throughput losses are
primarily due to the collision of received signals at N, and N3. We identify 377 to 539 m as the Collision
region with respect to a single interfering distant communication. This range is dependent on transmission
power, ambient noise level, the distance between the communicating nodes, and the distance between the

communications. Figure 3.7 shows an updated version of the Communication and Noise regions given in
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Table 3.4: Achieved CBR throughputs for the 4-node network with d = 540 and 539 meters. The numbers
in bold indicate signi cant reduction in throughputs when N1 and N3 are within collision distance.

Topology Achieved throughput (Kbps)
d=540m d=539m
Coallison/Sensing region || Sensing region
Cio Cs Ci2 | Caa
Ti=) =) | 442 1537 0.003 | 1500
T,=) (= | 1538 1542 329 329
T3 (=) | 1122 1123 738 753

Figure 3.3. At this distance, N,’s receive signa cannot maintain the necessary SNR (the SNR falls below
10 dB, due to increased noise from N3’s transmission) to receive the DATA frames. Derivation of 539 m as
the upper-end of Callision region is shown in Equation 3.10.

In topology T, N2's reception of RTSs and DATA collides with the noise of node N3’s transmission
of DATA and RTSs. Similarly, N3’s reception of an ACK and a CTS collides with the noise from N3’s
transmission of aCTSand an ACK. Since the DATA transmission duration is longer than that of the CTS or
the ACK, the throughput achieved by C; ., isnearly zero, while C3.4 is able to achieve 96% of the throughput
it achieved at d = 540 m.

Consider the T, topology. At d = 539 m, N;’s transmission can affect N3’s reception of the RTS and
DATA by making the SNR at N3 fal below RADIO-RX-SNR-TRESHOLD. To be successful, N1's RTS
and DATA transmissions to N, must be uninterrupted by N4's RTS or DATA transmissions. Thus, each
communication achieves only 20% of the offered load.

Collisions in topology T3 are similar to those in topology T». Intopology T3, the CTSs and ACKs are
lost due to collision. Since both C;., and Cs.4 have an equa chance of colliding, both communications
receive equa throughput. The probability and the cost of DATA collisions is higher than those of CTS or
ACK collisions. Therefore, T3 receives higher throughput than T».

The maximum collision distance can be calculated using the RADIO-RX-SNR-THRESHOLD and the
background noise ( 100.97 dBm in Glomosim).

Using the two-ray path model, we can compute the receiving signal power when the source and the

destination are 300 m apart. As shown in Figure 3.2, the signal strength received from a transmitter that is
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300 maway is 77.041 dBm.

Receive Signal Power

. < RADIO RX SNR THRESHOLD
Total Noise

For node N:

Ny Receive Signal Power

< RADIO RX SNR THRESHOLD
N2;TotaINoisne

N,.Receive Signal Power

. < RADIO RX SNR THRESHOLD
Background Noise + N,.\gjse

Substituting the known values, we get

77:041dBm
(' 100:97dBm + N2:noise)

< 10dB:

Using (3.6), we determine the maximum tolerable N2:noise level from other communications.

1:976 10 8 mw
(7:99 10 1 mw + N2:noise)

< 10

1:976 10 8®mw < 10 (7:99 10 !+ Nanoise) mw
(1:976 108 799 10 Y mw < 10 Nanoise

1:897 10 8
(189710 %)

10 < N2;n0ise

Nonoise = 1:897 10 °mw
Using (3.5), this can be converted back to dBm.

In our experiment, N3 is the only noise source on N». Therefore, in Figure 3.2, we determine that N3's

transmission will create anoise level of 87.2 dBm, or higher, for distances of 539 m or less.
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Table 3.5: Achieved CBR throughputs for the 4-node network with d = 539 for unequal distances for
communication node pairs. N1 and N, are place 300 m apart, and N, and N4 are placed 290 m apart.
Numbers in bold indicate signi cant change in throughput.

Topology Achieved throughput (Kbps)
N1N2,N3N4=300 || N1N»=300, N3N4=290
Cio Csu o) Cs

T, =) =) | 0.003 1500 0.5 1572

T,= (= | 329 329 2 1572

T (=) | 738 753 7 1560

T4 (= (= | 1500 0.003 1278 477

It must be noted that the results provided in Table 3.4 can change if the distance between N1-N» and
N3-Ng ischanged. If the communicating nodes are moved closer, for example, N1 and N2, and N3 and N4
are placed 290 m apart, then the collision distance for N isreduced to 520 m. With the reduced distance, N,
receives a stronger signal from N;. With the increased received signal power, N, is now able to withstand a
higher noise level from N3's transmissions. Therefore, N3 must be closer in order to cause N,’s reception
to fail dueto alow SNR. A similar observation can be made on N3's SNR.

If the two pairs are placed at unequal distances, throughputs may vary signi cantly. For example, if
N3,N4 are placed 290 m apart and N1,N> are placed 300 m apart, and d = 539 m, C3.4 will outperform Cj.»
in all cases, with the exception of T4. Since N3 and Ny are placed closer than N7 and N2, N3’s SNR is
higher than N2’'s SNR. We have shown above that N,’'s SNR falls below 10 dB when the communicating
nodes are 300 m apart and the distance between the communications is 539 m. As aresult, N, suffers
collisions due to N3’stransmission noise. Since N3 isableto receive at adightly higher SNR than N2, node
N3 is able to maintain a safe SNR value. Therefore, N3’s receptions are not lost due to N,’s transmissions.
Asaresult, the C1., communication receives almost zero throughput, and Csz.4 receives the full offered |oad.
Ci.2 performs better than Cs.4 in T4 because N3 is able to put N3 in sensing mode and prevent it from
responding to N4’s RTSswith CTSs. Therefore, N3 transmits infrequently and does not impact N, as much

as N, impacts N3.
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Source d Destination D Noise node

Ny N N3

Figure 3.8: Collision distance experiment. N1 isthe source and N isthe destination of the communication.
N3 is adistant node whose transmission increases the noise level at N».

3.4 Collision Distance

We de ne collision distance as the minimum distance between the receiving node and the distant transmis-
sion source, such that the distant communication does not collide with the receiving signal. To illustrate the
collision distance, the 3-node setup shown in Figure 3.8 isused. N1 and N, are the communication nodes;
N1 is the source, and N> is the destination. N3 is a distant node whose transmission increases the noise
level at N».

For node N, to receive node N1 ’s transmission while node N3 istransmitting, the signal-to-noise ratio at
node N, must be greater than the SNR-THRESHOLD (10 dB is used in most simulations and off-the-shelf
hardware).

For N, to successfully receive,

Incoming Signal from N;

SNR Total N, Noise

N; Signal strength . .
- —; N2 h th 311
N3 Signal strength+Background noise since N has no other noise sources.  (3.11)

If node’s background noise isignored (Appendix A shows the calculation of collision distance with the

node’s background noise), we can rewritte (3.11) as follows.

N, Signal strength

NR > -
S N3 Signal strength

(3.12)

or 2 i
since N3 is outside of N»’s communication range, N3’'s signal strength is Pth 2_|.32; . Whend is

2

between O m and 226 m, N1’ssignal at N2 is Py, 04:11%5
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Therefore, (3.12) can be rewritten as follows.

p 0:125

10 > N 7d
p 2:95 2

th D2

10 =

10

715d > D?

D < p715d d 226m

2.5 2

When d is between 227 m and 376 m path loss is determined using (3.3), Pt, 52
For d > 226 m (3.12) can be manipulated as follows, assuming Ptn, = Ptn,-

2

N
a

P 2
10 > tNliz
Pin,

;

o
(8]

i
621 [$)]
’\I)-

|0
N

10 >

D
d
D < pEd; d 227m

53

(3.13)

(3.14)

Distance D is computed using 3.13 and 3.14 for all possible values of d and plotted in Figure 3.9. The

X-axis represents the distance between two communicating nodes. The Y-axis represents the minimum
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Figure 3.9: Collision Distance: In Figure 3.8, collision distance D (Y-axis) for aspeci ed communication
distance d (X-axis).

distance between areceiving node and an interfering node for the transmission to be received successfully.
InFigure 3.9, foraD 376 m, acommunication receives RTS/CTS protection (the distance communication
is within the RTS/CTS range of the destination node). Therefore, in the absence of other communications,
collision distances less than 376 m do not exist. The corresponding value of 198 m for the communication
represents a safe distance for two nodes to communicate without the possibility of collision (from a single

Noi se Source).

3.5 Modifi cation to the 802.11 Protocol

The throughput drops off in topology T; asd is reduced from 689 m to 688 m because node N> is close
enough to be put in the sensing mode by the transmissions of node N 3 to node N 4. Since anode can transmit
an RTSor aCTSonly when it isnot in asensing state (as speci ed in the |IEEE 802.11 standard [20]), N »
is prevented from sending a CTS response to N 1’s RTS transmission. The simulation data veri esthat N
receives RTS transmissions from N 1 reliably, but N isunable to send CTS due to the increased noise level
caused by the competing transmissions from N 3.

Our observation is that, if anode can receive an RTS, then it is able to receive the DATA from the same
source. Furthermore, if the overall noise level islow ( 81 dBm in the Glomosim implementation), then
sending aCTSisnot likely to disrupt any other transmissions. Therefore, N, not responding to a CTS from

N1 reduces the network throughput without any notable bene t.
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Table 3.6: Example 2:Throughput of the four-node network in Figure 3.4 with the with the proposed modi-
cation, d=688 m, node distance is 300 m. Numbersin bold represent signi cant change in throughput.

Topology | Achieved TCP throughput (Kbps)
802.11 MAC | Modi ed MAC
Ci2 | Caa || Ci2 Cs
T1=) =) | 444 | 1492 || 1584 1576
T, =) (= | 1527 | 1527 || 1584 1579
T3 (==) | 1123 | 1123 || 1150 1150

To eliminate this unnecessary loss of throughput, we modi ed the 802.11 MAC protocol so that when
a node receives an RTS, it will respond with a CTS packet transmission if the virtual sense isidle and the
noise level iswithin the sensing range ( 92 dBmto 81 dBmin Glomosim).

The code fragment in Figure 3.10 shows the changes made to the Mac802_11ReceivePacketFromRadio

function in the Glomosim 802_11.pc le. Changes made are coded with a#de ne agPROPOSED 802 11.

3.6 Performance Analysis

We evauated the performance of the proposed modi cation for the 4-node static network previously de-
scribed, alonger static chain, a static grid, and a 100-node MANET. Simulationsinclude the CBR traf ¢ for

static networks and the CBR and the TCP traf ¢ for MANETswith different node densities and mobilities.

3.6.1 Four-node network

First, we reran the 4-node (Figure 3.4) simulations with d = 688 m. Instead of the standard 802.11 MAC
protocol, we used the modi ed MAC protocol, which uses a higher noise level to determine when to send
CTS packets from a node that has received RTS packets. All of the other aspects of the standard 802.11
MAC protocol are unchanged. With this modi cation, both connections now achieve about 1575 Kbit/s
throughput for the T ; topology. Thisisto be expected, however, since the modi cation is designed to work
well for the situations indicated by T,. The two communications in the T, topology show a signi cant
bene t using the modi ed MAC protocol.

The modi ed MAC protocol enhances the performance of topology T1 when competing nodes are in
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voi d Mac802_11Recei vePacket Fr onRadi o(
G onoNode* node,
d omoMac802_11* MBO2,
Message* msgQ)

MB02_11Short Control Frame* hdr = (MB02_11Short Contr ol Frane*) nmsg- >packet ;
MB02- >| sl nExt endedl| f sMbde = FALSE;

assert (! Mac802_111sTransm tti ngSt at e( MB02->state));
i f (hdr->dest Addr == node- >nodeAddr)

{
switch (hdr->frameType) {

case MB02_11 CTS:

case MB02_11 RTS:

#i f ndef PROPCSED_802_11
if (Mac802_111 sWai ti ngFor ResponseSt at e( MB02->state) ) {
} else if ((!Mac802_11WaitFor NAV(node, MB02)) &&
(Radi oSt at us(node, MB02) == RADI O_ I DLE))

#el se
if (Mac802_111 sWaiti ngFor ResponseSt at e( MB02- >state)){
} else if ((!Mac802_ 11Vt For NAV(node, MB02)) &&
(Current Noi seLevel < -81))
#endi f

/1 Transmit CTS only if NAV (software carrier sense)
/1 and the radio says the channel is idle.

Mac802_11Transmni t CTSFr ane( node, MB02, nsgQ);
} else {
i f (Radi oStatus(node, MB02) != RADI O IDLE) {
MB0O2- >rt sPacket sl gnor edDueToBusyChannel ++;
} else {
assert (Mac802_11Wai t For NAV( node, MB02));
MB0O2- >rt sPacket sl gnor edDue TONAV++;
Yl
YIifll
GLOMO_MsgFr ee(node, nBQ);
br eak;

}// Mac802_11Recei vePacket Fr omRadi o/ /

Figure 3.10: Proposed modi cation to 802.11 MAC protocol logic. Changes made to Glomosim implemen-
tation in 802_11.pc leisindicated by arectangular box.
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Table 3.7: TCP throughputs for the 4-node network with d = 688 m.

Topology | Achieved TCP throughput (Kbps)
802.11 MAC | Modi ed MAC
Ci2 | Caa || Ci2 Cs
T1=)» =) | 36 | 1259 | 1447 1234
T, =) (= | 1224 | 1223 || 1253 1258
T3 (== 678 | 669 | 947 945

Figure 3.11: 16 node linear chain simulation setup. Nodes are placed 300 m apart.

the sensing range of one another. As indicated in Section 3.3, the sensing range in these experiments is
540 m to 688 m. We compared the modi ed protocol with the standard 802.11 MAC protocol for d= 689,
688, 540, and 539 meters. In al cases, the modi ed MAC protocol performed as well as or better than
the origina 802.11 MAC protocol. In some instances (for example, in topology T with d=540 to 688 m),
the modi ed MAC's performances showed asigni  cant improvement. These simulations were run with the
AODV routing protocol turned off, to eliminate its impact. To determine the impact of the routing protocol,
we ran additional simulations with the AODV routing protocol for d = 539, 540, 688, and 689 m. The
results for both versions of the MAC protocols do not show asigni cant performance gain or asigni  cant
performance loss when using AODV asthe routing protocol. Only for the T4 topology, C1., communication
lost 18% of throughput when using the AODV protocol. In all other cases, the performance loss due to
AODV isless than 3%.

To evaluate the performance of the modi cation for TCPtraf ¢, we replaced the CBR connections with
FTP connections. Again, there are four different topologies, with T, and T4 being symmetrical. Since TCP
communications are bi-directional, each node is a source and adestination, regardless of the communication
direction. If anode isasource of TCP data, then it is also adestination of TCP ACKs. The TCP throughputs
for the origina and the modi ed MAC protocols are shown in Table 3.7 (with the AODV routing protocol)
for d = 688 m. Asin the case of CBR traf c, the propsed modi cation has no effect on performance for

d 539m.
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3.6.2 Staticlinear chain

In this section, we analyze the bene ts of the proposed MAC protocol modi  cation using alinear chain of 16
nodes. The distance between the adjacent nodes is 300 m (see Figure 3.11). The nodes are stationary. Each
node, except the right-most node, has a communication with the neighbor to its right. The routing protocol
is turned off to minimize the impact of the routing algorithm on the throughput. Each CBR connection
generates 0.8 Mbps (one half of the full bandwidth) using 1460 byte packets. Chain lengths varying from 5
to 16 nodes were simulated. The cumulative throughput of these CBR communications is plotted in Figure
3.12. The proposed modi cation of the 802.11 MAC protocol improves overall throughput by 35%. Figure
3.13 shows the achieved throughput for individual connections in the 16-node chain (15 CBR connections)
simulation.

Per link throughput for the 15 CBR communications indicates that the rst and the last nodes achieve
higher throughput than the center CBR connections, since they have less noise and less competition for
bandwidth than the center nodes do. In the 13t and 14" CBR connections, the proposed modi cation
performs poorly in comparison to the original MAC protocol, but in all other connections, the proposed

modi cation improves the performance.
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3.6.3 Staticgrid

Next we considered a10 10 grid of nodes, with 300 m between adjacent nodes (see Figure 3.14). The
nodes are stationary, and each node has a connection to send datato itsright neighbor, if it exists. There are
atotal of 90 connections. The nodes in the left column are senders only, and the nodes in the right column
arereceivers only. Once again, we used AODV for theinitia setup of routes and turned it off to minimize its
impact on performance. Since the network is static, there isno need for the routing a gorithm after the routes
are determined once. The proposed maodi cation improves the throughput by 50% at the load of 250 Kbps
per connection (see Figure 3.15). More importantly, the proposed modi cation sustains the throughput as

the network is overloaded, while the original 802.11 MAC protocol degrades the performance signi  cantly.

3.6.4 Mobilead hoc network

Next, we conducted simulations of MANETSs. The origina version of the 802.11 MAC protocol was com-
pared to the modi ed version. The baseline MANET is used with Fifty CBR connections. The achieved
throughput isillustrated in Figure 3.16. The proposed modi cation increased the peak throughput by 15%,
and resulted in performance gains of up to 33% for different network loads. In addition, the proposed mod-
i cation reduces the end-to-end delay by 50% (see Figure 3.17), and uses fewer hops to deliver data (see
Figure 3.18). Also, we show in Figure 3.19 that our proposed modi cation improves the fairness of the

network for loads beyond saturation.
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Figure 3.16: Throughput achieved for CBR traf-

c in a MANET with the 802.11 and modi ed
MAC protocols using AODV routing protocol.

Figure 3.17. CBR data end-to-end delay in a
MANET with AODV.

The proposed modi cation increases the reliability of thelink by reducing the false route breaks. A false
route break is aroute break that is caused by false link failures. False link failures are link failures that are
caused by the nodes that are within the communication range but do not respond. False link failures could
be due to a NAV indicating that the channel is busy, or they could be due to an increased noise level at the
destination. The modi ed MAC protocol addresses the latter type of false route breaks. This reduces the
need for the routing protocol to unnecessarily nd routes, which reduces the control overhead. Wefound that
the number of control packets was reduced by as much as 37% for high loads with the proposed modi  cation
(see Figure 3.20).

Frequent route breaks increase the end-to-end delay, as data need to be queued until the route isrepaired.
By reducing the number of route breaks, the proposed modi cation is able to achieve lower end-to-end
delays. Sincethe AODV routing protocol gives higher priority to routing packets (RREQ, RREP and RERR)
than to data packets, reduced routing overhead in the modi ed MAC protocol results in shorter control
gueues. Shorter control queues result in shorter data queues. This, in turn, alows the modi ed MAC
protocol’s data to achieve a lower end-to-end delay. Improved reliability in the MAC protocols increases
the lifetime of the route. In saturation, AODV routing protocols initially nd a non-optima route, and
later update that route with a shorter route; therefore, the more route breaks occur, the more data take non-
optimal routes. Therefore, the proposed MAC protocol is able to achieve alower average of hop counts than

the 802.11 MAC protocal (Figure 3.18).
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The proposed modi cation sends CTSs more aggressively than the 802.11 MAC protocol does. Sending

additional CTSsincreases the network utilization inthe MANET; this could increase theinterference aswell.

We analyzed the simulation data to see if the modi ed MAC protocol would increase the total collisions in

the network. At the radio layer, the number of collisions was reduced by 24%. However, at the routing

layer, the number of collisions increased. In the radio layer, each colliding packet is counted as a collision,

irrespective of the destination. For example, if node A is receiving a frame from node B that is destined for

node C and the frame collides a node A, it is counted as a collision a node A, even though the frame is not

of any use to node A. On the other hand, the routing layer only counts the collisions of the frames that are

destined for the node. These frames can be either unicast or broadcast messages.

The aggressive CTS transmissions contribute to the increase in collisions at the routing layer. Figure
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3.21 shows a 29% increase in DATA collisions. Despite the sharp increase in DATA callisions, Figure 3.22
shows that the DATA collisions per data frame successfully transmitted has not increased signi  cantly for
the proposed MAC modi cation; thereis only a2% to 3% increase in collision per DATA frame successfully
transmitted. Themodi cation signi cantly reduces the routing overhead in the MANET. Figure 3.23 shows

that the modi cation signi cantly lowered the amount of control overhead per data packet delivered.

TCP performance

To evaluate the proposed modi  cation using amore realistic network load, the TCPtraf ¢ (using FTP) aong
with the CBR background traf ¢ was simulated. The MANET parameters and other simulation parameters
are identical to those used in the CBR simulations. Up to 25 FTP connections were used, along with 0O,
100, 200 and 300 Kbps of CBR background traf c. 50 sources and 50 destinations were used to inject
the background traf c into the network. The numbers of TCP connections are increased from one through
twenty ve to evaluate the performance of the proposed modi cation. In Figures 3.24 to Figure 3.27, we
present the achieved TCP throughputs for various CBR background traf ¢ loads. As the CBR background
traf c isincreased, the proposed modi cation gives better performance. For 0, 100, 200 and 300 Kbps

background traf c, throughput isimproved by 8%, 10%, 21% and 44%, respectively.
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Other routing protocols

In this section, we show that the proposed modi cation improves the MANET throughput when DSR and
LAR routing protocols are used instead of the AODV routing protocol. All simulation and network param-
eters are the same as previously described. Figure 3.28 shows the CBR performance using the DSR routing
protocol, and Figure 3.29 shows the same for the LAR routing protocol. The performance improvements

are comparable to those achieved in the AODV routing protocol.
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High and Low density MANET simulation

In this section, we evaluate whether the proposed modi cation works better in dense or sparse networks. In
these simulations, terrain areais changed to increase or decrease the density of the nodes in the MANET; all
other parameters are the same as in the previous MANET simulations. The AODV routing protocol is used
for a high-density terrain (aterrain size of 1000 1000 m?). For alow-density MANET, aterrain size of
1600 1600m? isselected. Inthe previous 1200 1200 terrain simulations, there were 30.8 nodes per node
communication area. In the dense and sparse smulations, there are 44 and 17.3 nodes per communication
area, respectively.

Inthe rst set of simulations, 50 CBR communications were setup as they were in the previous CBR
simulations. Figure 3.30 shows the performance of dense simulation (high-density network), and Figure
3.31 shows the performance of sparse (low-density) networks, using the 802.11 MAC and modi ed MAC
protocols. In both high and low-density MANETSs using CBR communications, the proposed modi cation
outperforms the original 802.11 MAC protocol. In the low-density simulations, the peak throughput is
improved by 9%, and up to 21% higher throughput is achieved. Similarly, high-density simulation shows a
17% increase in peak throughput, and performance gains of up to 17%.

To evaluate the possible drawbacks and bene ts of the proposed modi cation using TCP, smulations
were repested for aterrain size of 1600  1600m? (sparse simulation; see Figure 3.32) and aterrain size of

1000 1000m? (dense simulation; see Figure 3.33). In these simulations, 200 Kbps of background traf ¢
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is used to ssimulate a more realistic MANET. The results indicate that the proposed modi cation achieves
higher throughputs in both dense and sparse MANETSs. Figure 3.32 and Figure 3.33 show that the sparse

MANET realized greater performance gains than the dense MANETSs did.

High and low mobility MANET simulations

Next, we evaluated the effect of node mobility on the proposed modi cation; node speed is increased by
varying the average node speed between [10,19] m/sec (the earlier simulations used a[1,19] m/sec average
speed) and a 0 pause time. In order to evaluate the low-mability MANET simulation, the average speed of
the node was held between 1 and 10 m/sec, and the node pause time was set to 15 seconds. CBR traf ¢
was used in this smulation. Figure 3.34 and Figure 3.35 show the performance of high and low-mobility

MANETS, respectively. The modi ed MAC protocol continues to achieve a performance gain for both high
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and low-mobility MANETSs. The low mobility MANET shows a 12% higher peak throughput and up to
15% increases in throughput. Similarly, the high-mobility MANET shows a 9% higher peak throughput and

up to 14% increases in performance.

3.7 Reéated Work

In the literature, there are several proposed solutions to avoid exposed nodesin MANETS [3, 64]. In these
studies, authors considered exposed nodes within the communication range, and devised techniques to syn-
chronize transmissions among exposed nodes.

Acharyaet a. [3] proposed aMACA-P protocol to address the exposed node problem. They used control
gaps between the RTS/CTS to synchronize a transmission that is exposed. Their modi cation requires
signi cant and complex changes to the 802.11 MAC protocol. Acharya et al. show that they achieve
signi cant performance improvement for static ring topology. Shukla et a. [64] took a similar but smpler
approach to mitigate exposed nodes within the communication region. In this study, DATA and ACK are
synchronized to achieve parallel transmission between two communicating nodes that are exposed. The
authors compared their work with the MACA-P protocol for static networks and showed that their protocol
performed better than the MACA-P protocol. In addition to static ring topology, the authors have shown that
the proposed modi cation can improve randomly placed nodes. On the other hand, in our work, we identify

exposed nodes beyond the Communication region (exposed nodes in sensing range), and propose a simple
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solution to avoid such exposed nodes.

3.8 Conclusions

We have investigated the 802.11 MAC protocol’s behavior in the presence of competing but distant com-
munications. We have shown, using a simple 4-node static network, that a connection could be dominated
by another, even though neither can interfere with the other’s ability to successfully receive radio signals.
The problem is due to the overly cautious use of noise levels, in the absence of a virtual carrier sense, to
infer the transmission activity of other nodes. We have shown that, by dightly relaxing the constraints, we
can improve the overall performance of the network signi  cantly. Our proposed modi cation alows anode
to respond in more instances with a CTS when it receives an RTS from a potential sender. This improves
the performance signi cantly for pathological situations where the sender of a communication causes the
receiver of another transmission to go into sensing range without a virtua carrier sense. While these situ-
ations are temporary in a mobile ad hoc network, they do occur frequently. For example, a MANET with
100 nodes and 50 CBR connections using the AODV routing protocol, we have shown, using smulations,
that the proposed modi cation improves CBR throughput by up to 33%, while reducing routing packets
by nearly a half. In addition, the proposed modi cation improves the end-to-end delay and hop count. By
simulating different MANET node densities and different routing protocols, we show that the proposed

modi cation’s bene ts extend to various MANETSs and routing protocols.



Chapter 4

Sustaining Performance Under Traffi c
Overload

In this chapter, we investigate the performance of wireless ad hoc networks with traf ¢ loads beyond satu-
ration. Figure 4.1 shows the network throughput achieved by the baseline MANET as the load is increased
from 100 Kbps to 900 Kbps. It can be seen that throughput increases almost linearly for offered loads of
up to 400 Kbps. For offered loads beyond 450 Kbps, throughput decreases rapidly. At atraf c load of 900
Kbps, the achieved throughput is approximately 180 Kbps, about one half of the peak throughput. Even
with the proposed MAC protocol modi  cation, the throughput is not sustained under high traf ¢ loads.
Whileit isdesirable to operate anetwork at traf ¢ loads below saturation, an ad hoc network should be
designed to gracefully degrade its performance under severe loads. As the number of nodes increases, the

bandwidth available per user decreases proportionately. The maximum throughput achieved in the above
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Figure 4.1: Performance of a 100-node ad hoc network with AODV and 802.11 protocols.
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example network is 350 Kbps, less than 20% of a single wireless channel bandwidth. Since, there are 25
senders, each sender achieves less than 1% of the channel’s bandwidth (BW) on the average. Due to such
low throughput per connection, the ad hoc network is likely to . The lack of ow be subject to relatively
high traf c loads by the user applications. control at transport layer for UDP data makes it impossible for
the network to operate below point of saturation as the load is increased. While the 802.11 MAC protocol
[20] is designed to give a hode and its neighbors a fair share of the bandwidth, it generally does not work
well when the network is saturated. Therefore, the network layer and the routing protocol must ensure that

throughput degrades gracefully when the network is overloaded.

4.1 Solutionsto Mitigate Under performance

There have been few studies on the behavior of ad hoc networks operating beyond the point of saturation.
Most techniques discussed in the literature attempt to reduce routing overhead in order to reduce congestion
and facilitate higher throughput prior to saturation [13, 31, 34, 49]. On-demand routing protocols frequently
ood the network with RREQs to repair broken routes. Reducing the number of RREQs ooding the net-
work can signi cantly reduce the routing overhead in the MANET
An aternative approach to reduce the routing overhead is to reduce the need for route discovery. When
the network has reached saturation, the 802.11 MAC protocol causes frequent false route breaks. Reducing
these false route breaks reduces the need for route discovery. For example, in [62], the number of packet
drops are reduced by using RTS validation. Upon receiving an RTS control packet, a MANET node that
uses validation assesses the state of the channel when the DATA packet is expected to begin transmission.
If the channel is expected to be busy, the node will defer all transmissions; otherwise, the node will respond
to an RTSwith aCTS. Xu et al. [76] use adifferent technique to reduce false route breaks. CTS responses
are restricted to shorter distances than the normal communication range in order to minimize the collisions
caused by hidden nodes. However, we have not come across any speci ¢ studies that address ways to make
aMANET operate gracefully when traf ¢ loads exceed the point of saturation.
Anather approach to reducing the routing overhead is to improve the ef ciency of delivery of RREQs

(broadcasts). Several ef cient broadcast techniques proposed in the literature may be used for this purpose.
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These techniques are designed to minimize the number of retransmissions, while attempting to ensure that
a broadcast packet is delivered to each node in the network. We can adapt these techniques to reduce
RREQs, which are disseminated using network-wide broadcasts. These techniques can be divided into
several categories. hierarchical, cluster-based, probability, and network knowledge-based. For example,
the Location Aided Routing (LAR) proposed by Ko et a. [42] uses a cluster-based broadcast to reduce
the number of RREQs used in route discovery. In other works, probability-based [69], distance-based [56,
45], and network knowledge-based [57, 43] broadcast protocols have been shown to reduce the number of
broadcastsin aMANET when using an on-demand routing protocol. Williams et al. [75] provide adetailed
comparison of severa such protocols. We are particularly interested in probability-based techniques that
use neighborhood information. In this chapter, we evaluate the suitability of two such techniques, SBA
(Scalable Broadcasting Algorithms) and RAD (Random Assessment Delay), to reduce the control overhead
in congested networks.

In this chapter, we analyze the performance of MANETSs beyond the saturation point. Using the AODV
routing protocol and the 802.11 MAC protocol, we investigate the reasons for the sharp decline in through-
put for traf ¢ loads beyond saturation. We show that the route discovery mechanism, used in protocols like
AODV, isresponsible for bandwidth losses beyond saturation. We investigate several approaches to reduce
the RREQ overhead. We examined two broadcast management techniques, RAD and SBA, and found that
they provide adequate improvement only when implemented at the MAC layer with asigni cant MAC to
IP interaction. We also propose two different techniques to reduce the number of route requests. The rst
technique is called reduced broadcast , which manages the MAC InterFace Queue (IFQ) to reduce route
requests in the MANET. The second technique modi  es the frequency at which the RREQs are generated.
Using simulations, we show that proposed modi cations, when used in conjunction with our earlier modi-

cations to the 802.11 MAC protocol to mitigate false route breaks [24], will enable aMANET to perform

gracefully under traf ¢ overloads.
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Figure 4.2: Control packets transmitted on wire- Figure 4.3: Data, RTS and CTS packets trans-
lesslinks. mitted on wireless links.

4.2 Behavior of Mobile Ad Hoc Networ ks Beyond Satur ation

To understand the reasons for the rapid loss of throughput in the example MANET (Figure 4.1), we examined
the packets transmitted at the MAC level. We consider only the IEEE 802.11 MAC with the AODV routing.
A similar analysis can be made for the proposed MAC. AODV generates three types of control packets:
RREQs, RREPs, and RERRs. RREQs and RERRs are broadcasts and each packet sent from the routing
layer results in a broadcast at the MAC level. Data packets (denoted DATA) and RREP control packets are
sent as unicast packets preceded by the RTS/CTS exchange. Figure 4.2 gives the number of RREQ, RREP,
RERR, and the sum of the three transmitted during the simulation for each traf ¢ load. Figure 4.3 givestotal
DATA, RTS, and CTS packets transmitted during the simulation.

Since the node mohility pattern is unchanged, theincrease in load should not cause an excessive increase
in the routing protocol overhead. Figure 4.2 indicates that the total routing overhead (the sum of RREQ,
RREP and RERR packet transmissions) remains stable up to 300-350 Kbps. Beyond 350 Kbps, however,
the routing overhead (mainly RREQS) increases rapidly. Under ahigh traf ¢ load, the number of instances a
node is exposed increases signi cantly. This, in turn, causes an exposed node not to respond to an RTSwith
aCTS, which causes the sender of the RTSto falsely conclude, after several retries, that the route is broken.
AODV responds to these false route breaks by initiating route discoveries. These extra route discoveries
increase the RREQs used to maintain routes in the MANET.

The number of DATA packets transmitted linearly increases up to 400 Kbps and decreases dlightly but
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Figure 4.4. Control packet priority queue size Figure 4.5: Control packet priority queue size
for node 64 when offered load is 500 Kbps. for node 64 when offered load is 600 Khbps.

steadily for higher loads, due to busy channels. The drop in throughput for high loads is sharper, due to
false route breaks, which increases the probability that data packets will take few hops and be dropped by
intermediate nodes. To understand the reasons, we looked at the RTS and CTS packets transmitted by MAC.
The number of RTS packets increases sharply with high loads, but CTS packets remain the same. To licit
a CTSfor an RTS, the receiving node must receive the RTS (it must overcome the existing noise levels)
and must have an idle channel (if the receiving node is exposed to other transmissions, it cannot send a
CTYS). In fact, the rapid increase in RREQ packets indicates that wireless channels are being clogged by
the control packet broadcasts, which increases the ambient noise level, makes the channel busy, and causes
distant nodes to go into the sensing mode. In Chapter 3, we have shown that by modifying the behavior of
CTS transmissions, such false route breaks can be reduced signi cantly at and slightly beyond saturation.
However, it does not mitigate sharp drops in throughput under high traf ¢ overloads.

The IFQ between the network and MAC layers typically maintains priority queues. In the Glomosim
implementation AODV uses two priority queues. a higher priority queue for control packets, and a lower
priority queue for data packets.

We have examined the control queue lengths for one of the congested nodes (in one scenario) at loads of
400 Kbps, 500 Kbps, and 600 Kbps. At 400 Kbps, the control queue size rarely grew beyond 1. However,
for loads of 500 Kbps (Figure 4.4) and 600 Kbps (Figure 4.5), the control queue’s size often grew to large

values. Asaresult, data packets were held at the low priority IFQ until the high priority control queue was
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empty. Figure 4.6 (500 Kbps) and Figure 4.7 (600 Kbps) show that the data queue sizes remain very high
for signi cant portions of the smulation time. In fact, our results in Figure 4.2 and Figure 4.3 indicate that

the control packets dominate the data packets when the MANET isin saturation.

4.3 Reducing RREQ Explosion Using Effi cient Broadcast Delivery

In this section, webrie y discuss and evaluate the ef cient broadcasting techniques previously proposed and
shown to reduce the number of RREQsin aMANET [75]. We implemented a probability-based broadcast-
ing scheme that uses counters (Random Assessment Delay or RAD) [57] and a scheme that uses Neighbor-
knowledge broadcasting (Scalable Broadcasting Algorithms or SBA) [56]. These two techniques are brie y

discussed below, followed by a performance anaysis of each technique.

4.3.1 Random Assessment Delay (RAD)

In the RAD technique, RREQs are rebroadcasted with a predetermined probability. When a node, say, X,
receives apreviously unseen RREQ), it starts a counter with a value of zero and sets arandom delay between
0 to Tmax Seconds. During this selected random delay, x increments the count by one for each broadcast of
this RREQ it hears. If the counter value is less than the preset value at the end of the random delay, then x
rebroadcast the RREQ. Otherwise, it drops the RREQ. In our simulation, Tmax is selected as 0.2 seconds,

and the threshold value is set to be six; previous research shows that values above six are not effective
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[52]. Weran the initid simulations with various values for Tyax and selected 0.2 second because this gave

consistently good performance.

4.3.2 Scalable Broadcasting Algorithm (SBA)

SBA requires that all nodes have knowledge of their neighbors that are within atwo hop radius. To ensure
this, each node periodically (for example, once every second) transmits a HELL O message ( this includes
lists of one hop neighbors) to its neighbors. Much like RAD, SBA selects arandom time period to delay the
relay of the RREQ, and the random delay is weighted by the relative neighbor degree. The neighbor degree
is calculated as:

deaX

dme
In this equation, dne iSthe node's current number of neighbors, and dy,,,..,. iSthe maximum neighbor count

of the node’s neighbors. The random delay is computed as Uniform[0; T max] dﬁ‘%

Therefore, the node with the most neighbors usually broadcasts before the others do. After the random
delay, the node processes the list of nodes covered by the redundant broadcast packets, using the 2-hop
neighborhood table. If al of the node’s neighbors are reached by the redundant broadcasts, then the RREQ
is dropped; otherwise, the RREQ is transmitted.

In both RAD and SBA, the randomized delay accomplishes two things. First, it allows nodes to monitor
redundant broadcast packets and assesses whether they need to rebroadcast the RREQ packet. As aresult,
the number of broadcast packets transmitted can be reduced. Second, the retransmission jitter is increased,
which prevents broadcast collisions. Inthe rst casg, if the Tax Valueishigh, alarge number of broadcasts
will be dropped, but the route discovery will take along time. As an aternate method, Williams et a. [75]
proposed that the broadcast be sent to the IFQ after a short random delay. In this case, the packet remainsin
the IFQ until the channel is ready to send. While the packet isin the IFQ, redundant packets are examined
and assessed to determine whether the rebroadcast is still needed. If the routing layer determines that the

rebroadcast is not necessary, then the broadcast packet is removed from the IFQ by the network or the MAC

layer (depending on the implementation). A drawback to this approach is that it requires a complex IFQ






