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Abstract—The slack time in real-timesystemscanbe usedby re-
coveryschemesto increasesystemreliability aswell asby frequency
and voltagescaling techniquesto save energy. Moreover, the rate of
transient faults (i.e., soft errors caused,for example,by cosmicray
radiations) also dependson systemoperating frequencyand supply
voltage. Thus, there is an interesting trade-off between system
reliability and energy consumption. This paper �rst investigates
the effects of fr equencyand voltage scaling on the fault rate and
proposestwo fault rate modelsbasedon previouslypublished data.
Then, the effectsof energymanagementon reliability is studied.Our
analysis results show that, energy managementthrough frequency
and voltage scaling could dramatically reduce system reliability,
and ignoring the effectsof energy managementon the fault rate is
too optimistic and may lead to unsatis�ed systemreliability.

I . INTRODUCTION

For autonomouscritical real-time embeddedapplications,
suchassatelliteandsurveillancesystems,bothhigh level of reli-
ability andlow energy consumptionaredesired.Fault tolerance
throughredundancy [13], [18] as well as energy management
through frequency and voltage scaling [17], [26] have been
well studiedin thecontext of real-timesystems.However, there
are relatively lessresearchaddressingthe combinationof fault
toleranceandenergy management.

Recovery throughrollbackexecutionis a costeffective tech-
niqueto toleratetransientfaults and increasesystemreliability
by exploring the slack time in real-time systems[18]. With
technologyadvancement, in additionto beingusedfor temporal
redundancy, slack time can also be used by frequency and
voltagescalingtechniquesto save energy by reducingsystem
operatingfrequency andsupplyvoltage[17], [26]. Whenmore
slack is dedicatedto frequency and voltage scaling to save
moreenergy, lessslackis left for fault tolerance,which reduces
the number of possible recoveries and thus reducessystem
reliability. Moreover, the rateof transientfaults (i.e., soft errors
caused,for example,by cosmicray radiations)alsodependson
systemoperatingfrequency and supply voltage[1], [20], [23],
[28], which makesthe trade-off betweensystemreliability and
energy consumptionmore interesting.

Closely RelatedWork: For a set of independentperi-
odic tasks, using the primary/backuprecovery model, Unsal
et al. proposedan energy-awaresoftware-basedfault tolerance
scheme,which postponesasmuchaspossiblethe executionof
backuptasksto minimize the overlap of primary and backup
executionand thus to minimize energy consumption[25]. For
a singleapplicationto tolerateonefault, the optimalnumberof
checkpoints,evenly or unevenly distributed,to achieve minimal
energy consumptionwasexplored for Duplex systemsin [15].
Elnozahyet al. proposedan OptimisticTMR (OTMR) scheme
to reducethe energy consumptionfor traditionalTMR systems
by allowing one processingunit to slow down provided that it
cancatchup and �nish the computationbeforethe application
deadline[6]. The optimal frequency settingsfor OTMR was

further exploredin [27].
Previous researcheither focusedon tolerating�x ed number

of faults [6], [15] or assumedconstantfault rate [27] when
applying frequency and voltagescalingfor energy savings.To
the best of our knowledge, this work is the �rst attempt to
considerfault ratechangeswhenexploringthetrade-off between
reliability andenergy consumptionin real-timeembeddedsys-
tems.We �rst proposetwo fault ratemodelsrelatedto frequency
and voltagescalingbasedon previously publisheddata.Then
we studythe effectsof energy managementon reliability.

The rest of this paperis organizedas follows. The appli-
cation, energy and fault models are presentedin Section II.
The effectsof frequency andvoltagescalingon fault ratesare
discussedandtwo fault ratemodelsareproposedin SectionIII.
SectionIV analyzesthetrade-off betweenreliability andenergy
consumption.Theanalyticalresultsarepresentedanddiscussed
in SectionV andSectionVI concludesthe paper.

I I . MODELS AND PROBLEM DESCRIPTION

A. ApplicationModel

We consider a frame-basedreal-time application that is
generallycharacterizedby a worstcaseexecutiontime(WCET),

�

, and a deadline, � , which is also the frame size. The
applicationis executedrepeatedlywithin every frame and we
will focuson the executionof the applicationwithin oneframe
dueto periodicity. For processorwith variablefrequency, suchas
Intel PentiumM processors[4], anapplicationneedsmoretime
whenrunningat lower frequency. For clari�cation, we assume
that the WCET of an application,

�

, correspondsto executing
theapplicationat themaximumfrequency �����
	 . Moreover, we
usenormalizedfrequency and assume�

����	
���
. As usual in

real-timesystems,we assumethat
���

� andthe systemload
is de�ned as �

���

� . Although we focus on framebasedreal-
time applications,the framework proposedin this papercanbe
easilyextendedto periodictasks,as discussedin [15].

Becauseof memory accessescausedby cachemisses,the
speedupof a systemmaynot be linearwith increasedfrequency
[22]. However, for generalapplicationswith a reasonablesize
cache,the linear relation betweenspeedupand frequency has
very small variations [15]. For simplicity, we assumethat
the execution time of an applicationis linearly relatedto the
frequency. That is, when frequency is reducedby half, the
executiontime doubles1.

B. Power Model and Energy Management

In embeddedsystems,thepower is consumedmainly by the
processor, memory and underlying circuits. While the power

1Notice that this is a conservative model. The executiontime of
an applicationat reducedfrequencieswill be less than the modeled
time consideringthat memorylatencyis independentof the processor
frequency.



consumptionis dominatedby dynamicpowerdissipation,which
is quadraticallyrelatedto supply voltage and linearly related
to frequency [2], the static leakagepower cannotbe ignored,
especiallywith increasedlevels of integration [24]. Thus, the
power consumption� in an embeddedsystemcanbe modeled
as[27]:

� � �������

���

�! #"%$&���!$(' (1)

�!$ � )&*,+.-0/ � (2)

where ��� is the sleeppower (e.g., the power usedto maintain
basiccircuits, keepthe clock running etc., which can only be
removed by turning off the system), �1 #"%$ is the frequency-
independentactive power (that consistsof the componentsof
memoryandprocessorpower thatcanbeef�ciently removedby
putting systemsto sleepand is independentof systemsupply
voltage and frequency [4], [19]) and � $ is the frequency-
dependentactivepower(that includesprocessordynamicpower
and any power that dependson systemsupply voltage and
frequency [2], [24]). �

�

equals 2 if the systemis in sleepstate
and �

�

equals
�

otherwise2.
)

*,+ is the switch capacitance,
-

is
the supplyvoltageand � is the frequency.

The systemcan be put into sleepstateafter �nishing the
computation.However, consideringthe hugeoverheadof turn-
ing on/off a system[5], we assumethat the systemis always
on. That is, the sleeppower �&� is alwaysconsumedandis not
manageable.Different �

� will not affect the absoluteenergy
savings and, for simplicity, we will ignore the sleeppower �3�

(i.e., �
�

�
2 ) and concentrateon the frequency-independent

active power �! 4".$ andfrequency-dependent active power �1$ in
our analysis.

Frequencyscalingsaves �5$ by reducingfrequency without
changingsupplyvoltage[16]. Supposethe �x ed supplyvoltage
is -6����	 (themaximumsupplyvoltagecorrespondingto �

����	 ).
At frequency � , the systempower dissipationis �

�
�

 4".$
�

)�*,+.-

/
�&��	

� andthe applicationneeds �

+87�98:

+

time units. Since
energy is de�ned asthe integral of power over time, theenergy
consumption; to executethe applicationat frequency � and
voltage

-
���
	 is (recall that � is a normalizedfrequency and

�
�&��	<�=� ):

;
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DifferentiatingEquation3 with respectto � , we get @(A

@

+

�
2

if �5 #"%$
�

2 . That is, the energy consumptionto execute
an application is independentof � if there is no frequency-
independentactive power. However, when there is frequency-
independentactive power ( �5 4".$CBD2 ), we have @(A

@

+=E

2 , and
hencefrequency scalingconsumesmore energy to executean
applicationat lower frequencies.Intuitively, when running at
lower frequencies,the applicationconsumesthe sameamount
of frequency-dependent energy becauseof linearly decreased
frequency-dependent active power andlinearly increasedexecu-
tion time, but it consumesmore frequency-independent energy
with longerexecutiontime.

Voltage scaling reducesthe supply voltage for lower fre-
quenciesto save energy [17]. Sincethe circuit delay is almost
linearly relatedto F

G [2], for systemsto function correctly, the
operating frequency needsto decreaselinearly when supply

2For systemsthatcannotbeput into a sleepstate,H

I

alwaysequalsJ .
This paperconsidersonly the systemsthat canbe put to a sleepstate.

voltageis reduced.Inversely, whenan applicationrunsat lower
frequencies,thesupplyvoltagecanbe reducedlinearly. Similar
to frequency, normalizedvoltagesare usedand the maximum
supply voltage

-K����	
is assumedto be

�
. Thus, for frequency

� , the correspondingsupply voltage is
-�� �ML - ����	 � � .

Therefore,theenergy consumption; to executetheapplication
at � and

-
is:
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From Equation4, we can seethat the lower the frequency is,
the lower the supply voltage can be and the less frequency-
dependentenergy is consumed.However, more time is needed
by an applicationand more frequency-independentenergy is
consumed.Therefore,thereis anenergy ef�cient frequency �]*8*

to minimize the energy consumption[7], [27]. Differentiating
Equation4 with respectto � , ; is minimized when � *8*\�

^

_ `]a#b�c

/�d]egf

. Supposethat the lowest frequency in a system is

�%hji8k , we de�ne the minimum energy ef�cient frequency as
�%�

 4"

�mlon%pYq
�.hji8k3rs�%*8*ut . That is, we may be forced to run at

a frequency higherthan �
*8* to meetthe applicationdeadlineor

to comply with the lowest frequency limitation, but we should
never run at a frequency below �

*8*
, since doing so increases

energy consumption.For simplicity, it is assumedthatfrequency
can be changedcontinuously3 between �%�

 #" , the minimum
energy ef�cient frequency, and �

���
	 , the maximumfrequency.
So does the supply voltage between -K�

 #" (correspondingto
�%�

 4" ) and
-

����	 (correspondingto �v����	 ).

C. Fault Model and ProblemDescription

During theexecutionof anapplication,a fault mayoccurdue
to various reasons,suchas hardwarefailures, softwareerrors
and the effect of cosmic ray radiations.Since transient and
intermittentfaultsoccurmuchmorefrequentlythanpermanent
faults [3], in this paper, we focus on transientand intermittent
faults,especiallytheonescausedby cosmicray radiations,and
explore the temporalredundancy to toleratethem.We assume
that a self-checkingfault detectionmechanismis used[18].

For a real-timeapplicationwith WCET
�

anda deadline� ,
the amountof slack time is �xw

�

. The slack can be usedto
either reducethe frequency and/or supply voltage for energy
savings or to schedulerecoveries for higher performability,
which is de�ned as the probability of �nishing the application
correctly within its deadline in the presenceof faults [12].
Furthermore,as discussedin Section III, the fault rate also
dependson the frequency andsupplyvoltage.

Intuitively, the lower the frequency and supply voltageare,
the lessenergy is consumed;however, thereis lessslack time
left for recovery and the performability may decrease.In this
work, consideringtwo different fault rate models related to
frequency andvoltagescaling,we analyzethetrade-off between
systemperformabilityandenergy savings.

I I I . THE EFFECT OF FREQUENCY AND VOLTAGE SCALING

ON FAU LT RATES

Transientfaults causedby radiationsin semiconductorcir-
cuits have beenknown and well studiedsince the late 1970s
[28]. When high-energy particlesstrike a sensitive region in

3For discretefrequencylevels, we can use two adjacentlevels to
emulatethe executionat any frequency[10].



semiconductordevices,a densetrack of electron-holepairsare
deposited.Thechargemaybecollectedby pn-junctionsvia drift
and diffusion mechanismsto form a currentpulseand causea
logic error [11], or to accumulateand exceed the minimum
charge(i.e., thecritical charge) requiredto �ip thevaluestored
in a memorycell [9], [29].

Becauseit is relatively easyto detecterrorsin memoryand
large areasin microprocessorchipsarededicatedto cachesand
registers,numerouswork has examined the effect of cosmic
ray radiationson memorycircuits [9], [21], [29]. Althoughpast
researchhas shown that logic circuits are less susceptibleto
cosmicray radiationsthanmemory[14], a recentmodelpredicts
that,with technologyadvancement andreducedfeaturesize,the
fault rate in combinationallogic circuits will be comparableto
that of memory elements[23]. There are various factors that
affect the fault rate, such as cosmic ray �ux (i.e., numberof
particlesperarea),technologyfeaturesize,chipcapacity, supply
voltageand operatingfrequency, and thus, modeling the fault
rate is extremelyhard[21], [23], [29].

In thiswork, wefocusontheeffectsof frequency andvoltage
scaling on fault rate changes.We assumethat the radiation
induced faults follow a Poissondistribution with an average
fault rate y being determinedby systemsupply voltage and
frequency. For simplicity, no variation of cosmic ray �ux or
otherfactorsareconsidered.That is, for a given supplyvoltage
and frequency (e.g., -6����	 and �

����	 ), the averagefault rate
(e.g., y{z ) is �x ed. Hence,for systemsrunning at frequency �

( �
�

 4"

�

�

�

�
����	

) and voltage
-

(
-K�

 4"

�

-

�

-6����	 ), the
generalmodel for the averagefault ratecanbe expressedas:

y

�

�6r
-

'
�

y
z

L,|

�

�Kr
-

' (5)

where y
z is the average fault rate correspondingto -K����	

and �%�&��	 . That is, |

�

�%����	]r
-

����	�'
�}�

. In what follows,
we considertwo different modelsfor the fault rate basedon
previously published data: the linearly decreasingfault rate
model for frequency scaling and the exponentially increasing
fault rate model for voltagescaling.However, the framework
for exploring thetrade-off betweensystemreliability andenergy
consumptionproposedin this paperis independentof fault rate
models.

A. Linear Model for Frequency Scaling(with Fixed Voltage)

When the supply voltage is �x ed, the fault rate in com-
binational logic circuits [1], [8] as well as memory [23] was
shown to decreaselinearly when frequency is reduced.This
comesfrom the safetymargin in clock cycles becomingrela-
tively larger whenthe frequency decreases[1], [23]. Thus, for
frequency scaling(with �x ed supplyvoltage),the averagefault
rateat frequency � canbe modeledas:

y

�

�Kr
-

'
�

y

�

�~'
�

y{z•L.�~€ (6)

where • ( B‚2 ) is a constant.When •
�ƒ�

, the fault rate is
linearly increasingwith the frequency.

B. ExponentialModel for VoltageScaling

For differenttechnologiesthathavedifferentsupplyvoltages,
Seifert et al. examinedthe fault rate in the family of Alpha
processorsdue to „ particle effects using both simulations
and experiments [20]. Their results showed that fault rates
in theseprocessors(including logic core and cache)increases

exponentially when supply voltage decreases.The sameob-
servation has beenshown in [29] for memory. The reasonis
that, with reducedsupply voltage,the critical charge becomes
smallerwhich resultsin exponentiallyincreasedfault rate [9],
[23]. Moreover, there are many more lower energy particles
thanhigherenergy particles(e.g.,one orderof magnitudeless
in energy correspondingto 100 times more in the number
of particles) [28]. With smaller critical charge, lower energy
particlescould causean error.

As discussedin SectionII, voltagescalingreducessupply
voltagefor lower frequencies[17]. We usethe conclusionsin
[9], [20], [23], [28], [29] to formulate the effects of voltage
scalingon fault rates.At the lowestfrequency � �  4" andsupply
voltage

- �  #" , the averagefault rate is assumedto be y~����	 �

y z�� 2

$ , where … ( B†2 ) is a constant.When a systemruns at
frequency � andcorrespondingvoltage

-‡� �ˆL - ����	 � � , the
averagefault rate can be expressedas (recall that normalized
frequency andvoltageareused):
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�
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That is, reducingthesupplyvoltagefor lower frequency results
in exponentiallyincreasedfault ratesandlarger … indicatesthat
the fault rate is moresensitive to voltagescaling.

IV. TRADE-OFF BETWEEN RELIABILITY AND ENERGY

CONSUMPTION

Whena transientfault is detectedduring theexecutionof an
application,it canbe toleratedby re-executingthe application.
The overheadof reloadingthe applicationfor re-execution is
assumedto be incorporatedinto the application's WCET

�

. At
frequency � (

�

�
����	 ), the numberof re-executionsthatcanbe

scheduledwithin the applicationdeadline� is:

Ž

+•�‘•

�’�

�†“’w
�

(8)
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O

Fig. 1. For an applicationwith
Z

OD”

and •

Om–

, there are two
recoverieswhenrunningat

W

����	

O

J andonerecoveryat
W

O

/—

.

That is, lower frequenciesleadto fewer possiblerecoveries.
For example,as illustrated in Figure 1, if an applicationhas

�

�™˜
and �

�›š
, two recoveriescanbe scheduledwithin the

applicationdeadlineat the maximumfrequency �
���
	

(Figure
1a). However, when the frequency is reducedto �

�

/

—

, only
onerecovery is possible(Figure1b). In the �gures, the X-axis
representstime, the Y-axis representsoperatingfrequency, and
theareaof a box de�nes theamountof work neededto execute
the application.

In thiswork, weassumethatanapplicationandits recoveries
run at the samefrequency. Consideringthe probability of the
recoveriesbeing invoked(e.g.,one recovery is invokedonly if
an applicationand all the previous recoveries fail), it may be
moreenergy ef�cient to run theoriginal executionwith a lower
frequency and the recoverieswith higher frequencies.We will
explore this point in our future work.



A. ThePerformability

At frequency � andsupplyvoltage - , theaveragefault rate
is y

�

�6r - ' . Assumingthatfaultsfollow Poissondistribution, the
probability of having at leastone fault during one running of
the applicationis: œ

+ �=� w\•]ž�Ÿ( 

+,¡

G�¢?£

f

(9)

Thus,whenthereare
Ž

+ recoveries,the performability is:

¤

+¥�=� w
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(10)

where

œ

¦

f §

F

+

is the probability of having fault(s) during every
execution(includingtheoriginal executionandthe

Ž

+ recovery
executions).

For frequencyscaling, where the supply voltageis �x ed,
the averagefault rate is modeledas y

�

�6r - ' � y

�

�~' � y z �

€

( •<B�2 ; seeSectionIII). Thus,theprobabilityof having fault(s)
during onerunningof the applicationis

œ

+•�=�
w\•

ž�Ÿ
®

+
¯

£

f

�

�
w°•

ž�Ÿ
®

�

+
¯

‹±Š

. When •

�

� , we have @[²

f

@

+

�

2 , that is,
œ

+ increaseswhen frequency � decreases.Notice that, lower
frequenciesresult in fewer numberof recoveries(i.e., smaller

Ž

+ ; seeEquation8). Hence,systemperformability
¤

+ decreases
whenfrequency � decreases(seeEquation10).

When •³B
�
, we have @(²

f

@

+

B°2 and

œ

+ decreaseswhen �

decreases.Becauseof integer limitation on the numberof re-
coveries

Ž

+ (the �oor in Equation8), differentfrequenciesmay
result in the samenumberof recoveries.For thosefrequencies,
systemperformability

¤

+ is higherfor lower frequenciesdueto
decreased

œ

+ . However, whenlower frequency � leadsto fewer
recoveries, systemperformability

¤

+ decreasesdramatically
(seethe analysisresultsin SectionV).

With voltage scaling, wherethe supplyvoltageis reduced
for lower frequenciesto save moreenergy, we have y
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( …UB°2 ; seeSectionIII). From Equation
9, we have @(²

f

@

+
E

2 . That is,

œ

+ increaseswhen frequency �

decreases.Recall that lower frequenciesresult in fewer number
of recoveries (seeEquation8). Therefore,from Equation10,
thesystemperformability

¤

+ decreaseswhensupplyvoltageis
reducedfor lower frequencies.

B. TheExpectedEnergy Consumption

From Section II, the energy consumptionto execute the
application once at frequency � and voltage

-
is ;<+

�

�

�! #"%$��
)�*,+v-

/

�~'

�

+

. Noticethat,theoriginalexecutionneedsto
be performedunderall circumstances.If the original execution
fails, the �rst recovery is executedwith the probability of

œ

+ ,
which is the probability of having fault(s) during the original
execution.Similarly, the ´•µ·¶ ( ´

�¸Ž

+ ) recovery will beexecuted
with probability

œ

 

+

, which is the probability of having fault(s)
duringtheoriginalexecutionaswell asevery previousrecovery
execution.Thus,the expectedenergy consumptionis:
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For frequency scaling, we have -¼�½-~�&��	 and ;
+¸�
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. Thus, ;¥+ is a
constantwhen frequency-independentactive power �� #"%$

�
2 ;

when �! 4".$¾B›2 , ; + increaseswhenthe frequency � to execute
theapplicationdecreases.Noticethat,in general,

� w

œ6¦

f §

F

+ ¿

�

and �! 4".$�BÀ2 . From Equation11, we seethat the expected
energy consumption;<;¥+ increaseswhen � decreasesdue to
increased; + and/orincreased

œ

+ (seeSectionIV-A).
Under voltage scaling, if frequency-independentactive

power �  #"%$

� 2 , the energy consumptionto execute the
applicationonceat frequency � and correspondingvoltage -

is ;¾+ �=) *,+ -

/

�

�

+

�=) *,+.�

/

�

. That is, lower frequenciesand
voltagesaremoreenergy ef�cient for executingtheapplications
once. For the expected energy consumption ;<; + , we have
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EÂÁ
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+
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;¾+ , where
Á

�

+

�CÃ

;¾+ is thepessimisticestimation
of theexpectedenergy consumptionassumingthatall recoveries
areexecuted.Noticethat,whentheapplicationrunsat ���&��	 , we
have ;¾+87�9s: �†) *,+.�

/����	

�
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�

and ;¥+87�98:

E

;<;¾+87�9s: .
If
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+

�
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�

;¾+87�98: (i.e., +

^

Ä

�

�
), we have ;<;¥+

E

;<;¾+87�9s: .
That is, when frequency � satis�es �

�

�

�Å^

Æ

� , regardless
of performability, theexpectedenergy consumptionrunningthe
applicationat � andcorrespondingvoltage

-
is alwayslessthan

thatof �
�&��	 . When �! 4".$0B�2 or �UB

^

Æ

� , theexpectedenergy
consumptionmay increasefor lower frequenciesand voltages
whenthe probability of executingthe recoveriesis ratherhigh
dueto fast increasedfault rates.This interestingcaseis further
illustratedin SectionV (Figure3b).

V. ANALYSIS RESULTS AND DISCUSSION

In this section,we will presentsomeanalyticalresultsthat
show thesigni�cant effectsof energy managementon performa-
bility by consideringfault ratechangescausedby frequency and
voltagescaling.First, let usdeterminesomesystemparameters.
As discussedin SectionII, we use normalizedfrequency and
voltage with �

����	Â�Å� and -6����	†�Ç� . Furthermore,we
assumethat the maximumfrequency-dependent active power is

�

����	

$

�™)&*,+.-

/
����	

�
����	<�‡�

andusenormalizedvaluesfor the
frequency-independent active power �5 4".$ . Consideringthat the
Intel PentiumM processorconsumes̃.È%É peak power with
sleeppower around

�(É
[4] and that the RAMBUS memory

chip consumesÊ%2.2�Ë
É active power with nap power4 of

Ê%2vË
É

[19], we usethe valuesof 2{Ì 2{ru2{Ì
˜

and 2{Ì Í for �
 4".$ .

For the rateof radiationinducedfaults, the numberof 1000
to 100,000FITs (failure in time, in termsof errorsper billion
hoursof use)per megabit as a reasonablefault rate rangehas
beenreported,which correspondsto �

2

ž±Î

to �
2

ž±Ï

faults per
secondon eachchip (assuminga100megabitchip)and �

2

ž6Ï

to
�

2

ž

/

faultspersecondin asystem[21], [23], [29]. In thiswork,
we assumethat y

z��Ð�
2

ž6Ï

at voltage -6����	 and frequency
�%�&��	 . We vary the valuesof • (as 2{Ì

�
r

�
and

�
2 , respectively)

and … (as 2{r
˜

r8Í and
š

respectively) for different changesin
fault ratesdueto frequency andvoltagescaling.

We consideran applicationthat has a deadline �
�‘�

2%2

time units and the worst caseexecution time5 �

�
Ê%2 at the

maximumfrequency �
����	 .

4As indicatedin [7], it is more energy ef�cient to put RAMBUS
memoryinto napstateinsteadof sleepstatebecauseof thelong latency
to bring the chip backfrom sleepto active.

5For different workloads with other values of
Z

(e.g.,
Z

O�Ñ[Ò

and
Z

O=Ó�Ò

), similar resultsare obtained.Insteadof presentingload
variations,the focusof our analysisis on differentfault ratescausedby
frequencyandvoltagescaling.



A. FrequencyScalingwith Linearly Decreased Fault Rates

From Section III, with �x ed supply voltage -~���
	x�Ô� ,
the fault rate decreaseswhen frequency decreases,and we
have y

�

�6r - ' � y z L•�

€

� �

€

� 2

ž6Ï

. Figure 2a shows
(

� w performability) for different frequencieswith • � 2{Ì � r �

and � 2 , respectively. The results coincide with our analysis
in Section IV, that is, the performability of an application
decreasesmonotonicallywhen •

�

� andmay increaseif lower
frequenciesresultin thesamenumberof recoverieswhen •¾B �

.
Eachsharpjump in the �gure re�ects onefewer recovery being
scheduleddueto lower frequencies.In general,when • is small,
thenumberof recoveriesdeterminesthe level of performability
with small variations.However, for larger • (e.g., • �Õ� 2 ),
lower frequenciesmay result in higher performability for the
samenumberof recovery sectionsdue to fast decreasedfault
rate.
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Fig. 2. Effectsof frequencyscaling:a. theperformabilityfor different
valuesof × ; b. theexpectedenergy consumptionfor differentfrequency-
independentactive power
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.

To see the effects of frequency-independentactive power
on the energy consumptionunderfrequency scaling,with �x ed

•
�Õ� (i.e., strict linear relation betweenthe fault rate and

frequency), Figure2b shows the expectedenergy consumption
for theapplicationrunningatdifferentfrequencieswhen �� #"%$

�

2 , 2{Ì
˜ and 2{Ì Í , respectively. When there is no frequency-

independentactive power (i.e., �
 #"%$

�
2 ), the expectedenergy

consumptionis constant since the energy consumptionfor
original execution is constant(recall that voltage is �x ed as

-
���
	

�Ø�
) and the probability of executing the recoveries

is rather small (less than 2{Ì 2
�?Ù

, see Figure 2a). However,
for the casesof �5 #"%$

�
2YÌ

˜ and �! 4".$
�

2{Ì Í , the expected
energy consumptionincreaseswhenfrequency decreasesdueto
increasedfrequency-independent energy consumed.The results
alsocon�rm the analysisin SectionIV.

Therefore,weconcludethat,whenit is possibleto ef�ciently
remove the frequency-independent active power by putting
systemsto sleep,scalingdown the frequency with �x ed supply
voltageincreasesenergy consumptionas well as decreasesthe
performabilityandshouldnot be employed.

B. VoltageScalingwith ExponentiallyIncreasedFault Rates

To show the signi�canceof fault ratechangeson performa-
bility under voltage scaling, we vary the value of … and the
resultsare shown in Figure 3. Recall that the fault rate under
frequency � and voltage

-
(

�Ú-
����	

+

+
7�98:

�
� ) is y

�

�>'
�

y{z³L
�

2

c,‰#Šg‹

fuŒ

Š•‹

f

7

a#b

and y{z
�Û�

2

ž±Ï

. For �
 4".$

�
2YÌ

˜
, we have

�
�

 4"

¿

2YÌ Í
š (seeSection II). From Figure 3a, we can see

that larger values of … (i.e., faster fault rate increases)lead
to worseperformability for lower frequencies.The sharpstep

decreasesin theperformabilitycorrespondto onefewerrecovery
section being scheduledbecauseof reducedfrequency. The
performability for �x ed fault rate ( … � 2 ) is much better than
thatof variablefault rates(e.g.,betterthanthecaseof … �=˜ in
almost̃ ordersof magnitude).Therefore,in general,thenumber
of recovery sectionsdeterminesthe level of performabilityand
assuming�x ed fault rate ( … � 2 ) when reducingvoltagesand
frequenciesmay result in unsatis�edperformability.

 1e-14

 1e-12

 1e-10

 1e-08

 1e-06

 0.0001

 0.01

 1

 0.4  0.5  0.6  0.7  0.8  0.9  1

1-
pe

rf
or

m
ab

ili
ty

frequency

d=6
d=4
d=2
d=0

 18
 20
 22
 24
 26
 28
 30
 32
 34
 36
 38

 0.4  0.5  0.6  0.7  0.8  0.9  1

en
er

gy
 c

on
su

m
pt

io
n

frequency

d=6
d=4
d=2
d=0

a. J(Ö performability b. energy consumption

Fig. 3. The performability and expectedenergy consumptionfor
differentvaluesof Ü .

Figure 3b shows the correspondingexpectedenergy con-
sumptionfor differentvaluesof … . In general,whenfrequency
and voltage decrease,the expected energy consumptionde-
creases,which illustratesthe trade-off betweenperformability
and expectedenergy consumption.However, the expecteden-
ergy consumptionfor the caseof …

��š increasesat lower
frequencieswhen 2YÌ

š
2

�

�

�

2YÌjÝ
�
. The abnormalitycomes

from the high probability (close to �
2.2

Ù when �
�

2YÌ
š

2 )
of recovery sections being executed when …

�Þš , which
overshadows the energy saved during original execution.The
sharpdecreasesaround�

�
2{Ì

È[ß
comesfrom no recoverybeing

scheduledwithin the applicationdeadline.
The results show the implications of the applicability of

voltage scaling when performability is a major concern.For
example, if the requiredperformability goal is

�
w

�
2

ž±à

, the
frequency andthe correspondingvoltagecanbe reducedto 2YÌ

š

when ignoring the effect of voltagescalingon fault rates(i.e.,
assuming…

�
2 ). However, whenconsideringfault ratechanges

causedby voltage scaling,we can only reducethe frequency
and the correspondingvoltage to 2{Ì Ý[á when …

��˜
or 2YÌ á

ß

when …
�

Í . Thus,the previous work that ignoresthe effect of
voltagescalingon fault ratesis too optimistic andmay leadto
unsatis�edperformabilitywhenreducingfrequency andvoltage
for energy savings [27].

VI. CONCLUSIONS

This work explores the effects of energy managementon
systemreliability for real-timeembeddedsystems.In addition
to beingusedby frequency andvoltagescalingto save energy,
the slack time in real-timesystemscan also be usedby roll-
back recovery to increasesystemreliability. Consideringthe
rate of transientfaults (i.e., soft errors caused,for example,
by cosmic ray radiations)also dependson systemoperating
frequency and supply voltage, the trade-off betweensystem
reliability andenergy consumptionbecomesmorecomplicated.
As the �rst attemptto incorporatethe effectsof frequency and
voltagescalingon fault rates,we considertwo fault ratemodels
basedon previously publishedresults,speci�cally, the linearly
decreasingfault ratemodelunderfrequency scaling(with �x ed



supplyvoltage)andtheexponentiallyincreasingfault ratemodel
undervoltage scaling (i.e., reducingsupply voltage for lower
frequencies).

Our analysisresultsshow that, in general,systemreliability
dependslargely on the numberof recoveries allowed within
an application's deadline.Under frequency scaling(with �x ed
supply voltage),moreenergy is consumeddue to static power
andlower reliability is obtaineddueto fewer recoveriesat lower
frequencies,especiallywhen the fault rate decreaseslinearly
or sub-linearly with reducedfrequency. When the fault rate
decreasessuper-linearly, lower frequenciesresult in higherreli-
ability if thesamenumberof recoveriesis obtained.For voltage
scaling,energy is saved at the expenseof signi�cantly reduced
reliability, especiallywhenthe exponentialincreasingfault rate
model is considered.The expectedenergy consumptionmay
increaseif the high fault rate at lower frequency and voltage
leadsto dramaticallyhigh probabilityof executingthe recovery
sections,which overshadows the energy savings obtainedvia
voltagescaling.

The above conclusionsare basedon the speci�c fault rate
modelsassumedand different fault rate modelsmay lead to
different conclusions.However, the main contribution of this
work is to show that energy managementthrough frequency
andvoltagescalinghassigni�cant effectson systemreliability.
Thus, for critical applications,the goal of saving energy by
reducingsystemsupplyvoltageandprocessingfrequency must
be carefully weightedwith the goal of maintaininga certain
level of reliability. Ignoring the effects of energy management
on fault rate is too optimistic and may lead to unsatis�ed
reliability goals.
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