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Abstract— The slacktime in real-time systemscanbe usedby re-
covery schemeso increasesystemreliability aswell asby frequency
and voltage scaling techniquesto save energy. Mor eover, the rate of
transient faults (i.e., soft errors caused,for example,by cosmicray
radiations) also dependson systemoperating frequencyand supply
voltage. Thus, there is an interesting trade-off between system
reliability and energy consumption. This paper rst investigates
the effects of frequencyand voltage scaling on the fault rate and
proposestwo fault rate modelsbasedon previously published data.
Then, the effectsof energymanagementon reliability is studied.Our
analysisresults show that, energy managementthrough frequency
and voltage scaling could dramatically reduce system reliability,
and ignoring the effectsof energy managementon the fault rate is
too optimistic and may lead to unsatis ed systemreliability.

I. INTRODUCTION

For autonomouscritical real-time embeddedapplications,
suchassatelliteandsureillancesystemsbothhigh level of reli-
ability andlow enegy consumptioraredesired Fault tolerance
throughredundang [13], [18] as well as enegy management
through frequeng and voltage scaling [17], [26] have been
well studiedin the context of real-timesystemsHowever, there
arerelatively lessresearchaddressinghe combinationof fault
toleranceand enegy management.

Recawery throughrollback executionis a costeffective tech-
niqueto toleratetransientfaults and increasesystemreliability
by exploring the slack time in real-time systems[18]. With
technologyadvancemet) in additionto beingusedfor temporal
redundany, slack time can also be used by frequeng and
voltage scalingtechniquedo save enegy by reducingsystem
operatingfrequengy and supplyvoltage[17], [26]. Whenmore
slack is dedicatedto frequeng and voltage scaling to save
moreenepy, lessslackis left for fault tolerancewhich reduces
the number of possiblerecoveries and thus reducessystem
reliability. Moreover, the rateof transienffaults (i.e., soft errors
causedfor example,by cosmicray radiations)alsodependn
systemoperatingfrequeny and supply voltage[1], [20], [23],
[28], which makesthe trade-of betweensystemreliability and
enegy consumptionmore interesting.

Closely RelatedWork: For a set of independentperi-
odic tasks, using the primary/backuprecorery model, Unsal
et al. proposedan enegy-avare software-basefhult tolerance
schemewhich postponess much as possiblethe executionof
backuptasksto minimize the overlap of primary and backup
executionandthusto minimize enegy consumption25]. For
a singleapplicationto tolerateonefault, the optimalnumberof
checkpointsevenly or unevenly distributed,to achieve minimal
enegy consumptionwas explored for Duplex systemsin [15].
Elnozahyet al. proposedan Optimistic TMR (OTMR) scheme
to reducethe enegy consumptiorfor traditional TMR systems
by allowing one processingunit to slow down provided that it
cancatchup and nish the computationbeforethe application
deadline[6]. The optimal frequeng settingsfor OTMR was
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further exploredin [27].

Previous researcteitherfocusedon tolerating x ed number
of faults [6], [15] or assumedconstantfault rate [27] when
applying frequeny and voltagescalingfor enegy savings. To
the best of our knowledge, this work is the rst attemptto
consideffault ratechangesvhenexploringthetrade-of between
reliability and enegy consumptionin real-timeembeddedsys-
tems.We rst proposdwo fault ratemodelsrelatedto frequengy
and voltage scalingbasedon previously publisheddata. Then
we studythe effects of enegy managemenon reliability.

The rest of this paperis organizedas follows. The appli-
cation, enegy and fault models are presentedin Sectionll.
The effects of frequeng andvoltagescalingon fault ratesare
discusse@ndtwo fault ratemodelsareproposedn Sectionlll.
SectionlV analyzeghetrade-of betweerreliability andenegy
consumptionThe analyticalresultsare presenteénddiscussed
in SectionV and SectionVI concludeghe paper

II. MODELS AND PROBLEM DESCRIPTION
A. ApplicationModel

We consider a frame-basedreal-time application that is
generallycharacterizethy a worstcaseexecutiontime (WCET),

, and a deadline , which is also the frame size. The
applicationis executedrepeatedlywithin every frame and we
will focuson the executionof the applicationwithin oneframe
dueto periodicity For processowith variablefrequeng, suchas
Intel PentiumM processor$4], anapplicationneedsmoretime
whenrunning at lower frequeng. For clari cation, we assume
that the WCET of an application, , corresponddo executing

the applicationat the maximumfrequeng . Moreover, we
usenormalizedfrequengy and assume . As usualin
real-timesystemswe assumethat andthe systemload

is de ned as —. Although we focus on frame basedreal-
time applicationsthe framavork proposedn this papercanbe
easily extendedto periodictasks,as discussedn [15].

Becauseof memory accessesausedby cachemisses,the
speedupf a systemmay not be linearwith increasedrequengy
[22]. However, for generalapplicationswith a reasonablesize
cache,the linear relation betweenspeedupand frequeng has
very small variations [15]. For simplicity, we assumethat
the executiontime of an applicationis linearly relatedto the
frequeng. That is, when frequeng is reducedby half, the
executiontime doubles.

B. Power Model and Enegy Management

In embeddedystemsthe power is consumednainly by the
processarmemory and underlying circuits. While the power

INotice that this is a conserative model. The executiontime of
an applicationat reducedfrequencieswill be less than the modeled
time consideringthat memorylatencyis independenbf the processor
frequency



consumptioris dominatedoy dynamicpower dissipationwhich
is quadraticallyrelatedto supply voltage and linearly related
to frequeng [2], the static leakagepower cannotbe ignored,
especiallywith increasedevels of integration [24]. Thus, the

power consumption in an embeddedystemcan be modeled
as[27]:
@
@
where s the sleeppower (e.g.,the power usedto maintain

basiccircuits, keepthe clock running etc., which can only be

removed by turning off the system), is the frequency-
independentctive power (that consistsof the componentof

memoryandprocessopower thatcanbe ef ciently removed by

putting systemsto sleepand is independenbf systemsupply
voltage and frequeny [4], [19]) and is the frequency-
dependenéactivepower(thatincludesprocessodynamicpower

and ary power that dependson system supply voltage and

frequeny [2], [24]). equals if the systemis in sleepstate
and equals otherwisé. is the switch capacitance, is

the supplyvoltageand is the frequeng.

The systemcan be put into sleepstateafter nishing the
computationHowever, consideringthe huge overheadof turn-
ing on/of a system[5], we assumethat the systemis always
on. Thatis, the sleeppower  is alwaysconsumedandis not
manageableDifferent  will not affect the absoluteenegy
savings and, for simplicity, we will ignorethe sleeppower

(i.e., ) and concentrateon the frequeng-independent
active power andfrequeng-dependat active power  in
our analysis.

Frequencyscalingsares by reducingfrequeny without
changingsupplyvoltage[16]. Supposehe x ed supplyvoltage
is (the maximumsupplyvoltagecorrespondingo ).
At frequengy , the systempower dissipationis

andthe applicationneeds time units. Since
enepy is de ned astheintegral of power over time, the enegy
consumption to executethe applicationat frequeny and
voltage is (recallthat is a normalizedfrequeng and

):
(3)

DifferentiatingEquation3 with respectto , we get —

if . That is, the enegy consumptlonto execute
an application is independenbf if thereis no frequeng-
independentctive power. However, when thereis frequeng-
independentctive power ( ), we have — , and
hencefrequeng scalingconsumesnore enegy to executean
applicationat lower frequenciesIntuitively, when running at
lower frequenciesthe applicationconsumegshe sameamount
of frequeng-dependehenegy becauseof linearly decreased
frequeng-dependebtactive power andlinearly increasedxecu-
tion time, but it consumesnore frequeng-independehenegy
with longerexecutiontime.

Voltage scaling reducesthe supply voltage for lower fre-
guenciesto save enepgy [17]. Sincethe circuit delayis almost
linearly relatedto — [2], for systemdo function correctly the
operating frequeny needsto decreasdinearly when supply

2For systemghat cannotbe put into a sleepstate, alwaysequals .
This paperconsidersonly the systemshat canbe put to a sleepstate.

voltageis reducedlInversely whenan applicationrunsat lower

frequenciesthe supplyvoltagecanbe reducedinearly. Similar

to frequeny, normalizedvoltagesare usedand the maximum

supply voltage is assumedo be . Thus,for frequengy
, the correspondingsupply voltageis

Thereforeihe enegy consumption to executethe appllcatlon

at and is:

4)

From Equation4, we can seethat the lower the frequeng is,

the lower the supply voltage can be and the less frequeng-

dependentenengy is consumedHowever, more time is needed
by an applicationand more frequeng-independenenegy is

consumedTherefore thereis anenepgy efcient frequeny

to minimize the enegy consumption[7], [27]. Differentiating
Equation4 with respectto , is minimized when

. Supposethat the lowest frequeng in a systemis

, we de ne the minimum enegy efcient frequeny as
. Thatis, we may be forcedto run at
afrequeng higherthan  to meetthe applicationdeadlineor
to comply with the lowestfrequeng limitation, but we should
never run at a frequeny belov  , since doing so increases
enegy consumptionFor simplicity, it is assumedhatfrequeny
can be changedcontinuously between , the minimum
enepy ef cient frequeng, and , the maximumfrequeng.
So doesthe supply voltage between (correspondingo
) and (correspondindo ).

C. Fault Model and ProblemDescription

During the executionof anapplicationafault mayoccurdue
to various reasonssuch as hardwarefailures, softwareerrors
and the effect of cosmicray radiations. Since transientand
intermittentfaults occurmuch more frequentlythan permanent
faults[3], in this paper we focus on transientand intermittent
faults, especiallythe onescauseddy cosmicray radiations,and
explore the temporalredundang to toleratethem. We assume
that a self-checkingfault detectionmechanisnis used[18].

For areal-timeapplicationwith WCET andadeadline ,
the amountof slacktime is . The slack can be usedto
either reducethe frequeng and/or supply voltage for enegy
savings or to schedulerecoveries for higher performability,
which is de ned asthe probability of nishing the application
correctly within its deadlinein the presenceof faults [12].
Furthermore,as discussedin Sectionlll, the fault rate also
dependon the frequeng and supply voltage.

Intuitively, the lower the frequeng and supply voltageare,
the lessenegy is consumedhowever, thereis lessslacktime
left for recovery and the performability may decreaseln this
work, consideringtwo different fault rate models related to
frequeng andvoltagescaling,we analyzethe trade-of between
systemperformabilityand enegy savings.

I11. THE EFFECT OF FREQUENCY AND VOLTAGE SCALING

ON FAULT RATES

Transientfaults causedby radiationsin semiconductocir-
cuits have beenknown and well studiedsincethe late 1970s
[28]. When high-enegy particles strike a sensitve region in

3For discretefrequencylevels, we can use two adjacentlevels to
emulatethe executionat any frequency{10].



semiconductodevices,a densetrack of electron-holepairsare
depositedThe chage may be collectedby pn-junctionsvia drift
and diffusion mechanismgo form a currentpulseand causea
logic error [11], or to accumulateand exceedthe minimum
chage (i.e., thecritical charge) requiredto ip thevaluestored
in a memorycell [9], [29].

Becausat is relatvely easyto detecterrorsin memoryand
large areasin microprocessochipsare dedicatedo cachesand
registers, numerouswork has examinedthe effect of cosmic
ray radiationson memorycircuits[9], [21], [29]. Although past
researchhas shawvn that logic circuits are less susceptibleto
cosmicray radiationghanmemory[14], arecentmodelpredicts
that, with technologyadvancemehandreducedeaturesize,the
fault ratein combinationalogic circuits will be comparabldo
that of memory elements[23]. There are various factorsthat
affect the fault rate, suchas cosmicray ux (i.e., numberof
particlesperarea) technologyfeaturesize,chip capacitysupply
voltage and operatingfrequeng, and thus, modelingthe fault
rateis extremelyhard[21], [23], [29].

In thiswork, we focusonthe effectsof frequengy andvoltage
scaling on fault rate changes.We assumethat the radiation
induced faults follow a Poissondistribution with an average
fault rate  being determinedby systemsupply voltage and
frequeng. For simplicity, no variation of cosmicray ux or
otherfactorsare consideredThatis, for a given supplyvoltage
and frequeng (e.g., and ), the averagefault rate
(e.g., ) is xed.Hence,for systemsrunning at frequeng
( ) andvoltage ( ), the
generalmodelfor the averagefault rate canbe expresseds:

®)

where is the averagefault rate correspondingto

and . That is, . In what follows,
we considertwo different modelsfor the fault rate basedon
previously published data: the linearly decreasingfault rate
model for frequeny scaling and the exponentially increasing
fault rate model for voltage scaling. However, the framevork
for exploringthetrade-of betweersystenreliability andenegy
consumptiorproposedn this paperis independenof fault rate
models.

A. Linear Modelfor Frequeng Scaling(with Fixed \oltage)

When the supply voltage is x ed, the fault rate in com-
binationallogic circuits [1], [8] as well as memory[23] was
shavn to decreaselinearly when frequeny is reduced.This
comesfrom the safetymagin in clock cycles becomingrela-
tively larger whenthe frequeny decreasegl], [23]. Thus,for
frequeng scaling(with x ed supplyvoltage),the averagefault
rateat frequeny  canbe modeledas:

©)

where () is a constant.When , the fault rate is

linearly increasingwith the frequeng.

B. ExponentialModel for Voltage Scaling

For differenttechnologieshathave differentsupplyvoltages,
Seifert et al. examinedthe fault rate in the family of Alpha
processorsdue to  particle effects using both simulations
and experiments[20]. Their results shaved that fault rates
in theseprocessorgincluding logic core and cache)increases

exponentially when supply voltage decreasesThe same ob-
senation has beenshownn in [29] for memory The reasonis
that, with reducedsupply voltage,the critical chage becomes
smallerwhich resultsin exponentiallyincreasedault rate [9],
[23]. Moreover, there are mary more lower enegy particles
than higherenegy particles(e.g.,one orderof magnitudeless
in enegy correspondingto 100 times more in the number
of particles)[28]. With smaller critical chage, lower enegy
particlescould causean error

As discussedn Sectionll, voltage scalingreducessupply
voltagefor lower frequencieg17]. We usethe conclusionsin
[9], [20], [23], [28], [29] to formulate the effects of voltage
scalingon fault rates.At the lowestfrequeny andsupply
voltage , the averagefault rateis assumedo be

, where () is a constant.When a systemruns at

frequeny andcorrespondingoltage , the
averagefault rate can be expressedas (recall that normalized
frequeny andvoltageare used):

™

Thatis, reducingthe supplyvoltagefor lower frequeng results
in exponentiallyincreasedault ratesandlarger indicatesthat
the fault rateis more sensitve to voltagescaling.

IV. TRADE-OFFBETWEEN RELIABILITY AND ENERGY
CONSUMPTION

Whenatransientfault is detectedduring the executionof an
application,it canbe toleratedby re-executingthe application.
The overheadof reloadingthe applicationfor re-executionis
assumedo be incorporatednto the applications WCET . At

frequeny ( ), the numberof re-executionsthatcanbe
scheduledwithin the applicationdeadline is:
— ®
f f D
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Fig. 1. For an applicationwith and , thereare two
recoveriesvhen runningat andonerecoveryat -.

Thatis, lower frequenciedeadto fewer possiblerecoveries.
For example, as illustrated in Figure 1, if an applicationhas

and , two recoveriescanbe scheduledvithin the
applicationdeadlineat the maximumfrequeng (Figure
1a). However, whenthe frequeng is reducedto -, only

onerecovery is possible(Figure 1b). In the gures, the X-axis
representsime, the Y-axis represent®peratingfrequeng, and
the areaof a box de nestheamountof work neededo execute
the application.

In thiswork, we assumehatanapplicationandits recoveries
run at the samefrequeng. Consideringthe probability of the
recoveriesbeinginvoked (e.g.,onerecovery is invokedonly if
an applicationand all the previous recoveriesfail), it may be
moreenegy ef cient to run the original executionwith a lower
frequeny and the recoverieswith higherfrequenciesWe will
explore this pointin our future work.



A. The Performability

At frequeny andsupplyvoltage , theaveragefault rate
is . Assumingthatfaultsfollow Poissordistribution, the
probability of having at leastone fault during one running of
the applicationis:

- ©

Thus,whenthereare  recoveries,the performabilityis:

- (10)

where is the probability of having fault(s) during every
execution(including the original executionandthe  recovery
executions).

For frequencyscaling wherethe supply voltageis x ed,
the averagefault rate is modeledas

( ; seeSectionlll). Thus,the probability of having fault(s)
during one runningof the applicationis -
. When , we have — , that is,

increasesvhen frequeny  decreasesNotice that, lower
frequenciegesultin fewer numberof recoveries(i.e., smaller

; seeEquation8). Hence systenperformability — decreases
whenfrequeny decrease$seeEquationl10).
When , we hve — and decreasesvhen

decreasesBecauseof integer limitation on the numberof re-
coveries  (the oor in Equation8), differentfrequenciesnay
resultin the samenumberof recoreries.For thosefrequencies,
systemperformability  is higherfor lower frequencieslueto
decreased . However, whenlower frequeny leadsto fewer
recoveries, system performability decreasesiramatically
(seethe analysisresultsin SectionV).

With voltage scaling, wherethe supply voltageis reduced
for lower frequenciedo sase more enegy, we have

( ; seeSectionlll). From Equation
9, we have — . Thatis, increaseswhen frequeny
decreaseRecallthatlower frequenciesesultin fewer number
of recoveries (see Equation8). Therefore,from Equation10,
the systemperformability ~ decreasewhensupplyvoltageis
reducedfor lower frequencies.

B. The ExpectedEnergy Consumption

From Sectionll, the enegy consumptionto execute the
application once at frequeny  and voltage is
—. Noticethat,the original executionneedgo
be performedunderall circumstancedf the original execution
fails, the rst recovery is executedwith the probability of
which is the probability of having fault(s) during the original
execution.Similarly, the  ( ) recovery will be executed
with probability , which is the probability of having fault(s)
duringthe original executionaswell asevery previousrecovery
execution.Thus, the expectedeneigy consumptioris:

11)

and
. Thus, is a
constantwhen frequeng-independentctive power ;

For frequency scaling we have

when , increasesvhenthefrequeny to execute

theapplicationdecreasedNoticethat,in general,

and . From Equation11, we seethat the expected
enegy consumption increasesvhen  decreaseslue to
increased and/orincreased (seeSectionlV-A).

Under voltage scaling if frequeng-independentactive

power , the enegy consumptionto execute the
applicationonceat frequeng  and correspondingr/oltage
is — . Thatis, lower frequenciesand

voltagesaremoreenengy ef cient for executingthe applications
once. For the expected enegy consumption , we have
, where — is the pessimisticestimation
of the expectedenegy consumptiorassuminghatall recoveries
areexecutedNoticethat,whentheapplicationrunsat ,we
have and
If — (ie., — ), we have .
Thatis, when frequeny  satis es ~, regardless
of performability the expectedenegy consumptiorrunningthe
applicationat andcorrespondingoltage is alwayslessthan
that of . When or ~, the expectedenegy
consumptionmay increasefor lower frequenciesand voltages
whenthe probability of executingthe recoveriesis ratherhigh
dueto fastincreasedault rates.This interestingcaseis further
illustratedin SectionV (Figure 3b).

V. ANALYSISRESULTS AND DISCUSSION

In this section,we will presentsomeanalyticalresultsthat
shawv the signi cant effectsof enegy managemern performa-
bility by considerindault ratechangesausedy frequeng and
voltagescaling.First, let us determinesomesystemparameters.
As discussedn Sectionll, we use hormalizedfrequeng and
voltage with and . Furthermore,we
assumehatthe maximumfrequeng-dependenactive power is

andusenormalizedvaluesfor the

frequeng-independehactive power . Consideringthatthe

Intel PentiumM processorconsumes peak power with

sleeppower around [4] and that the RAMBUS memory

chip consumes active power with nap power* of
[19], we usethe valuesof and  for

For the rate of radiationinducedfaults, the numberof 1000
to 100,000FITs (failure in time, in termsof errorsper billion
hoursof use)per megabit as a reasonabldault rate rangehas
beenreported,which correspondgo to faults per
secondn eachchip (assuminga 100megabitchip) and to

faultspersecondn asystem[21], [23], [29]. In thiswork,
we assumethat at voltage and frequeny

. We vary the valuesof (as and , respectiely)
and (as and respectiely) for different changesin
fault ratesdueto frequeng andvoltagescaling.

We consideran applicationthat has a deadline
time units and the worst caseexecution time®
maximumfrequengy

at the

4As indicatedin [7], it is more enegy efcient to put RAMBUS
memoryinto napstateinsteadof sleepstatebecausef thelong latency
to bring the chip backfrom sleepto active.

SFor different workloads with other valuesof  (e.g.,
and ), similar resultsare obtained.Insteadof presentingload
variations the focusof our analysisis on differentfault ratescausedy
frequencyandvoltagescaling.



A. FrequencyScalingwith Linearly Decreasel Fault Rates

From Sectionlll, with x ed supply voltage ,
the fault rate decreasesvhen frequeng decreasesand we
have Figure 2a shaws
( performability) for different frequencieswith
and , respectiely. The results coincide with our analysis
in Section IV, that is, the performability of an application
decreasemonotonicallywhen andmay increasdf lower
frequenciesesultin the samenumberof recoserieswhen
Eachsharpjumpin the gure re ects onefewer recovery being
schedulediueto lower frequenciesln generalwhen is small,
the numberof recoreriesdetermineghe level of performability
with small variations. However, for larger (e.g., ),
lower frequenciesmay result in higher performability for the
samenumberof recovery sectionsdue to fast decreasedault
rate.
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Fig. 2. Effectsof frequencyscaling:a. the performabilityfor different
valuesof ; b. theexpectedenegy consumptiorfor differentfrequency-
independentctive power

To seethe effects of frequeng-independentctive power
on the enegy consumptiorunderfrequeng scaling,with x ed
(i.e., strict linear relation betweenthe fault rate and
frequeng), Figure 2b shaws the expectedenegy consumption
for theapplicationrunningat differentfrequenciesvhen
, and , respectrely. When there is no frequeng-
independenactive power (i.e., ), the expectedenegy
consumptionis constantsince the enegy consumptionfor
original execution is constant(recall that voltageis x ed as
) and the probability of executing the recoveries
is rather small (less than , see Figure 2a). However,
for the casesof and , the expected
enegy consumptiorincreasesvhenfrequeny decreasedueto
increasedrequeng-independat enegy consumedThe results
alsocon rm the analysisin SectionlV.

Thereforewe concludethat,whenit is possibleto ef ciently
remove the frequeng-independat active power by putting
systemdo sleep,scalingdown the frequeng with x ed supply
voltageincreaseenepgy consumptioras well as decreasethe
performability and shouldnot be employed.

B. \Woltage Scalingwith Exponentiallyincreasedrault Rates

To show the signi cance of fault rate changeson performa-
bility under voltage scaling, we vary the value of and the
resultsare shavn in Figure 3. Recall that the fault rate under
frequeny andvoltage ( — ) is

and . For , we have
(see Sectionll). From Figure 3a, we can see
that larger valuesof  (i.e., faster fault rate increases)ead
to worse performability for lower frequenciesThe sharpstep

decreasem the performabilitycorrespondo onefewerrecovery
section being scheduledbecauseof reducedfrequeng. The
performabilityfor x ed fault rate ( ) is muchbetterthan
thatof variablefault rates(e.g.,betterthanthe caseof in
almost ordersof magnitude)Thereforejn generalthenumber
of recovery sectionsdetermineghe level of performabilityand
assuming x ed fault rate ( ) when reducingvoltagesand
frequenciesnay resultin unsatis ed performability
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Fig. 3.  The performability and expectedenegy consumptionfor

differentvaluesof

Figure 3b shows the correspondingexpectedenegy con-
sumptionfor differentvaluesof . In generalwhenfrequeng
and voltage decreasethe expected enegy consumptionde-
creaseswhich illustratesthe trade-of betweenperformability
and expectedenegy consumptionHowever, the expecteden-
ey consumptionfor the caseof increasesat lower
frequenciesnvhen . The abnormalitycomes
from the high probability (close to when )
of recovery sections being executed when , which
overshadws the enegy saved during original execution. The
sharpdecreasearound comesfrom no recovery being
scheduledwithin the applicationdeadline.

The results shov the implications of the applicability of
voltage scaling when performability is a major concern.For
example,if the required performability goal is , the
frequeny andthe correspondingoltagecanbe reducedto
whenignoring the effect of voltagescalingon fault rates(i.e.,
assuming ). However, whenconsiderindault ratechanges
causedby voltage scaling, we can only reducethe frequeny
and the correspondingvoltage to when or
when . Thus, the previous work thatignoresthe effect of
voltagescalingon fault ratesis too optimistic andmay leadto
unsatis edperformabilitywhenreducingfrequeng andvoltage
for enegy sarings [27].

V1. CONCLUSIONS

This work explores the effects of enegy managemenbn
systemreliability for real-timeembeddedsystems.In addition
to beingusedby frequeng and voltagescalingto save eneny,
the slack time in real-time systemscan also be usedby roll-
back recovery to increasesystemreliability. Consideringthe
rate of transientfaults (i.e., soft errors caused,for example,
by cosmic ray radiations)also dependson systemoperating
frequeny and supply voltage, the trade-of betweensystem
reliability and enegy consumptiorbecomesnore complicated.
As the rst attemptto incorporatethe effects of frequeny and
voltagescalingon fault rates,we considertwo fault ratemodels
basedon previously publishedresults,speci cally, the linearly
decreasindault ratemodelunderfrequeng scaling(with x ed



supplyvoltage)andtheexponentiallyincreasindault ratemodel
under voltage scaling (i.e., reducingsupply voltage for lower
frequencies).

Our analysisresultsshaw that, in general systemreliability
dependslargely on the number of recoveries allowed within
an applications deadline.Under frequeng scaling (with x ed
supply voltage),more enegy is consumeddueto static powver
andlower reliability is obtaineddueto fewer recoveriesat lower
frequenciesespeciallywhen the fault rate decreasedinearly
or sub-linearlywith reducedfrequeng. When the fault rate
decreasesupetlinearly, lower frequenciesesultin higherreli-
ability if the samenumberof recoveriesis obtained For voltage
scaling,enepy is saved at the expenseof signi cantly reduced
reliability, especiallywhenthe exponentialincreasingfault rate
model is considered.The expectedenegy consumptionmay
increaseif the high fault rate at lower frequeng and voltage
leadsto dramaticallyhigh probability of executingthe recovery
sections,which overshadws the enegy sasings obtainedvia
voltagescaling.

The above conclusionsare basedon the speci c fault rate
models assumedand different fault rate models may lead to
different conclusions.However, the main contritution of this
work is to shav that enegy managementhrough frequeny
andvoltagescalinghassigni cant effectson systemreliability.
Thus, for critical applications,the goal of saving enegy by
reducingsystemsupplyvoltageand processingrequengy must
be carefully weightedwith the goal of maintaininga certain
level of reliability. Ignoring the effects of enegy management
on fault rate is too optimistic and may lead to unsatis ed
reliability goals.

ACKNOWLEDGMENTS

This work has been supportedby the DefenseAdvanced
ResearchProjectsAgeng/ throughthe PARTS (PoverAware
Real-Time Systems)project(ContractF33615-00-C-1736).

REFERENCES

[1] S.Buchner M. Baze,D. Brown, D. McMorrow, andJ. Melinger.

Comparisorof error ratesin combinationaland sequentialogic.

IEEE Trans. on Nuclear Science44(6):2209-226, 1997.

T. D. Burd andR. W. Brodersen.Enegy efcient cmos micro-

processodesign.In Proc. of TheHICSSConfeence Jan.1995.

X. Castillo, S. McConnel, and D. Siewiorek. Derivation and
caliberationof a transienterror reliability model. IEEE Trans.

on computers31(7):658-6711982.

Intel Corp. Mobile pentiumiii processom datasheet. Order
Number:298340-0020ct 2001.

E. (Mootaz) Elnozahy M. Kistler, and R. Rajamony Enegy-

efcient serverclusters. In Proc. of Power Aware Computing
Systems2002.

E. (Mootaz)ElnozahyR. Melhem,andD. Moss. Enegy-efcient

duplex and tmr real-time systems. In Proc. of The IEEE
Real-Tme SystemsSymposiumDec. 2002.

X. Fan,C. Ellis, and A. Lebeck. The synegy betweenpower-

aware memory systemsand processoroltage. In Proc. of the
Workshopon PowerAware ComputingSystems2003.

K. J. Hass,J. W. Gambles,B. Walker, and M. Zampaglione.
Mitigating single eventupsetsfrom combinationalogic. In Proc.

of the NASA Symposiunon VLSI Design 1998.

P. Hazuchaand C. Svenssonlmpactof cmostechnologyscaling
ontheatmosphericeutronsofterrorrate.IEEE Trans.on Nuclear
Science47(6):2586-258, 2000.

T. Ishiharaand H. Yauura. Voltage scheduling problem for

dynamically variable voltage processors.In Proc. of The 1998
International Symposiunmon Low Power Electronics and Design

Aug. 1998.

[2]
(3]

[4

[l

5

—

6

—

(71

(8]

9]

[20]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]
[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

T. Juhnkeand H. Klar.
submicron cmos logic circuits.
Circuits 30(7):830-83, 1995.
K. M. Kavi, H. Y. Youn, andB. Shirazi. A performabilitymodel
for soft real-timesystems.In Proc. of the Hawaii International
Confeenceon SystentSciencegHICSS) Jan.1994.

H. Lee, H. Shin, and S. Min. Worst casetiming requirement
of real-timetaskswith time redundancy In Proc. of Real-Tme
ComputingSystemsnd Applications 1999.

P Liden, P Dahlgren, R. Johanssonand J. Karlsson. On
latchingprobability of particleinducedtransientsn combinational
networks.In Proc. of the International Symposiunon Fault-
Tolerant Computing 1994.

R. Melhem,D. Mos<,andE. (Mootaz)Elnozahy Theinterplayof
power managemenrdndfault recoveryin real-timesystemsIEEE
Trans. on Computers53(2):217-2312004.

A. Miyoshi, C. Lefurgy, E. V. Hensbegen, R. Rajamony and
R. Rajkumar Critical power slope: Understandinghe runtime
effects of frequencyscaling. In Proc. of the ACM International
Confeenceon Supecomputing 2002.

T. Pering, T. Burd, and R. Brodersen. The simulation and
evaluationof dynamicvoltagescalingalgorithms.In Proc. of Int'l
Symposiunon Low Power Electonics and Design Aug. 1998.
D. K. Pradhan. Fault Tolerance Computing: Theory and Tech-
nigues PrenticeHall, 1986.

Ramhus. Rdram. http://wwwrambus.com/,1999.

N. Seifert,D. Moyer, N. Leland,andR. Hokinson.Historicaltrend
in alpha-particleinducedsoft error ratesof the alpha  micro-
processar In Proc. of the Annual International Reliability
PhysicsSymposium2001.

Tezzaron Semiconductor Soft
tronic memory: A  white paper
http://wwwtachyonsemi.com/abtipapes/, 2004.

K. Seth,A. Anantaramanf. Mueller, and E. Rotenbeg. Fast:
Frequency-awe statictiming analysis.In Proc. of the IEEE
Real-Tme SystenSymposium2003.

P. Shivakumar M. Kistler, S.W. Keckler D. Burger, andL. Alvisi.
Modelingthe effect of technologytrendson the soft error rate of
combinationalogic. In Proc. of the International Confeenceon
DependableSystemsnd Networks 2002.

A. Sinhaand A. P. ChandrakasanJouletrack- a web basedtool
for softwareenegy proling. In Proc. of Design Automation
Confeence Jun2001.

0. S. Unsal,l. Koren,andC. M. Krishna. Towardsenegy-aware
software-basediault tolerancein real-time systems. In Proc. of
The International Symposiunon Low Power Electronics Design
(ISLPED) Aug. 2002.

M. Weiser B. Welch, A. DemersandS. Shenker Schedulingfor
reducedcpu enegy. In Proc. of The First USENIXSymposiunon
OperatingSystem®esignand ImplementationNov. 1994.

D. Zhu,R.Melhem,D. Mosst,andE.(Mootaz)Elnozahy Analysis
of anenepy efcient optimistictmr schemeln Proc. of the
International Confeence on Parallel and Distributed Systems
(ICPADS) Jul. 2004.

J. F. Ziegler Terrestrialcosmicray intensities. IBM Journal of
Reseach and Development42(1):117-1391998.

J. E Ziegler Trends in electronic reliability:
Effects of terrestrial cosmic rays. available at
http://lwwwsrim.og/SER/SERrends.htm,2004.

Calculation of the soft error rate of
IEEE Journal of Solid-State

elec-
at

errors in
available



