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Information and Uncertainty

Informationand uncertaintyare technicaltermsthat describeary processhat selectsoneor
more objectsfrom a setof objects. We won't be dealingwith the meaningor implications of
the information sincenobodyknows how to do that mathematically Supposewne have a device
that canproduce3 symbols,A, B, or C. As we wait for the next symbol,we areuncertainasto
which symbolit will produce.Oncea symbolappearsandwe seeit, our uncertaintydeceases
and we remarkthat we have receved someinformation Thatis, informationis a decreasen
uncertainty How shoulduncertaintypemeasuredThesimplestway would beto saythatwe have
an*“uncertaintyof 3 symbols”. This would work well until we begin to watcha seconddevice at
the sametime, which, let usimagine,producessymbolsl and2. The seconddevice givesusan
“uncertaintyof 2 symbols”. If we combinethe devicesinto onedevice, therearesix possibilities,
Al, A2, B1, B2, C1, C2. This device hasan “uncertaintyof 6 symbols”. This is not the way
we usuallythink aboutinformation,for if we receve two books,we would preferto saythatwe
recevedtwice asmuchinformationthanfrom onebook. Thatis, we would like our measureo be
additive.

It's easyto do this if we rst take the logarithm of the numberof possiblesymbolsbecause
thenwe canaddthe logarithmsinsteadof multiplying the numberof symbols. In our example,
the rst device makesusuncertainby log 3 , the secondby log 2 andthe combineddevice by
log3 log2 log 6 . Thebaseof thelogarithmdeterminesheunits. Whenwe usethe base?
theunitsarein bits (basel0 givesdigits andthe baseof the naturallogarithms,e, givesnats[14]
or nits, thoughl don't have a referencdor thelatter). Thusif a device producesonesymbol,we
areuncertainby log,1 0 bits, andwe have no uncertaintyaboutwhat the device will do next.
If it producegwo symbolsour uncertaintywould belog,2 1 bit. In readingan mRNA, if the
ribosomeencountersiry oneof 4 equallylikely basesthenthe uncertaintyis 2 bits.

Sofar, our formulafor uncertaintyis log, M , with M beingthe numberof symbols.The next
stepis to extendthe formulasoit canhandlecasesvherethe symbolsarenot equallylikely. For
example,if thereare 3 possiblesymbols,but one of themnever appearsthenour uncertaintyis
1 bit. If the third symbolappeargarely relative to the othertwo symbols,then our uncertainty
shouldbelargerthanl bit, but notashigh aslog, 3 bits. Let's begin by rearranginghe formula
likethis:

log, M log, M 1 (1)
lo 1
92 M
log, P

sothatP 1 M is the probabilitythatany symbolappears(If youdon't remembethis trick of
“pulling thesignout, recallthatlogM®  blogM andletb 1)

Now let's generalizehis for variousprobabilitiesof the symbols,P,, sothatthe probabilities
sumto 1:

N
ar 1 2
i 1
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(Recallthatthe & symbolmeanso addthe P, togetherfor i startingat 1 andendingat M.) The
surprisethatwe getwhenwe seetheit" kind of symbolwascalledthe “surprisal” by Tribus[15]
andis de ned by analogywith  log, P to be:

Ui log, P, 3)

For example,if P approache®), thenwe will be very surprisedto seethe ith symbol (sinceit
shouldalmostnever appear) andthe formula saysu; approache¥. On the otherhand,if B=1,
thenwe won't be surprisedat all to seetheit" symbol(becausét shouldalwaysappeargandu; =
0.

Uncertaintyis the average surprisalfor thein nite stringof symbolsproducedoy our device.
For the moment,let's nd the averagefor a string of only N symbols. Supposehatthe it type
symbolappeard\; timessothat

§
N aN 4)
i1
Therewill beN; casesvherewe have surprisalu;. Theaveragesurprisalfor theN symbolsis:
élM 1 NiUi (5)
éNlM
By substitutingN for thedenominatoandbringingit insidethe uppersum,we obtain:
M
N.
a U (6)

i1
If we do this measurdor anin nite string of symbolsthenthefrequeng N; N becomed?, the
probabilityof theit" symbol.Making this substitutionywe seethatour averagesurprisalH) would
be:
’ v
H a Ru (7)
i1

Finally, by substitutingfor u;, we getShannors famousgeneraformulafor uncertainty:

M
H a Plog,P.  (bits persymbol). (8)
1

Shannongot to this formula by a much more rigorousroute thanwe did, by settingdown
severaldesirablepropertiedor uncertaintyandthenderiing thefunction. Hopefully theroutewe
justfollowedgivesyou afeelingfor how theformulaworks.
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To seehow the H functionlooks, we canplot it for the caseof two symbols. This is shovn
below!:

uncertainty, H (bits)
1.0

0.9-
0.8
0.7
0.6
0.5-
0.4
0.3
0.2
0.1

0-0 . T T T T T T T T T 1
000.102030405060.708091.0
probability

Noticethatthecurveis symmetricalandrisesto amaximumwhenthetwo symbolsareequally
likely (probability= 0.5). It falls towardszerowhene&er oneof the symbolshecomesiominantat
the expenseof theothersymbol.

As an instructive exercise,supposehat all the symbolsare equally likely. What doesthe
formulafor H (equation(8)) reduceto? You maywantto try this yourselfbeforereadingon.

kkkkkkkkkkkkhkhhhkhkhkhkhkhkhkkkkkkkkkkx

1The programto createthis graphis at http://www.lechncifcrf.gov/ toms/delila/hgaph.html
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Equallylikely meanghatP 1 M, soif we substitutethis into the uncertaintyequationwe

get:
M1
Hequi a —log,
equiprobable el M 2 M
SinceM is notafunctionof i, we canpull it outof thesum:

1 1 Y
Hequiprobable MIOQZM a 1
i1
1 1
—log,— M
M 2y
lo 1
gzM
log, M

(9)

(10)

(11)

whichis the simpleequationwe startedwith. It canbe shown thatfor a givennumberof symbols
(ie.,Mis x ed)theuncertaintyH hasits largestvalueonly whenthesymbolsareequallyprobable.
For example,anunbiasedoin is harderto guesshana biasedcoin. As anotherexercise whatis
the uncertaintywhenthereare 10 symbolsandonly oneof themappears{clue: LimO plogp O

by settingp 1 M andusingl'H opital'srule,so0log,0 0.)

Whatdoesit meanto saythata signalhasl.75bits persymbol?It meanghatwe cancornvert
theoriginal signalinto a stringof 1'sand0's (binarydigits), sothaton the average thereare1.75
binary digits for every symbolin the original signal. Somesymbolswill needmorebinary digits
(the rareones)andotherswill needfewer (the commonones). Here's anexample. Supposeve

haszeM 4 symbols:
A C G T

with probabilities(R,):
A L
A2 51 "¢ 8 8
which have surprisaly log,PR):

up 1bit uc 2bits ug 3bits ur 3bits

sotheuncertaintyis

1 1 1 1 .
H 5 1 2 2 s 3 s 3 1 75(bitspersymbol)

Let'srecodethis sothatthe numberof binarydigits equalsthe surprisal:

A 1

C 01
G 000
T 001

(12)

(13)

(14)

(15)

(16)
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sothestring
ACATGAAC (17)

which hasfrequencieshe sameasthe probabilitiesde ned above, is codedas
10110010001101 (18)

14 binary digits wereusedto codefor 8 symbols,sothe averageis 14/8= 1.75binary digits per
symbol. This is calleda Fano code. Fano codeshave the propertythat you can decodethem
without needingspacedetweensymbols.Usuallyoneneeddo know the “readingframe”, but in
this exampleonecan gure it out. In this particularcoding(equationg16)), the rst binarydigit
distinguishedetweerthe setcontainingA, (which we symbolizeasA) andthesetC G T, which
areequallylikely. The seconddigit, usedif the rst digit is O, distinguishesC from G T. The
nal digit distinguishe$s from T. Becausesachchoiceis equallylikely (in our original de nition
of the probabilitiesof the symbols),every binary digit in this codecarriesl bit of information.
Beware! Thiswon't alwaysbetrue. A binarydigit cansupply1l bit onlyif thetwo setsrepresented
by thedigit areequallylik ely (asriggedfor thisexample).If they arenotequallylik ely, onebinary
digit suppliedessthanonebit. (RecallthatH is atamaximumfor equallylik ely probabilities.)So
if the probabilitieswere

PA 5 R & P g Pr ¢ (19)
thereis noway to assigna ( nite) codesothateachbinarydigit hasthe valueof onebit (by using
largerblocksof symbols,onecanapproactit). In theriggedexample thereis noway to usefewer
thanl1.75binarydigits per symbol,but we could be wastefulanduseextra digits to representhe
signal. TheFanocodedoesreasonablyvell by splittingthesymbolsinto successie groupsthatare
equallylikely to occur;you canreadmoreaboutit in texts oninformationtheory Theuncertainty
measureells uswhat could be doneideally, andsotells uswhatis impossible.For example,the
signalwith 1.75bits persymbolcould notbe codedusingonly 1 binarydigit persymbol.

Tying the Ideas Together

In the beginning of this primer we took informationto be a decreasen uncertainty Now
thatwe have ageneraformulafor uncertainty(8), we canexpressnformationusingthis formula.
Supposehatacomputercontainssomeinformationin its memory If we wereto look atindividual
ip- ops, we would have anuncertaintyHpetore bits per ip- op.  Supposenve now clear part of
the computers memory(by settingthe valuesthereto zero), so that thereis a new uncertainty
smallerthanthe previousone: Haster. Thenthe computememoryhaslost anaverageof

R Hbefore Hafter (20)

bits of information per ip- op. If the computerwas completelycleared,thenHgasier 0 and
R Hpefore-

Now considera teletypereceving character®ver a phoneline. If therewereno noisein the
phoneline andno othersourceof errors,the teletypewould print the text perfectly With noise,
thereis someuncertaintyaboutwhethera characteprintedis really the right one. So beforea
characters printed,theteletypemustbe preparedor ary of theletters,andthis preparedstatehas
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uncertaintyHpetore, While after eachcharactehasbeenreceved thereis still someuncertainty
Hafter- Thisuncertaintyis basedon the probabilitythatthe symbolthatcamethroughis notequal
to thesymbolthatwassent,andit measureshe amountof noise.

Shannorgave anexampleof thisin sectionl2 of [10] (pages33-34of [13]). A systemwith two
equallylikely symbolstransmittingevery secondvould sendat a rateof 1 bit per secondwithout
errors.Supposehatthe probabilitythata O is recevedwhena O is sentis 0.99andthe probability
of al recevedis 0.01. “These gures arereversedif alis receved’ Thentheuncertaintyafter
receving a symbolis Haster 099l0g,099 001log,001 0081, sothatthe actualrate
of transmissionisR 1 0081 0 919bits persecond® The amountof informationthat gets
throughis givenby thedecreasé uncertaintyequation(20).

Unfortunatelymary peoplehave madeerrorsbecausehey did not keepthis point clear The
errorsoccurbecausgeopleimplicitly assumehatthereis no noisein the communicationWhen
thereis nonoise,R  Hpefore, @aswith the completelyclearedcomputermemory Thatis if there
is no noise the amountof informationcommunicateds equalto the uncertaintybefole commu-
nication. Whenthereis noiseandsomeoneassumeshatthereisn't arny, this leadsto all kinds of
confusingphilosophiesOnemustalwaysaccountfor noise.

One Final Subtle Point. In the previous sectionyou may have foundit oddthat! usedthe
word* ip- op”. Thisis becausé wasintentionallyavoiding theuseof theword “bit”. Thereason
is thattherearetwo meaninggo this word, aswe mentionedeforewhile discussing-anocoding,
andit is bestto keepthemdistinct. Herearethetwo meaningdgor theword “bit”:

1. A binarydigit, 0 or 1. Thiscanonly beaninteger These bits' aretheindividual piecesof
datain computers.

2. A measue of uncertaintyH, or informationR. Thiscanbeary realnumberbecausét is an
average It' sthe measurehat Shannorusedto discusscommunicatiorsystems.

2Shannorusedthe notation Hy x , meaningthe conditionaluncertaintyat the recever y giventhe messageent
from x, for whatwe call Hasier. He alsousedthe term“equivocation”.
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1 APPENDIX: A Tutorial On Logarithms

Understanding the Log Function. In themathematicabperationof additionwe take two
numbersandjoin themto createathird:

11 2 (21)

We canrepeathis operation:
111 3 (22)

Multiplication is the mathematicabperatiorthatextendsthis:
31 3 (23)

In the sameway, we canrepeaimultiplication:

2 2 4 (24)
and
2 2 2 8 (25)
The extensionof multiplicationis exponentiation:
2 2 22 4 (26)
and
2 2 2 22 8 (27)

Thisis read“two raisedto thethird is eight”. Becausexponentiatiorsimply countsthe number
of multiplications,theexponentsadd:

22 22 223 (28)
Thenumber2' is calledthe baseof the exponentiationIf we raiseanexponentto anotherexpo-
nent,the valuesmultiply:

3

22 22 22 22 22 22 22 3 26 (29)
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Theexponentialfunctiony 2% is shavn in this grapl?:

y=2

PRPPRPEPERPEPEPEPEEDNMNNDNNNMNDDNNDDNDNWWW
OCORPNWMNIIOODNODOORNWAIUIIONOOORN
P T T S S D N A Wl T My S T A AU Dy S S M T

OFRP NWAO O N
P N N T S A

Now considerthatwe have a numberandwe wantto know how mary 2's mustbe multiplied
togetherto getthatnumber For example,giventhatwe areusing 2" asthe base how mary 2's
mustbe multiplied togetherto get32? Thatis, we wantto solve this equation:

2B 32 (30)

Of course,2° 32,s0B 5. To beableto geta hold of this, mathematiciansnadeup a new
functioncalledthelogarithm:
log,32 5 (31)

We pronouncethis as “the logarithmto the base2 of 32 is 5”. It is the “inversefunction” for
exponentiation:
200%3 g (32)

and
log, 2* a (33)

Thelogarithmicfunctiony  log, x is shovn in this grapH-:

3Theprogramto createthis graphis at http://www.lechncifcrf.gov/ toms/delila/expgraph.html
4The programto createthis graphhttp://www.lechncifcrf.gov/ toms/elila/expgraphhtml
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y= Iogzx

r— T
0123456 7 8 91011121314151617181920212223242526272829303132
X

This graphwascreatedy switchingthe x andy of the exponentialgraph,whichis the sameas
ipping thecurveoverona45 line. Noticein particularthatlog, 1 Oandlog, O ¥,

The Addition Law. Considetthis equation:

2a b pa 2b (34)

whichis justageneralizatiorof equation(28). Take thelogarithmof bothsides:
log,2* ® log, 2% 2P (35)
Exponentiatiorandthelogarithmareinverseoperationssowe cancollapsetheleft side:
a b log, 22 2° (36)
Now let's betricky andsubstitutelog,x aandlog,y b:
log,x log,y log, 2°%* 2logy (37)

Again, exponentiatiorandthe logarithmareinverseoperationsso we cancollapsethe two cases
ontheright side:

log,x logy,y log, X 'y (38)
Thisis the additive propertythat Shannorwasinterestedn.
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The “Pull Forward” Rule. Fromequation(32):
a 2°%2 (39)

Raisebothsidesto theu: "
! 2loga (40)

Now, we cancombinethe exponentdoy multiplying, asin (29):
Y 2u|ogz a (41)

Finally, take thelog base2 of bothsidesandcollapsetheright side:

log,a" ulog,a (42)

This canberemembered@sa rule thatallows oneto “pull” the exponentforward from insidethe
logarithm.

How to Convert BetweenDiffer ent Bases.Calculatorsandcomputerggenerallydon't
calculatethelogarithmto thebase2, but we canuseatrick to make this easy Startby letting:

X log,a log,b (43)
Rearrangét as:
log,a xlog,b (44)
Now usea “reversepull forward” (1):
log,a log,b* (45)
anddropthelogs:
a b (46)
Now take thelog baseb:
logpa logy,b* (47)
This simpli es to:
logyba X (48)

But we know whatx is from equation(43):
log,a log,a log,b (49)

Thecorversionruleto getlogarithmsbase? from ary basez is:

log, a log, a log, 2 (50)

Noticethatsincethez doesnotappeaontheleft handsideit doesnt matterwhatkind of logarithm
you have available, becauseyou can always get to anotherbaseusing this equation! Try this
exampleonyour calculator:

Iogwhate/er! 32

log, 32
2 Iogwhate/er! 2

(51)
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Youshouldget'5'.

Tricks With Powers of 2. In calculuswe learnaboutthe naturallogarithmwith basee
2 718281828459045 ° Calculationswith thisbasecaneasilybedoneby acomputeror calculatoy
but they aredif cult for mostpeopleto doin their head.

In contrastthe powersof 2 areeasyto memorizeandremember:

choices bits
M

1

2

4

8

16
32
64
128
256
512
1024

w

OwWoo~NOOOILA~ WNPEFO

|

where2® M andlog,M B.
We canusethistableandatrick to make quick estimate®f thelogsof highernumbersNotice
that

219 1024 1000 10° (52)
Soto takethelog base2 of 4  10°, we think:

log, 4 10° log, 4 log, 10° (53)

2 log, 10° 10° (54)

2 log, 10° log, 10° (55)

2 log, 21° log, 21° (56)

2 10 10 (57)

22 (58)

Theactualvalueis 21.93.

SWantto impressyour friendsby memorizingthis number?Notethatafterthe 2.7 (you areyou your own for that!)
we have two 1828'sfollowedby a45 -90 -45 triangle.



