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Inf ormation and Uncertainty
Informationanduncertaintyaretechnicaltermsthat describeany processthat selectsoneor

more objectsfrom a set of objects. We won't be dealingwith the meaningor implicationsof
the informationsincenobodyknows how to do that mathematically. Supposewe have a device
that canproduce3 symbols,A, B, or C. As we wait for thenext symbol,we areuncertainasto
which symbolit will produce.Oncea symbolappearsandwe seeit, our uncertaintydecreases,
and we remarkthat we have received someinformation. That is, information is a decreasein
uncertainty. How shoulduncertaintybemeasured?Thesimplestwaywouldbeto saythatwehave
an“uncertaintyof 3 symbols”. This would work well until we begin to watcha seconddevice at
thesametime, which, let us imagine,producessymbols1 and2. Theseconddevice givesusan
“uncertaintyof 2 symbols”. If we combinethedevicesinto onedevice, therearesix possibilities,
A1, A2, B1, B2, C1, C2. This device hasan “uncertaintyof 6 symbols”. This is not the way
we usuallythink aboutinformation,for if we receive two books,we would preferto saythatwe
receivedtwiceasmuchinformationthanfrom onebook.Thatis, wewould likeourmeasureto be
additive.

It' s easyto do this if we �rst take the logarithmof the numberof possiblesymbolsbecause
thenwe canaddthe logarithmsinsteadof multiplying the numberof symbols. In our example,
the �rst device makesus uncertainby log

�

3� , the secondby log
�

2� andthe combineddevice by
log

�

3��� log
�

2�	� log
�

6� . Thebaseof thelogarithmdeterminestheunits.Whenweusethebase2
theunitsarein bits (base10 givesdigits andthebaseof thenaturallogarithms,e, givesnats[14]
or nits, thoughI don't have a referencefor the latter). Thusif a device producesonesymbol,we
areuncertainby log21 � 0 bits, andwe have no uncertaintyaboutwhat thedevice will do next.
If it producestwo symbolsour uncertaintywould be log22 � 1 bit. In readingan mRNA, if the
ribosomeencountersany oneof 4 equallylikely bases,thentheuncertaintyis 2 bits.

Sofar, our formulafor uncertaintyis log2
�

M � , with M beingthenumberof symbols.Thenext
stepis to extendtheformulaso it canhandlecaseswherethesymbolsarenot equallylikely. For
example,if thereare3 possiblesymbols,but oneof themnever appears,thenour uncertaintyis
1 bit. If the third symbolappearsrarely relative to the other two symbols,thenour uncertainty
shouldbelargerthan1 bit, but not ashigh aslog2

�

3� bits. Let's begin by rearrangingtheformula
like this:

log2
�

M � � 
 log2
�

M �

1
� (1)

� 
 log2
� 1
M

�

� 
 log2
�

P�

so thatP � 1� M is theprobability thatany symbolappears.(If you don't rememberthis trick of
`pulling thesignout', recall thatlogMb

� blogM andlet b � 
 1.)

Now let's generalizethis for variousprobabilitiesof thesymbols,Pi, so that theprobabilities
sumto 1:

M

å
i 
 1

Pi � 1 � (2)
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(Recallthat theå symbolmeansto addthePi together, for i startingat 1 andendingat M.) The
surprisethatwe getwhenwe seethe ith kind of symbolwascalledthe“surprisal” by Tribus[15]
andis de�ned by analogywith � log2P to be:

ui �

� log2 �

Pi ���

(3)

For example,if Pi approaches0, then we will be very surprisedto seethe i th symbol (sinceit
shouldalmostnever appear),andthe formula saysui approaches¥ . On the otherhand,if Pi=1,
thenwe won't besurprisedat all to seetheith symbol(becauseit shouldalwaysappear)andui =
0.

Uncertaintyis theaverage surprisalfor thein�nite stringof symbolsproducedby our device.
For the moment,let's �nd the averagefor a string of only N symbols. Supposethat the i th type
symbolappearsNi timessothat

N
�

M

å
i � 1

Ni �

(4)

Therewill beNi caseswherewehavesurprisalui . Theaveragesurprisalfor theN symbolsis:

å M
i � 1Niui

å M
i � 1Ni

�

(5)

By substitutingN for thedenominatorandbringingit insidetheuppersum,we obtain:

M

å
i � 1

Ni

N
ui (6)

If we do this measurefor an in�nite stringof symbols,thenthe frequency Ni �

N becomesPi , the
probabilityof theith symbol.Makingthissubstitution,weseethatouraveragesurprisal(H) would
be:

H
�

M

å
i � 1

Piui �

(7)

Finally, by substitutingfor ui, wegetShannon's famousgeneralformulafor uncertainty:

H
�

�

M

å
i � 1

Pi log2Pi (bitspersymbol). (8)

Shannongot to this formula by a much more rigorousroute than we did, by settingdown
severaldesirablepropertiesfor uncertainty, andthenderiving thefunction.Hopefully theroutewe
just followedgivesyoua feelingfor how theformulaworks.
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To seehow the H function looks, we canplot it for the caseof two symbols. This is shown
below1:
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Noticethatthecurveis symmetrical,andrisesto amaximumwhenthetwo symbolsareequally
likely (probability= 0.5). It falls towardszerowheneveroneof thesymbolsbecomesdominantat
theexpenseof theothersymbol.

As an instructive exercise,supposethat all the symbolsare equally likely. What doesthe
formulafor H (equation(8)) reduceto? Youmaywantto try this yourselfbeforereadingon.

*********************************

1Theprogramto createthisgraphis at http://www.lecb.ncifcrf.gov/ � toms/delila/hgraph.html
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Equally likely meansthatPi �

1� M, so if we substitutethis into theuncertaintyequationwe
get:

Hequiprobable � �

M

å
i � 1

1
M

log2
1
M

(9)

SinceM is nota functionof i, wecanpull it outof thesum:

Hequiprobable � � �

1
M

log2
1
M

�

M

å
i � 1

1 (10)

� �

�

1
M

log2
1
M �

M

� �

log2
1
M

(11)

�

log2M

which is thesimpleequationwe startedwith. It canbeshown thatfor a givennumberof symbols
(ie.,M is �x ed)theuncertaintyH hasits largestvalueonly whenthesymbolsareequallyprobable.
For example,anunbiasedcoin is harderto guessthana biasedcoin. As anotherexercise,what is
theuncertaintywhenthereare10 symbolsandonly oneof themappears?(clue: lim

p 0
plogp

�

0

by settingp
�

1� M andusingl'H ôpital's rule,so0log20
�

0.)

Whatdoesit meanto saythata signalhas1.75bits persymbol?It meansthatwe canconvert
theoriginal signalinto a stringof 1's and0's (binarydigits), sothaton theaverage thereare1.75
binarydigits for every symbolin theoriginal signal. Somesymbolswill needmorebinarydigits
(the rareones)andotherswill needfewer (the commonones).Here's an example. Supposewe
haveM

�

4 symbols:
A C G T (12)

with probabilities(Pi):

PA �

1
2 !

PC �

1
4 !

PG �

1
8 !

PT �

1
8 !

(13)

whichhavesurprisals(
�

log2Pi):

uA �

1 bit
!

uC �

2 bits
!

uG �

3 bits
!

uT �

3 bits
!

(14)

sotheuncertaintyis

H
�

1
2 "

1 #

1
4 "

2 #

1
8 "

3 #

1
8 "

3
�

1 $ 75(bitspersymbol)$ (15)

Let's recodethissothatthenumberof binarydigitsequalsthesurprisal:

A
�

1

C
�

01

G
�

000

T
�

001 (16)
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sothestring
ACATGAAC (17)

whichhasfrequenciesthesameastheprobabilitiesde�ned above, is codedas

10110010001101% (18)

14 binarydigits wereusedto codefor 8 symbols,so theaverageis 14/8= 1.75binarydigits per
symbol. This is called a Fano code. Fano codeshave the propertythat you can decodethem
without needingspacesbetweensymbols.Usuallyoneneedsto know the“readingframe”,but in
this exampleonecan�gure it out. In this particularcoding(equations(16)), the �rst binarydigit
distinguishesbetweenthesetcontainingA, (which we symbolizeasA) andthesetC & G & T, which
areequally likely. The seconddigit, usedif the �rst digit is 0, distinguishesC from G & T. The
�nal digit distinguishesG from T. Becauseeachchoiceis equallylikely (in ouroriginalde�nition
of the probabilitiesof the symbols),every binary digit in this codecarries1 bit of information.
Beware! Thiswon't alwaysbetrue.A binarydigit cansupply1 bit only if thetwo setsrepresented
by thedigit areequallylikely (asriggedfor thisexample).If they arenotequallylikely, onebinary
digit supplieslessthanonebit. (RecallthatH is atamaximumfor equallylikely probabilities.)So
if theprobabilitieswere

PA '

1
2

& PC '

1
6

& PG '

1
6

& PT '

1
6

& (19)

thereis no way to assigna (�nite) codesothateachbinarydigit hasthevalueof onebit (by using
largerblocksof symbols,onecanapproachit). In theriggedexample,thereis nowayto usefewer
than1.75binarydigits persymbol,but we couldbewastefulanduseextra digits to representthe
signal.TheFanocodedoesreasonablywell by splittingthesymbolsinto successivegroupsthatare
equallylikely to occur;youcanreadmoreaboutit in textson informationtheory. Theuncertainty
measuretells uswhatcouldbedoneideally, andsotells uswhat is impossible.For example,the
signalwith 1.75bitspersymbolcouldnotbecodedusingonly 1 binarydigit persymbol.

Tying the IdeasTogether
In the beginning of this primer we took information to be a decreasein uncertainty. Now

thatwehaveageneralformulafor uncertainty, (8), wecanexpressinformationusingthis formula.
Supposethatacomputercontainssomeinformationin its memory. If wewereto look at individual
�ip-�ops, we would have anuncertaintyHbef ore bits per �ip-�op. Supposewe now clearpartof
the computer's memory(by settingthe valuesthereto zero),so that thereis a new uncertainty,
smallerthanthepreviousone:Haf ter. Thenthecomputermemoryhaslostanaverageof

R
'

Hbef ore (

Haf ter (20)

bits of informationper �ip-�op. If the computerwas completelycleared,then Haf ter '

0 and
R

'

Hbef ore.

Now considera teletypereceiving charactersover a phoneline. If therewereno noisein the
phoneline andno othersourceof errors,the teletypewould print the text perfectly. With noise,
thereis someuncertaintyaboutwhethera characterprinted is really the right one. So beforea
characteris printed,theteletypemustbepreparedfor any of theletters,andthispreparedstatehas
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uncertaintyHbef ore, while after eachcharacterhasbeenreceived thereis still someuncertainty,
Haf ter. Thisuncertaintyis basedon theprobabilitythatthesymbolthatcamethroughis notequal
to thesymbolthatwassent,andit measurestheamountof noise.

Shannongaveanexampleof thisin section12of [10] (pages33-34of [13]). A systemwith two
equallylikely symbolstransmittingevery secondwould sendat a rateof 1 bit persecondwithout
errors.Supposethattheprobabilitythata0 is receivedwhena0 is sentis 0.99andtheprobability
of a 1 receivedis 0.01. “These�gures arereversedif a 1 is received.” Thentheuncertaintyafter
receiving a symbol is Haf ter ) *

0 + 99log20 + 99
*

0 + 01log20 + 01
)

0 + 081, so that the actualrate
of transmissionis R

)

1
*

0 + 081
)

0 + 919bits per second.2 Theamountof informationthat gets
throughis givenby thedecreasein uncertainty, equation(20).

Unfortunatelymany peoplehave madeerrorsbecausethey did not keepthis point clear. The
errorsoccurbecausepeopleimplicitly assumethatthereis no noisein thecommunication.When
thereis no noise,R

)

Hbef ore, aswith thecompletelyclearedcomputermemory. That is if there
is no noise, the amountof informationcommunicatedis equalto the uncertaintybefore commu-
nication. Whenthereis noiseandsomeoneassumesthat thereisn't any, this leadsto all kindsof
confusingphilosophies.Onemustalwaysaccountfor noise.

One Final Subtle Point. In the previous sectionyou may have found it odd that I usedthe
word“�ip-�op”. This is becauseI wasintentionallyavoidingtheuseof theword“bit”. Thereason
is thattherearetwo meaningsto thisword,aswementionedbeforewhile discussingFanocoding,
andit is bestto keepthemdistinct.Herearethetwo meaningsfor theword “bit”:

1. A binarydigit, 0 or 1. This canonly beaninteger. Thesè bits' aretheindividual piecesof
datain computers.

2. A measureof uncertainty, H, or informationR. Thiscanbeany realnumberbecauseit is an
average.It' s themeasurethatShannonusedto discusscommunicationsystems.

2Shannonusedthe notationHy ,

x- , meaningthe conditionaluncertaintyat the receiver y given the messagesent
from x, for whatwe call Haf ter. He alsousedtheterm“equivocation”.
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1 APPENDIX: A Tutorial On Logarithms

Understanding the Log Function. In themathematicaloperationof additionwe take two
numbersandjoin themto createa third:

1 . 1 / 2 0 (21)

Wecanrepeatthisoperation:
1 . 1 . 1 / 3 0 (22)

Multiplication is themathematicaloperationthatextendsthis:

3 1 1 / 3 0 (23)

In thesameway, we canrepeatmultiplication:

2 1 2 / 4 0 (24)

and
2 1 2 1 2 / 8 0 (25)

Theextensionof multiplicationis exponentiation:

2 1 2 / 22
/ 4 0 (26)

and
2 1 2 1 2 / 23

/ 8 0 (27)

This is read“two raisedto the third is eight”. Becauseexponentiationsimply countsthenumber
of multiplications,theexponentsadd:

22
1 23

/ 222 3
/ 25

0 (28)

Thenumber̀ 2' is calledthebaseof theexponentiation.If we raiseanexponentto anotherexpo-
nent,thevaluesmultiply: 3

22 4

3
/ 22

1 22
1 22

/ 222 22 2
/ 22 5 3

/ 26
0 (29)
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Theexponentialfunctiony 6 2x is shown in thisgraph3:
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Now considerthatwe have a numberandwe want to know how many 2's mustbemultiplied
togetherto get thatnumber. For example,given thatwe areusing`2' asthebase,how many 2's
mustbemultiplied togetherto get32?Thatis, wewantto solve thisequation:

2B
6 327 (30)

Of course,25
6 32, so B 6 5. To be ableto get a hold of this, mathematiciansmadeup a new

functioncalledthelogarithm:
log232 6 5 7 (31)

We pronouncethis as “the logarithmto the base2 of 32 is 5”. It is the “inversefunction” for
exponentiation:

2log2 a
6 a (32)

and
log2 8

2a 9

6 a 7 (33)

Thelogarithmicfunctiony 6 log2x is shown in thisgraph4:
3Theprogramto createthisgraphis at http://www.lecb.ncifcrf.gov/ : toms/delila/expgraph.html
4Theprogramto createthisgraphhttp://www.lecb.ncifcrf.gov/ : toms/delila/expgraph.html
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Thisgraphwascreatedby switchingthex andy of theexponentialgraph,which is thesameas
�ipping thecurveoveron a45; line. Noticein particularthatlog2 <

1=	> 0 andlog2 <

0=?> @ ¥ .

The Addition Law. Considerthisequation:

2aA b
> 2a B 2b (34)

which is justageneralizationof equation(28). Take thelogarithmof bothsides:

log22aA b
> log2 C

2a
B 2b D (35)

Exponentiationandthelogarithmareinverseoperations,sowecancollapsetheleft side:

a E b > log2 C

2a
B 2b D (36)

Now let'sbetricky andsubstitute:log2x > a andlog2y > b:

log2x E log2y > log2 C

2log2 x
B 2log2y D (37)

Again, exponentiationandthelogarithmareinverseoperations,sowe cancollapsethetwo cases
on theright side:

log2x E log2y > log2 <

x B y= (38)

This is theadditivepropertythatShannonwasinterestedin.
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The “Pull Forward” Rule. Fromequation(32):

a F 2log2 a G (39)

Raisebothsidesto theu:
au

F H 2log2a I

u
G (40)

Now, wecancombinetheexponentsby multiplying, asin (29):

au
F 2ulog2a

G (41)

Finally, take thelog base2 of bothsidesandcollapsetheright side:

log2au
F ulog2a (42)

This canberememberedasa rule thatallows oneto “pull” theexponentforwardfrom insidethe
logarithm.

How to Convert BetweenDiffer ent Bases.Calculatorsandcomputersgenerallydon't
calculatethelogarithmto thebase2, but wecanusea trick to make thiseasy. Startby letting:

x F logzaJ logzb (43)

Rearrangeit as:
logza F xlogzbG (44)

Now usea “reversepull forward” (!):

logza F logzbx (45)

anddropthelogs:
a F bx G (46)

Now take thelog baseb:
logba F logbbx G (47)

Thissimpli�es to:
logba F x G (48)

But weknow whatx is from equation(43):

logba F logzaJ logzb (49)

Theconversionrule to getlogarithmsbase2 from any basez is:

log2 K

aL?F logz K

aLMJ logz K

2L (50)

Noticethatsincethezdoesnotappearontheleft handsideit doesn't matterwhatkind of logarithm
you have available, becauseyou can always get to anotherbaseusing this equation! Try this
exampleonyour calculator:

log2 K

32L	F

logwhatever! K

32L

logwhatever! K

2L

G (51)
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You shouldget`5'.

Tricks With Powers of 2. In calculuswe learnaboutthe naturallogarithmwith basee N

2 O 718281828459045OPOMO

5 Calculationswith thisbasecaneasilybedonebyacomputerorcalculator,
but they aredif�cult for mostpeopleto do in their head.

In contrast,thepowersof 2 areeasyto memorizeandremember:

choices bits
M B
1 0
2 1
4 2
8 3

16 4
32 5
64 6

128 7
256 8
512 9

1024 10

where2B
N M andlog2M N B.

Wecanusethis tableandatrick to makequickestimatesof thelogsof highernumbers.Notice
that

210
N 1024 Q 1000 N 103

O (52)

Soto take thelog base2 of 4 R 106, we think:

log2 S

4 R 106 T

N log2 S

4TVU log2 S

106 T (53)

N 2 U log2 S

103
R 103 T (54)

N 2 U log2 S

103 TVU log2 S

103 T (55)

Q 2 U log2 S

210 TVU log2 S

210 T (56)

Q 2 U 10 U 10 (57)

Q 22 (58)

Theactualvalueis 21.93.

5Wantto impressyour friendsby memorizingthisnumber?Notethatafterthe2.7(youareyouyourown for that!)
we havetwo 1828's followedby a 45W -90W -45W triangle.


