Lab 2: Connecting Two LANs Using A Router

Name:

Date:

Objectives

Objective:  Connect two LAN’s using a router.

1. Setup LAN connections 

2. Configure Minicom

3. How to reset the Cisco router password

4. Assign IP addresses to the router interfaces for network configuration.

Background Reading

Go to the Cisco website, or use the Cisco Sybex publication, and read about user mode, user exec mode, configure terminal, and configure interface. Also, look at section that discusses how to reset a password.

· What register is used for the default configuration of the router?  

· What register is used to bypass this default register?

Required Equipment

1. Two established LANs

2. One Router

3. Cables

Exercises 

Students will perform the following tasks and explain:

a) How they did them.

b) Why they were/weren’t successful.

c) What they observed.

1. ____
Setup LAN connections

a. Set up the physical connections for the LAN’s.  

b. Connect the two LANs to the router using the appropriate cable (see Lab 1 for LAN setup).
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c. Using the above diagram configure the routing tables of each host.

For hosts on network 192.168.1.0

#route add –net 192.168.2.0 netmask 255.255.255.0 gw 192.168.1.254 dev eth0

For hosts on network 192.168.2.0

#route add –net 192.168.1.0 netmask 255.255.255.0 gw 192.168.2.254 dev eth0 

d. On network 192.168.1.0 ping broadcast address 192.168.1.255 to make sure the HUB/Switch is working.  Repeat the procedure for network 192.168.2.0

# ping –c 2 –b 192.168.1.255

………………………………………………………………………………………………

2. ____
Configure Minicom 

Minicom is used to interface with the router.
a. Verify that minicom has the correct parameters

# minicom –s

b. Set the default parameters to:

9600 baud rate

no parity

8 data bits

one stop bit

no flow control

c. Type minicom to establish a connection to the router.

# minicom


3. ____ 
Cisco password recovery

a. Reboot the router and perform a break during the reboot sequence.

· What is the break sequence for minicom?
(Ctrl-a f)
System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fc1)

Copyright (c) 2000 by cisco Systems, Inc.

C2600 platform with 49152 Kbytes of main memory

program load complete, entry point: 0x80008000, size: 0x403b9c

Self decompressing the image : #####################################################################################################################################################PC = 0xfff0ab6c, Vector = 0x500, SP = 0x82fff8c0

monitor: command "boot" aborted due to user interrupt
b. When a break sequence occurs during reboot the command prompt changes to rommon 1>

c. Type confreg 0x2142

· What does this hexadecimal address mean? (By typing in 0x2142, you bypassed the normal boot up process that starts at 0x2102, and the password prompt is not displayed.)

rommon 1 > confreg 0x2142

You must reset or power cycle for new config to take effect
d. Reset the router using the reset command

rommon 2 > reset

System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fc1)

Copyright (c) 2000 by cisco Systems, Inc.

C2600 platform with 49152 Kbytes of main memory

program load complete, entry point: 0x80008000, size: 0x403b9c

Self decompressing the image : ################################################################################################################################################################################################################################################################################################################################################################################################################################################################################################### [OK]

              Restricted Rights Legend

Use, duplication, or disclosure by the Government is

subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted

Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.

           cisco Systems, Inc.

           170 West Tasman Drive

           San Jose, California 95134-1706

Cisco Internetwork Operating System Software 

IOS (tm) C2600 Software (C2600-I-M), Version 12.0(7)T,  RELEASE SOFTWARE (fc2)

Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Tue 07-Dec-99 02:12 by phanguye

Image text-base: 0x80008088, data-base: 0x807AAF70

cisco 2621 (MPC860) processor (revision 0x600) with 39936K/9216K bytes of memory.

Processor board ID JAD06020ND6 (3352753447)

M860 processor: part number 0, mask 49

Bridging software.

X.25 software, Version 3.0.0.

2 FastEthernet/IEEE 802.3 interface(s)

1 Serial network interface(s)

32K bytes of non-volatile configuration memory.

16384K bytes of processor board System flash (Read/Write)
e. Answer “no” to enter setup mode and type enable to enter privileged mode.

Now you need to load the original startup-configuration file back into the running-configuration file.



# copy startup-config running-config



# configure terminal



# enable secret password

Note:  Do not type password.  This should be your own private password, or the password assigned by the teacher.

· What are the shortcuts to the above commands?  ( copy start run)  (config t)

         --- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: no

Press RETURN to get started!

SYS-5-RESTART: System restarted --

Cisco Internetwork Operating System Software 

IOS (tm) C2600 Software (C2600-I-M), Version 12.0(7)T,  RELEASE SOFTWARE (fc2)

Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Tue 07-Dec-99 02:12 by phanguye

Router>

Router>enable

Router#copy startup-config running-config

Destination filename [running-config]? 

Router#configure terminal

Enter configuration commands, one per line.  End with CNTL/Z.

Router(config)#enable secret yoda
f. Now the configuration register needs to be set back to the default hexadecimal value.

# config-register 0x2102

CTRL-Z to exit configuration mode

Router(config)#config-register 0x2102
g. Save the new configuration.  

· What command would you use to save the running configuration to the startup configuration? (copy running-config startup-config)

Router(config)#copy running-config startup-config

Destination filename [startup-config]? 

Building configuration...

[OK]
h. Now we are going to erase the startup configuration file, so you can configure the router yourself.

· What command is needed to erase the start up configuration file?

(erase startup-config)

Router#erase startup-config

Erasing the nvram filesystem will remove all files! Continue? [confirm]

[OK]

Erase of nvram: complete

Router#
i. The preceeding command deletes the contents of the NVRAM on the router, and the next time the router reboots, it will run the setup mode, which you will configure.

j.   Reboot the router.

System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fc1)

Copyright (c) 2000 by cisco Systems, Inc.

C2600 platform with 49152 Kbytes of main memory

program load complete, entry point: 0x80008000, size: 0x403b9c

Self decompressing the image : ################################################################################################################################################################################################################################################################################################################################################################################################################################################################################################### [OK]

              Restricted Rights Legend

Use, duplication, or disclosure by the Government is

subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted

Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer

Software clause at DFARS sec. 252.227-7013.

           cisco Systems, Inc.

           170 West Tasman Drive

           San Jose, California 95134-1706

Cisco Internetwork Operating System Software 

IOS (tm) C2600 Software (C2600-I-M), Version 12.0(7)T,  RELEASE SOFTWARE (fc2)

Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Tue 07-Dec-99 02:12 by phanguye

Image text-base: 0x80008088, data-base: 0x807AAF70

cisco 2621 (MPC860) processor (revision 0x600) with 39936K/9216K bytes of memory.

Processor board ID JAD06020ND6 (3352753447)

M860 processor: part number 0, mask 49

Bridging software.

X.25 software, Version 3.0.0.

2 FastEthernet/IEEE 802.3 interface(s)

1 Serial network interface(s)

32K bytes of non-volatile configuration memory.

16384K bytes of processor board System flash (Read/Write)
4. ____ Router configuration and ip addresses

a. You should see the following lines after reboot:

Would you like to enter the initial configuration dialog? [yes/no]: yes
Would you like to enter basic management setup? [yes/no]:no
First, would you like to see the current interface summary?[yes]: return
Enter host name[Router]: Router name
Enter enable secret:  secret password here
Enter enable password:  Another secret password here
.
Enter virtual terminal password:  password here.

· What is this password used for?

(Sets the telnet password for remote log in)

Configure SNMP Network Management?[yes]:no
Community string [public]: Enter
Configure DECnet? [no]: Enter

Configure AppleTalk? [no]: no

Configure IP? [yes]: yes
Configure IGRP routing? [yes]: no

Configure RIP routing? [no]: Enter

Configure bridging? [no]: Enter

Configure IPX? [no]: Enter

         --- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: yes

At any point you may enter a question mark '?' for help.

Use ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity

for management of the system, extended setup will ask you

to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: no

First, would you like to see the current interface summary? [yes]: 

Any interface listed with OK? value "NO" does not have a valid configuration

Interface                  IP-Address      OK? Method Status                Protocol

FastEthernet0/0            unassigned      NO  unset  up                    up      

Serial0/0                  unassigned      NO  unset  down                  down    

FastEthernet0/1            unassigned      NO  unset  up                    up      

Configuring global parameters:

  Enter host name [Router]: router2

  The enable secret is a password used to protect access to

  privileged EXEC and configuration modes. This password, after

  entered, becomes encrypted in the configuration.

  Enter enable secret: yoda

  The enable password is used when you do not specify an

  enable secret password, with some older software versions, and

  some boot images.

  Enter enable password: password

  The virtual terminal password is used to protect

  access to the router over a network interface.

  Enter virtual terminal password: yoda

  Configure SNMP Network Management? [yes]: no

  Configure IP? [yes]: yes

    Configure IGRP routing? [yes]: no

    Configure RIP routing? [no]: 

  Configure bridging? [no]: 

Async lines accept incoming modems calls. If you will have

users dialing in via modems, configure these lines.

Configure Async lines? [yes]: no

Configuring interface parameters:
d.
In this lab, we are only going to configure the FastEthernet interfaces.

e.
Configuring interface parameters:

Do you want to configure FastEthernet0/0 interface?[yes]: Enter
Use the 100 Base-TX (RJ-45) connector? [yes]: Enter
Operate in full-duplex mode? [no]: yes 
Configure IP on the interface? [yes]: Enter
Ip address for this interface:  Enter ip address 192.168.2.254 
Subnet mask for this interface [255.255.255.0]: Enter subnet mask 255.255.255.0 

Do you want to configure FastEthernet0/1 interface?[yes]: Enter
Use the 100 Base-TX (RJ-45) connector? [yes]: Enter
Operate in full-duplex mode? [no]: yes 
Configure IP on the interface? [yes]: Enter
Ip address for this interface:  Enter ip address 192.168.1.254 
Subnet mask for this interface [255.255.255.0]: Enter subnet mask 255.255.255.0 
Do you want to configure FastEthernet0/0  interface? [yes]: yes

  Use the 100 Base-TX (RJ-45) connector? [yes]: yes

  Operate in full-duplex mode? [no]: yes

  Configure IP on this interface? [yes]: yes

    IP address for this interface: 192.168.1.254

    Subnet mask for this interface [255.255.255.0] : 255.255.255.0

    Class C network is 192.168.1.0, 24 subnet bits; mask is /24

Do you want to configure Serial0/0  interface? [yes]: no

Do you want to configure FastEthernet0/1  interface? [yes]: yes

  Use the 100 Base-TX (RJ-45) connector? [yes]: yes

  Operate in full-duplex mode? [no]: yes

  Configure IP on this interface? [yes]: yes

    IP address for this interface: 192.168.2.254

    Subnet mask for this interface [255.255.255.0] : 255.255.255.0

    Class C network is 192.168.2.0, 24 subnet bits; mask is /24

The following configuration command script was created:

hostname router2

enable secret 5 $1$OAVm$3Bv6n6yXRnD0zmACoCQiO.

enable password password

line vty 0 4

password yoda

no snmp-server

!

ip routing

no bridge 1

!

interface FastEthernet0/0

media-type 100BaseX

full-duplex

ip address 192.168.1.254 255.255.255.0

!

interface Serial0/0

shutdown

no ip address

!

interface FastEthernet0/1

media-type 100BaseX

full-duplex

ip address 192.168.2.254 255.255.255.0

dialer-list 1 protocol ip permit

dialer-list 1 protocol ipx permit

!

end

[0] Go to the IOS command prompt without saving this config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]: 

Building configuration...

[OK]Use the enabled mode 'configure' command to modify this configuration.

Press RETURN to get started!

SYS-5-RESTART: System restarted --

Cisco Internetwork Operating System Software 

IOS (tm) C2600 Software (C2600-I-M), Version 12.0(7)T,  RELEASE SOFTWARE (fc2)

Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Tue 07-Dec-99 02:12 by phanguye

router2>

f.
Verify that the interfaces are set correctly



router# show interfaces



-------output------

router2>show interfaces

FastEthernet0/0 is up, line protocol is up 

  Hardware is AmdFE, address is 0008.a3b3.7e20 (bia 0008.a3b3.7e20)

  Internet address is 192.168.1.254/24

  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, 

     reliability 255/255, txload 1/255, rxload 1/255

  Encapsulation ARPA, loopback not set

  Keepalive set (10 sec)

  Full-duplex, 100Mb/s, 100BaseTX/FX

  ARP type: ARPA, ARP Timeout 04:00:00

  Last input 00:00:11, output 00:00:05, output hang never

  Last clearing of "show interface" counters never

  Queueing strategy: fifo

  Output queue 0/40, 0 drops; input queue 0/75, 0 drops

  5 minute input rate 0 bits/sec, 0 packets/sec

  5 minute output rate 0 bits/sec, 0 packets/sec

     190 packets input, 21540 bytes

     Received 190 broadcasts, 0 runts, 0 giants, 0 throttles

     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored

     0 watchdog, 0 multicast

     0 input packets with dribble condition detected

     66 packets output, 19108 bytes, 0 underruns

     0 output errors, 0 collisions, 2 interface resets

     0 babbles, 0 late collision, 0 deferred

 --More-- 

     0 lost carrier, 0 no carrier

     0 output buffer failures, 0 output buffers swapped out

 --More-- 

Serial0/0 is administratively down, line protocol is down 

  Hardware is PowerQUICC Serial

  MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, 

     reliability 255/255, txload 1/255, rxload 1/255

  Encapsulation HDLC, loopback not set

  Keepalive set (10 sec)

  Last input never, output never, output hang never

  Last clearing of "show interface" counters 00:03:45

  Input queue: 0/75/0 (size/max/drops); Total output drops: 0

  Queueing strategy: weighted fair

  Output queue: 0/1000/64/0 (size/max total/threshold/drops) 

     Conversations  0/0/256 (active/max active/max total)

     Reserved Conversations 0/0 (allocated/max allocated)

  5 minute input rate 0 bits/sec, 0 packets/sec

  5 minute output rate 0 bits/sec, 0 packets/sec

     0 packets input, 0 bytes, 0 no buffer

     Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

     0 packets output, 0 bytes, 0 underruns

     0 output errors, 0 collisions, 1 interface resets

     0 output buffer failures, 0 output buffers swapped out

     0 carrier transitions

     DCD=down  DSR=down  DTR=down  RTS=down  CTS=down

 --More-- 

 --More-- 

FastEthernet0/1 is up, line protocol is up 

  Hardware is AmdFE, address is 0008.a3b3.7e21 (bia 0008.a3b3.7e21)

  Internet address is 192.168.2.254/24

  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, 

     reliability 255/255, txload 1/255, rxload 1/255

  Encapsulation ARPA, loopback not set

  Keepalive set (10 sec)

  Full-duplex, 100Mb/s, 100BaseTX/FX

  ARP type: ARPA, ARP Timeout 04:00:00

  Last input 00:00:00, output 00:00:00, output hang never

  Last clearing of "show interface" counters never

  Queueing strategy: fifo

  Output queue 0/40, 0 drops; input queue 0/75, 0 drops

  5 minute input rate 0 bits/sec, 0 packets/sec

  5 minute output rate 0 bits/sec, 0 packets/sec

     23 packets input, 12116 bytes

     Received 21 broadcasts, 0 runts, 0 giants, 0 throttles

     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored

     0 watchdog, 0 multicast

     0 input packets with dribble condition detected

     69 packets output, 19326 bytes, 0 underruns

     0 output errors, 0 collisions, 2 interface resets

     0 babbles, 0 late collision, 0 deferred

 --More-- 

     0 lost carrier, 0 no carrier

     0 output buffer failures, 0 output buffers swapped out

g.
Verify routes between LAN’s



router# show ip route



-------output------

router2>sh ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area 

       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

       * - candidate default, U - per-user static route, o - ODR

       P - periodic downloaded static route

Gateway of last resort is not set

C    192.168.1.0/24 is directly connected, FastEthernet0/0

C    192.168.2.0/24 is directly connected, FastEthernet0/1

router2>


From a host on network A try to ping network B
Next, run traceroute on one network to the other to demonstrate the packets are going through the router.

………………………………………………………………………………………………
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