Lab 9:
Simple Network Management Protocol 

Name:

Date:

Objectives

Objective:  Learn how to use SNMP for network management and how content distribution works

1. Setup SNMP

2. Net-snmp for network information

3. Snmp traps for network events

Background Reading

Read sections about SNMP and MIB’s.  Read man pages on the net-snmp utility’s commands snmpget, snmptranslate, snmpwalk,  snmpset and the snmptrap daemon.  Read about Cisco specific server commands to configure routers.

Required Equipment

1. Operational networks

2. Network management station

3. net-snmp utility

Excercises

Students will perform the following tasks and explain:

a)How they did them.

b)Why they were/were not successful.

c)What they observed.


1____Setup SNMP

a. start the snmpd running on hosts that require monitoring

Which hosts require monitoring?(Hosts that provide a service or act as a gateway should be configured for snmp to allow the NMS to access information regarding performance)
root# /etc/init.d/snmpd start
b. configure routers to run snmp

What are community strings and what are they used for?(Community strings identify snmp agents that reside in the same managed network. They are also used to provide security as a type of password for specified access rights)



      Router1# config t



    Router1(config)# snmp-server community public RO



    Router1(config)# snmp-server community private RW

2____Net-snmp

a. select a host to be the Network Management Station(NMS)

b. install net-snmp if not already installed on the NMS

root# ./configure

root# make

root# make install
c. verify snmp functionality by using the snmpget command

 root# snmpget –v 1 –c public 192.168.6.253 sysUpTime.0
SNMPv2-MIB::sysUpTime.0 = Timeticks: (586752671) 67 days, 21:52:05.71
d. identify useful MIB’s using the snmptranslate or snmpwalk command

How does the snmpwalk command work?(recursively calls snmpgetnext starting at the given MIB node)


root# snmpwalk –v 1 –c public 192.168.6.253 system

SNMPv2-MIB::sysDescr.0 = STRING: Cisco Internetwork Operating System Software 

IOS (tm) C2600 Software (C2600-I-M), Version 12.0(7)T,  RELEASE SOFTWARE (fc2)

Copyright (c) 1986-1999 by cisco Systems, Inc.

Compiled Tue 07-Dec-99 02:12 by phanguye

SNMPv2-MIB::sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.209

SNMPv2-MIB::sysUpTime.0 = Timeticks: (179914767) 20 days, 19:45:47.67

SNMPv2-MIB::sysContact.0 = STRING: yoda

SNMPv2-MIB::sysName.0 = STRING: router1

SNMPv2-MIB::sysLocation.0 = STRING: gateway router for autonomous system 1

SNMPv2-MIB::sysServices.0 = INTEGER: 78

SNMPv2-MIB::sysORLastChange.0 = Timeticks: (0) 0:00:00.00
e. verify snmp functionality by using the snmpset command

What major security issue does snmpset cause?(The router or any of its interfaces can be disabled using the set command)



root#snmpset –v 1 –c private 192.168.6.253 sysName.0 s “router1”

SNMPv2-MIB::sysName.0 = STRING: router1
f. change the state of an interface using snmp

root# snmpset –v 1 –c private 192.168.6.253 1.3.6.1.2.1.2.2.7.1 i 2

IF-MIB::ifAdminStatus.1 = INTEGER:  down(2) 


3____Snmp traps

a. configure routers to send traps to the NMS

router1# config t

router1(config)# snmp-server host 192.168.1.4 public



router1(config)# snmp-server enable traps
b. edit the trap daemon’s start up script in /etc/init.d to log events to the file /var/log/snmptraps

root# vi /etc/init.d/snmptrapd

OPTIONS = “-s -o /var/log/snmptraps” 

c. start the snmptrap daemon running on the NMS

root# /etc/init.d/snmptrapd start
d. shutdown an interface on one of the routers to verify the trap

root# snmpset –v 1 –c private 192.168.3.254 1.3.6.1.2.1.2.2.7.3 i 2
e. verify the trap was logged in the snmptraps file by checking the log file

