
1 of 7 

 

DEFENDING AGAINST MALICIOUS NODES USING AN SVM BASED REPUTATION SYSTEM  

 

Rehan Akbani, Turgay Korkmaz, and G. V. S. Raju 

{ rakbani@cs.utsa.edu, korkmaz@cs.utsa.edu, and gvs.raju@utsa.edu} 

University of Texas at San Antonio 

San Antonio, TX, USA 

 
ABSTRACT 

 

Many networks, such as P2P networks, MANETs, file 

sharing networks, and online auction networks rely on 

node cooperation. If a malicious node gains access to such 

a network it can easily launch attacks, such as spreading 

viruses or spam, or attacking known vulnerabilities. 

Reputation Systems (RS) defend against malicious nodes 

by observing their past behavior in order to predict their 

future behavior. These RSs usually comprise of statistical 

models or equations that are designed by hand and only 

defend against specific patterns of attacks. In this paper, 

we propose a Support Vector Machines (SVM) based RS 

that defends against many patterns of attacks. It can be 

retrained to detect new attack patterns as well. We discuss 

the challenges associated with building RSs and how our 

RS tackles each of them. We compare the performance of 

our RS with another RS found in the literature, called 

TrustGuard, and perform detailed evaluations against a 

variety of attacks. The results show that our RS 

significantly outperforms TrustGuard. Even when the 

proportion of malicious nodes in the network is large, our 

RS can discriminate between good and malicious nodes 

with high accuracy. In addition our scheme has very low 

bandwidth overheads. 

 

INTRODUCTION  

 

Reputation Systems (RS) have the challenging goal of 

protecting a network against malicious transactions from 

malevolent or compromised nodes. They are very useful in 

networks that rely on node cooperation such as distributed 

networks, Peer-to-Peer (P2P) networks, computational 

mesh networks, ad-hoc wireless networks and file sharing 

networks [1-4]. In general, any network that is susceptible 

to intruders and lacks dedicated trusted servers can benefit 

from RSs. Example applications include sensor networks, 

corporate warehouse networks, auction sites and military 

communications networks. 

 

Since there is no litmus test to check whether a node in a 

network is malicious or benign, RSs try to predict the  
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future behavior of a node by analyzing its past behavior. 

Each node that interacts with another node stores some 

feedback about the interaction. The interaction is either 

classified as legitimate or suspicious (or some value in 

between). If, for instance, the interaction consisted of 

downloading a file, the client could determine if the 

downloaded file was indeed the one requested, or it was a 

Trojan, a virus, or spam. Based on the feedback of various 

nodes, a new node can decide whether to transact with a 

given node or not, even though they may never have 

interacted before. eBay utilizes this form of reputation 

system where users leave feedback about other users. 

 

In general, we can summarize existing RSs [1-3, 5] within 

a general framework depicted in Fig 1. According to this 

framework, a node that needs to decide whether to transact 

with another node or not must first gather historical data 

about that node (e.g., the proportion of good vs. bad 

transactions in the last x minutes). Then it applies a 

customized mathematical equation or statistical model to 

the data to produce an output score. For example, the RS 

in [3] is based on using Eigen values from Linear Algebra , 

the one in [2] is based on using derivatives and integrals, 

whereas the one in [5] is based on Bayesian systems 

utilizing the Beta distribution. Depending on the output of 

the equation or model, the system then decides how to 

respond. In most cases, the equation or model is 

customized to detect specific types of malicious behavior 

only. For instance, the algorithm in [2] is designed to 

detect malicious behavior that alternates with good 

behavior and varies over time. 

 

 
 

Fig. 1. General framework of a Reputation System that 

decides whether to transact with a given node or not. 

 

In this research, we employ Machine Learning, 

specifically Support Vector Machines (SVM), in order to 

build a flexible and dynamic RS that can be trained to 

thwart a multitude of attack patterns easily and efficiently. 

In theory, it can also be retrained to detect new, previously 

unknown attack patterns. 
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OUR MACHINE LEARNING  APPROACH 

 

Using Fig. 1, we can redefine the problem of designing 

Reputation Systems (RS) into one of finding the optimal 

set of input features and equations (steps 1 and 2 in Fig. 1) 

that allow us to distinguish between malicious and benign 

nodes with high accuracy. Machine Learning (ML) is of 

particular significance in this context since many ML 

algorithms are able to determine and approximate the 

optimal equation needed to classify a given set of data. We 

envision the problem of RS as a time series prediction 

problem, which states: Given the values of the dependent 

variable at times (t, t-1, t-2, ..., t-n), predict the value of the 

variable at time (t + 1) [8], [9]. The dependent variable in 

this case is the proportion of good transactions conducted 

by a node in a given time slot. Predicting this variable at 

time (t + 1) gives us the probability that the node will 

behave well if we choose to transact with it at time (t + 1). 

Therefore, we opted to use Support Vector Machines 

(SVM) as our ML algorithm because it has been shown to 

successfully approximate mathematical functions [6] and 

make time series predictions [7]. 

 

In our scheme, we build SVM models against different 

types of malicious behaviors offline, and then upload those 

models to the nodes in the network. The nodes can use 

those models to classify new nodes and predict if a new 

node is malicious or not. Constructing models is 

computationally expensive so it is done offline, possibly 

by a third party. However, the classification step is not 

very expensive and can be done on the node in real time. 

When a new type of attack is discovered, a new model can 

be constructed against it. This is similar to how anti-virus 

systems work where the anti-virus is developed offline and 

then uploaded to clients. Similarly, in our scheme the 

vendor of the RS might update its subscribers with SVM 

models against new attacks. 

 

An implied assumption is that after a transaction has taken 

place, a node can determine if the transaction was good or 

bad with a certain high probability. This is true in many 

cases, such as in commercial transactions on eBay, as well 

as in file downloads (where a corrupted or virus infected 

file would be considered bad), or in providing network 

services [8-9]. Another assumption is that the feedbacks 

can be reliably transmitted without being tampered with. 

This can be accomplished by a node digitally signing 

every feedback it sends. These assumptions are made by 

many researchers in the field [1-3] and we also make the 

same assumptions in our study. However, a few 

transactions might be incorrectly labeled good or bad. 

SVM can handle fair amounts of such ñnoiseò in the 

dataset [6]. 

 

BUILDING THE SVM BASED REPUTATION 

SYSTEM 

 

If all the participants in a network gave honest and correct 

feedbacks about the transactions they conducted, then it 

would be trivial to spot malicious nodes since all the good 

nodes would have 100% positive feedbacks, whereas the 

malicious nodes would not. But in reality, this is not the 

case and we have to deal with three principle challenges: 

 

i. Dishonest feedback given by malicious nodes against 

other nodes they have transacted with. 

ii. Fake feedback given by malicious nodes about 

transactions that never really occurred. 

iii.  Incorrect feedback from legitimate nodes that 

inadvertently fail to correctly categorize a transaction. 

 

Our goal is to use SVM to tackle problems i and ii i. 

However, SVM cannot detect if a feedback was fake, so 

we propose another mechanism in the next section to deal 

with ii . We assume that the proportion of dishonest to 

honest feedbacks given by malicious nodes is much higher 

than the proportion of incorrect to correct feedbacks given 

by legitimate nodes. This is how we can distinguish 

between inadvertent and deliberately false feedbacks. If 

malicious nodes reduce the proportion of dishonest 

feedbacks to match those of incorrect feedbacks, we have 

still succeeded in our goal of reducing malicious behavior. 

 

We have to take into account several factors when building 

the SVM based RS that will deal with problems i and iii . 

The most important factor is the set of features to use. We 

divide time into regular intervals called time slots. The 

features in our experiments consist of the proportion of 

positive vs. negative feedbacks assigned to a node during a 

given time slot by the nodes it has transacted with. To 

collect features for a test node, we need to query all the 

nodes in the network and ask them to provide us any 

feedbacks they have about the node for a given slot. The 

fraction of positive feedbacks versus total feedbacks for 

that slot forms a single feature. Each time slot then 

corresponds to one feature. This is in accordance with [2], 

and is also based on features used in time series prediction 

problems [7]. The number of features is also important. 

Using too few features might not provide sufficient 

information to the classifier, whereas using too many 

might result in the ñCurse of Dimensionalityò [6] and 

spurious overheads. We can vary the number of features 

by varying the number of time slots used. We use 15 time 

slots in our implementation. 

 

Next, we need to consider the proportion of malicious 

nodes vs. good nodes for the training set, called the 

imbalance ratio. In an actual setting, we would not know 
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the proportion of malicious nodes in the network, so the 

testing should be done with varying imbalance ratios. 

However, the training set can only have one imbalance 

ratio since we need to build just one SVM model. We use 

a malicious node proportion of about 60 %. 

 

For SVM, the kernel used is another key factor. We 

decided to use the linear kernel since it provides good 

results and it is computationally less expensive to build 

and test than other kernels. The size of the training dataset 

used to train the classifier was 1,000 instances. The next 

section describes how to tackle problem ii . 

 

GUARDING AGAINST FAK E FEEDBACKS 

 

Fake feedbacks are feedbacks about transactions that never 

actually occurred. So, for instance, node x may provide 

some feedback (either good or bad) about another node y, 

when in reality y never transacted with x. A malicious 

node may try to provide several bad feedbacks about 

another node in order to reduce its reputation. To guard 

against this, TrustGuard [2] proposed a mechanism for 

binding transactions to ñtransaction proofs,ò such that (i) a 

proof cannot be forged and (ii) is always exchanged 

atomically. These proofs ensure that every feedback is tied 

to a transaction that actually took place. TrustGuard 

ensures atomicity by using trusted third parties that must 

become online frequently to resolve disputes. 

 

In our work, we also propose to use transaction proofs that 

cannot be forged, but we relax the restriction of atomicity. 

This is because we would like to eliminate the need for a 

trusted third party that must be frequently online. This in 

itself provides a window of opportunity to adversaries 

when the third party becomes offline, as pointed out in [2] 

itself. 

 

In our implementation, each node has a pair of public and 

private keys. A client contacts a server and requests 

service. The server responds and it either denies the 

request or commits to providing the service. If it commits, 

the server will send the client a certificate to sign. The 

certificate has the following fields: 

 

Server ID, Client ID, Time Slot ID, Transaction Number 

 

The server and client IDs are self-explanatory (e.g. IP 

addresses of each). The Time Slot ID is the time stamp of 

when the current time slot began. If, for instance, a time 

slot is 30 minutes long, the client should check that the 

time slot ID should be no more than 30 minutes prior to 

the current time. All the nodes in the network must be 

aware of how long the time slots are and when a new time 

slot starts. The Transaction Number is the number of 

transactions that have occurred (including the current one) 

between the client and the server in the current time slot. 

All of these fields are verified by the client and then 

signed. Note that each node only needs to keep track of the 

transactions that it has conducted within the current time 

slot. A node will never need to sign a certificate for a 

previous time slot. 

 

After verification, the client sends the signed certificate 

back to the server. The server verifies the signature and 

then signs the same certificate with its own private key and 

sends it to the client. Then it provides the requested 

service. In this way, both the client and the server end up 

with copies of the certificate signed by each other. In 

future, if a node z, asks either of them to provide feedback 

about the other, it will provide the feedback and present 

the signed certificate. In this way, z can verify the number 

of transactions that actually occurred between the two 

nodes in the given time slot, and the number of feedbacks 

expected for that time slot. 

 

We realize that because of the lack of exchange atomicity, 

after receiving the signed certificate from the client a 

malicious server might refuse to provide the client with a 

certificate signed by it. In that case, the server will get only 

one opportunity to give bad feedback about the client. In 

addition, the client will know that the server is malicious 

and not transact with it in future. If the server continues to 

do this with other nodes, several nodes will quickly realize 

that the server is malicious. Furthermore, since no 

transactions were actually completed with those nodes, the 

server would not achieve its goals of conducting many 

malicious transactions. On the other hand, if the server 

were to go ahead and complete the transaction, the client 

would not know for sure that the server is malicious and 

might transact with it in future again. This will give the 

server more than one opportunity to give bad feedbacks 

about the client and conduct many malicious transactions. 

Therefore, we argue that it is in the malicious serverôs 

interest to complete a transaction, so we do not need to 

enforce exchange atomicity and employ trusted third 

parties that must remain online frequently. 

 

EXPERIMENTS AND RESULTS 

 

Simulation Setup 

We generated the datasets using simulations of a network 

consisting of 1,000 nodes. Time was divided into slots and 

in each time slot, several transactions were conducted 

between two randomly chosen pairs of nodes. Each node 

would then label the transaction as good or bad and store 

that label. The label may or may not reflect the true 

observation of a node, i.e. a node may lie about a 

transaction and give dishonest feedback (problem i). 
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Good Behavior: Good behavior is characterized as a node 

conducting a normal transaction and giving honest 

feedback about it. 

 

Bad Behavior: Bad behavior is characterized as a node 

conducting a malicious transaction and then giving 

dishonest feedback. Good nodes are always given bad 

feedback. 

 

In addition, we introduced a random error of 5% to 

account for the fact that a node may incorrectly detect a 

transaction and mistakenly label it good or bad. This 

corresponds to problem iii  described above. 

The simulation was allowed to run for several time slots 

and then data about each node was gathered. To gather 

data about a node x, all the other nodes in the network 

were queried and asked to give information about x going 

back a certain number of time slots. The total number of 

good and bad transactions conducted by x in a given time 

slot were accumulated and the proportion of positive 

feedback was computed. This computation was repeated 

for each time slot of interest. In this way a concise, 

aggregate historical record of x was obtained. The correct 

label of malicious or benign was assigned to x by us, based 

on its role in the simulation, for testing purposes only. The 

following attack scenarios were tested. 

 

Attack Scenarios 

In each attack scenario all the good nodes behave well 

consistently throughout the simulation, however the 

behavior of malicious nodes varies with the attack type as 

described below. 

 

Attack 1:  This is the simplest attack scenario in which all 

the malicious nodes consistently behave maliciously. 

These nodes do not collude amongst each other. 

 

Attack 2:  In this scenario, the behavior of malicious nodes 

oscillates between good and bad at regular intervals. The 

aim of the malicious node is to boost its reputation by 

being good first, and then use its high reputation to 

conduct malicious transactions. As a result, its reputation 

would decrease again, so it will oscillate into good 

behavior once again to boost its reputation. Again there is 

no collusion between the nodes. 

 

Attack 3:  This attack is similar to attack 2, except that 

now the malicious nodes collude with each other. Every 

time they happen to transact with each other, they 

recognize each other and leave positive feedback to boost 

each othersô scores. The nodes might recognize each other, 

for instance, if they belong to the same owner or colluding 

groups of owners. 

 

Attack 4: This attack is more severe than attack 3 because 

this time whenever malicious nodes recognize each other, 

not only do they leave positive feedback about each other, 

but they also conduct further transactions with each other 

to leave even more positive feedback. But of course, there 

is a limit to the number of fake transactions they can 

conduct without being caught as obviously fake. In our 

simulations we conduct a random number of fake 

transactions, up to a maximum of ten, within one time slot. 

 

Attack 5:  In this attack scenario we combined all four 

types of malicious nodes described above. A quarter of all 

the malicious nodes behave as in attack 1, another quarter 

behave as in attack 2 and so on. In a real world setting we 

would not know which, if any, attack was being launched 

by any given node, so the performance of the RS in this 

attack scenario would tell us what would happen if all the 

attacks were conducted simultaneously. 

 

Evaluation 

We evaluated our SVM based RS against two other 

algorithms, TrustGuard Naïve and TrustGuard TVM 

(Trust Value based credibility Measure) [2], which we 

implemented ourselves. Each of the five attack scenarios 

described above were tested. We set the same parameters 

for TrustGuard that their authors used in their paper. 

TrustGuardôs authors have shown that it performs very 

well compared to eBayôs reputation system, which is 

commonly used as a benchmark in the literature for RSs. 

Therefore, we decided to directly compare our 

performance with TrustGuard, instead of eBay. 

 

We collected data going back 15 time slots for each 

simulation run. For oscillating behavior, the period of 

oscillations was kept less than 15 to ensure it was 

distinguishable from legitimate behavior. In future, we 

plan to devise a system to overcome this limitation by 

looking at many more timeslots and compressing their data 

into 15 features. For SVM, a separate set of training data 

was also generated and SVM was trained on it. The 

training data had a fixed proportion of malicious nodes 

(about 60%). 

 

For each node, its transaction history for the last 15 slots 

was fed into each RS. Then using the output of the RS, a 

determination was made about whether the node was 

malicious or benign. For SVM this was done by looking at 

the distance between the test node and the decision 

boundary. If this distance was greater than a threshold, the 

node was considered benign. Larger thresholds result in 

fewer false positives, but also fewer true positives. This 

might be desirable in critical applications where we want 

to be sure that a node that is given access to a resource is 

indeed good, even if that means denying access to some  



5 of 7 

 

 
Fig. 2. Classification Error vs. Proportion of malicious 

nodes for Attack 1. 

 

Fig. 4. Classification Error vs. Proportion of malicious 

nodes for Attack 3. 

 

legitimate nodes. TrustGuard outputs a score that can also 

be compared against a threshold and access can be granted 

if the score is greater than the threshold. 

 

Classification Error: In the first set of experiments, the 

thresholds were fixed at their midpoint values so that the 

results were not artificially biased either towards 

increasing true positives (lower thresholds) or decreasing 

false positives (higher thresholds) but were halfway. Since 

the range of thresholds for SVM is (-Ð, Ð), its threshold 

was set to 0. The range for TrustGuard is [0, 1], so its 

threshold was set to 0.5. Then the percentage of malicious 

nodes in the network was varied. The proportion of nodes 

that were misclassified, or the classification error, was 

measured. The results for each attack type are illustrated. 

The results show that SVM significantly outperforms 

TrustGuardôs Naµve and TVM algorithms for all attack 

types, even if the proportion of malicious nodes is very 

large (i.e. 80%). The difference is especially stark in 

attacks 2 to 5, when the attackerôs behavior oscillates 

between good and bad. It is also interesting to note that,  

 
Fig. 3. Classification Error vs. Proportion of malicious 

nodes for Attack 2. 

 

 
Fig. 5. Classification Error vs. Proportion of malicious 

nodes for Attack 4. 

 

Fig. 6. Classification Error vs. Proportion of malicious 

nodes for Attack 5. 

 

with the exception of attack 1, there is not much difference 

between TrustGuardôs TVM and Naïve algorithms, even 

though TVM is much more complex. 
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Fig. 7. ROC Curves for Attack 1. 

 

 
Fig. 9. ROC Curves for Attack 3. 

 

ROC Curves: To obtain more in depth evaluations, we 

ran hundreds of more simulations in order to generate 

ROC curves for all three RSs. ROC curves are commonly 

used in Machine Learning to evaluate classifiers, 

irrespective of the thresholds used. The curve is obtained 

by varying the threshold, so that we can compare how the 

true positive rate varies with the false positive rate. The 

area under the ROC curve shows how good a classifier is. 

Classifiers with larger areas under the curve are better. The 

ideal ROC curve is an upside down L-shaped curve, 

containing the point (0, 1) that corresponds to 100% true 

positive rate and 0% false positive rate. 

 

Each point on the curve was obtained by running 30 

simulations with different random number seeds, and then 

taking their mean. Confidence Intervals were taken around 

each point to ensure that the curve of SVM did not overlap 

with that of TrustGuard (the confidence intervals are too 

small to be visible on the graphs). The results are shown in 

Figs. 7-11, along with the diagonal random ñGuessingò 

line on each graph which corresponds to randomly 

guessing the label of the given nodes. The results show 

that SVM again outperforms TrustGuard, regardless of the  

Fig. 8. ROC Curves for Attack 2. 

 

 
Fig. 10. ROC Curves for Attack 4. 

 

 
Fig. 11. ROC Curves for Attack 5. 

 

thresholds used. The area under the curve is greater for 

SVM than TrustGuard in all cases. 

 

Bandwidth Overhead: In addition to measuring 

classification performance, we also measured the 

bandwidth overhead involved in using SVM vs. 

TrustGuard. This overhead is due to passing feedbacks 

betweens the nodes. The overhead is consistent, regardless  
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Fig. 12. Bandwidth Overhead for each of the three 

algorithms. 

 

of the attack scenario, or proportion of malicious nodes, or 

thresholds used since the number of nodes transacted with 

in each time slot, and hence the number of feedback 

messages, will be the same for all cases. This overhead is 

illustrated in Fig. 12. 

 

The overhead shown corresponds to the average number of 

messages (or feedbacks) exchanged to classify one node. 

The results show that the overhead is the same for SVM 

and TrustGuard Naïve (around 30), whereas the overhead 

for TrustGuard TVM is much higher (around 960). This 

shows that our SVM based RS can outperform TrustGuard 

and has similar or better bandwidth overhead. 

 

CONCLUSIONS AND FUTURE WORK 

 

In this paper, we propose a Machine Learning based 

Reputation System (RS) that can be used to guard against 

malicious nodes in a network. The nodes can try to attack 

the network by conducting malicious transactions and/or 

spreading viruses and worms using Trojans, or attacking 

known vulnerabilities. Although there is no way of 

knowing whether a future transaction will be malicious or 

not, we can try to predict the future behavior of a node by 

observing its past behavior. 

 

We discussed why using Machine Learning (ML), and 

especially Support Vector Machines (SVM), is a good 

approach for designing RSs. We then proposed our SVM 

based RS and specified what features we used, the kernel 

used and all the other parameters. Then, we proposed a 

scheme for guarding against fake transaction feedbacks 

that does not need online trusted third parties. 

We developed and then evaluated our SVM based RS 

using simulations. Its performance was compared against 

two other algorithms found in the literature called 

TrustGuard Naïve and TrustGuard TVM [2]. We chose 

TrustGuard because it has been shown by its authors to 

perform very well compared to eBayôs reputation system. 

 

We simulated 5 different attack scenarios and showed that 

our model outperforms TrustGuard in all 5 scenarios, 

whether there is oscillating or steady behavior, collusive or 

non collusive behavior. Our scheme can achieve high 

accuracy and correctly predict good vs. malicious nodes, 

even when the proportion of malicious nodes in the 

network is very high. The ROC curves show that the 

improvement of SVM over TrustGuard is statistically 

significant, as their confidence intervals do not overlap 

each other. We also showed that SVM has the same 

bandwidth overhead as TrustGuard Naïve, but much better 

overhead than TrustGuard TVM. 

 

In future we plan to enhance our classifier by taking into 

account the reliability of the agent providing the feedback. 

This is done in TrustGuardôs PSM (Personalized Similarity 

Measure) algorithm, however the overhead involved in 

PSM is similar to TVM since we have to recursively 

collect further feedback about agents that gave us the 

original feedback. In future, we will study and try to 

minimize the overhead associated with collecting these 

features. In addition, we plan to devise a system that will 

look back at many more time slots and compress the data 

into a few features that can be used by SVM. 
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