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Abstract

WinZip is a popular compressionutilit y for Microsoft Windows computers, the latest ver-
sion of which is advertised as having \easy-to-use AES encryption to protect your sensitive
data." We exhibit several attacks against WinZip's new encryption method, dubbed \AE-2"
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level the underlying WinZip encryption method appears secure(the core is exactly Encrypt-
then-Authenticate using AES-CTR and HMA C-SHA1), and sinceone of our attacks was made
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problem with its previous encryption method AE-1, our attacks further underscorethe subtlety
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1 In tro duction

WinZip [25] is a popular compressionutilit y for Microsoft Windows computers, the latest version
of which is advertised as having \easy-to-use AES encryption to protect your sensitive data" [25].
Becauseof WinZip's already establishedlarge user base,and becauseof its advertised encryption
feature, we anticipate that many current and future userswill chooseto exercisethis encryption
option in an attempt to cryptographically protect their personal data. Additionally , becauseof
WinZip's Microsoft Outlook email plugin [24] and given other comments on WinZip's websites[25,
26], we fully anticipate that many users will also choose to use WinZip's encryption feature in
an attempt to cryptographically protect the contents of their email attachments and other shared
data.

Unfortunately, WinZip's latest encryption scheme, dubbed \Adv ancedEncryption-2" or AE-2
[23] and shipped with WinZip 9.0, is insecurein a number of natural scenarios.We exhibit several
attacks in this paper and then proposeways of �xing the protocol. We believe that our proposed
�xes to the Zip �le format are relatively non-intrusive and that they will require only a moderate
amount of reimplementation on the part of WinZip Computing, Inc. and the vendors of other
WinZip-compatible applications.

WinZip. We shall write \WinZip" when we mean \WinZip 9.0" or any other recent version of
WinZip or a WinZip-compatible tool that uses the AE-2 encryption scheme [23].1 A WinZip
archive can contain multiple �les, and when that is the case,each �le is compressedand encrypted
independently. For each �le to archive, if the length of the �le is above somethreshold, WinZip
�rst compressesthe �le using somestandard compressionmethod such as DEFLA TE [8]. WinZip
then invokes the AE-2 encryption method on the output of the previous stage. Speci�cally , it
derives AES [7] and HMA C-SHA1 [17] keys from the user's passphraseand then encrypts the
output of the compressionstagewith AES in counter (CTR) mode (AES-CTR) and authenticates
the resulting ciphertext with HMA C-SHA1. The underlying AES-CTR-then-HMA C-SHA1 core is
a provably secureauthenticated encryption schemeper results by Bellare and Namprempre [1] and
Krawczyk [17] and standard assumptionson AES-CTR and HMA C-SHA1. In other words, at a
high-level, the new WinZip encryption architecture appearsquite solid.

A collection of issues. All our attacks exercisedi�eren t problems with the way that WinZip
attempts to protect users' �les. Furthermore, our attack works in a variety of di�eren t settings,
require a variety of di�eren t resources,and accomplish a variety of di�eren t goals, which means
that di�eren t adversariesmay prefer di�eren t attacks. Since no single \b est" attack exists, since
in order to eventually �x the protocol we must �rst understand the (orthogonal) security issues
with the current design, and since we believe that each of the issueswe uncover is informativ e,
we discusseach of the main problems we found, and their corresponding attacks, in turn. We
believe that our observations also serve to highlight the subtlety of cryptographic designsince(1)
the WinZip AE-2 encryption method usesa provably-secureEncrypt-then-Authen ticate core in a
natural and seeminglysecureway and (2) oneof the attacks we discover wasmadepossiblebecause
of the way that WinZip choseto �x a di�eren t problem with its earlier encryption method, AE-1.
Furthermore, (1), as well as someof the other attacks that we discuss,underscorethe fact that
security products must be evaluated as a whole, and that the security of a whole product may not
follow as a simple corollary of the security of someunderlying component.

The main issueswe uncover include the following:

1According to the documentation packaged with WinZip 9.0, \Because the technical speci�cation for WinZip's
AES format extension is available on the WinZip web site, we anticipate that other Zip �le utilities will add support
for this format extension."
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Inf orma tion leaka ge fr om encr ypted files' met adat a. According to the WinZip docu-
mentation, there is a known problem with the WinZip encryption architecture in that the metadata
of an encrypted �le appears in the WinZip archive in cleartext. Contained in this metadata is the
encrypted �le's original �lename, the �le's last modi�cation date and time, the length of the original
plaintext �le, and the length of the resulting ciphertext data, the latter also being the length of
the compressedplaintext data plus someknown constant. Although we understand that WinZip
Computing, Inc. may have had reasonsfor leaving these �elds unencrypted, the risks associated
to leaving these �elds unencrypted should not be discounted. For example, if the name of a com-
pressedand encrypted �le in the PinkSlips.zip archive is PinkSlip-Bob.doc , encrypting the �les
in the archive will not prevent Bob from learning that he may soon be laid o�. Additionally , a
recent result from Kelsey [15] shows that an adversary knowing only the length of an uncompressed
data stream and the length of the compressionoutput will be able to learn someinformation about
the uncompresseddata. For example, from the compressionratio an adversary might learn the
language in which the original �le was written [3]. Of course, the mere name, date, and size of
the entire .zip archive may reveal information to an adversary, so the goal here should not be to
prevent all information leakage,but to reducethe amount of information leakagewhenever possible.

Intera ctions between compression and the AE-2 encr yption method. One of our
chosen-ciphertextattacks exploits a novel interaction betweenWinZip's compressionalgorithm and
the AE-2 encryption method. In particular, although the underlying AES-CTR-then-HMA C-SHA1
core of AE-2 provably protects both the privacy and the integrity of encapsulateddata, cf. Bellare
and Namprempre [1] and Krawczyk [17], an attacker can exploit the fact that the metadata �elds
indicating the chosencompressionmethod and the length of the original �le are not authenticated
by HMA C-SHA1 as part of AE-2.

An examplesituation in which an adversarycould exploit this 
a w is the following: Two parties,
Alice and Bob, wish to useWinZip to protect the privacy and integrity of somecorporate data. To
do this, they �rst agreeupon a sharedsecretpassphrase.SupposeAlice usesWinZip to compress
and encrypt some �le named F.dat , using their agreed upon passphraseto key the encryption,
and let F.zip denote the resulting archive. Now supposeAlice sendsF.zip to Bob, perhapsusing
WinZip's Outlook email plugin or by putting it on some corporate �le server or an anonymous
ftp server. We argue that the type of security that Alice and Bob would expect in this situation
is very similar to the authenticated encryption [14, 2, 1]. and securechannel [6, 17] notions; i.e.,
the construction should preserve the privacy and the authenticit y of Alice's �les. Unfortunately,
an adversary, Mallory, could break the security of WinZip under this model. For example,assume
that Mallory has the abilit y to changethe contents of F.zip , replacing it with a modi�ed version,
F-prime.zip , that has a di�eren t value in the metadata �eld indicating the chosencompression
method and an appropriately revisedvalue for the plaintext �le length. When Bob tries to decrypt
and uncompressF-prime.zip , he will use the incorrect decompressionmethod, and the contents
of F.dat upon extraction will not be the original contents of F.dat , but will will now look like
completely unintelligible garbageG. Now supposethat Mallory can obtain G in someway. For
example, suppose Bob sends the frustrated note \The �le you sent was garbage!" to Alice. If
Mallory intercepts that note, he might reply to Bob, while pretending to be Alice, \I think I'v e
had this problem before; could you send the garbagethat cameout so that I can �gure out what
happened;it's just garbage,there's no reasonnot to include it in an email." Mallory, after obtaining
G, can reconstruct the true contents of Alice's original F.dat �le.

We believe that the above attack scenariois quite realistic. In fact, it is the samescenariothat
Katz and Schneier [13] and Jallad, Katz, and Schneier [10] usedwhen attacking email encryption
programs and PGP, so any attack against WinZip's Outlook email plugin under the samescenario

3



is at least as damaging (one di�erence is that our attack is applicable to WinZip in its default
setting, whereasthe previous attacks against PGP require the user to choosea non-default setting
or to encrypt already compresseddata). Even when usersdo not useWinZip's Outlook plugin to
sendencrypted attachments, webelieve that there areother natural scenariosin which an adversary
could mount our attack. For example,employeesof at least onelarge corporation, Diebold Election
Systems,transported important election-related �les, compressedand encrypted into Zip archives,
via an anonymous ftp site [11].2 Given Jones' [11] discussionof Diebold's procedures,we would be
surprised if an adversary able to modify F.zip could not alsoget accessto the decrypted, garbage-
looking output G. Lastly, even if security-conscioususersmight try to prevent an adversary from
learning G, we believe that security products should remain secureeven in the face of potential
misusesby non-security conscioususers, which further suggeststhat the attack we describe is
signi�cant and should be protected against.

On the names of files and their interpret ations. There are a number of systemsthat
associate software applications with �lenames; for example, a Microsoft Windows machine will
by default open .doc �les with Microsoft Word and .ppt �les with Microsoft Power Point. Un-
fortunately, WinZip's AE-2 encryption method doesnot authenticate an encrypted �le's �lename
metadata �eld, meaning that Mallory could modify the namesof the encrypted �les in an archive
without triggering any detection mechanism within the extraction utilit y. This is problematic since,
on a systemlike Microsoft Windows, it is important for an extracted �le to have the sameextension
as the original �le. Otherwise, when Bob tries to open that �le, he will accidentally usethe wrong
application, get an error message,and thereby possibly allow Mallory to mount an attack similar
to the one described in the previous heading. Note that the issuedescribed here is orthogonal to
the issueof leaving an encrypted �le's �lename unencrypted; speci�cally , the issueis not that the
�lename is stored in cleartext, but that the �lename is not authenticated, though also encrypting
the �lename would not hurt.

We discuss other issuesthat can arise from allowing an adversary to modify the names of
encrypted �les. The main lessonwith all of these issuesis that a �le encryption utilit y must not
only protect the integrity of the contents of an encrypted �le, but must alsoprotect the integrity of
all of the metadata, like the �lename or �lename extension, necessaryfor the surrounding system
to correctly interpret that data.

Intera ctions with AE-1 and a chosen-pr otocol att ack. According to the WinZip AE-
2 speci�cation [23], the AE-2 encryption method �xes a security problem with an earlier AE-1
encryption method. Further, accordingto [23], software implementing the AE-2 encryption method
must beable to decrypt �les encrypted with AE-1. While AE-2 doesprotect againsta speci�c attack
against AE-1, there is unfortunately a chosen-protocol attack against WinZip that exploits the fact
that an adversary can force WinZip to usethe AE-1 decryption method on an AE-2-encrypted �le.
The attack also exploits the fact that in addition to using HMA C-SHA1, AE-1 also usesa 32-bit
CRC of the unencrypted plaintext �le.

The attack works in the samesetting as the previous attacks. In this attack, Mallory intercepts
F.zip , makes a guessof the contents of F.dat , and createsa replacement F-prime.zip basedo�
his guess.If Bob can successfullydecrypt F-prime.zip , i.e., if Bob doesn't complain to Alice that
the �le failed to decrypt becauseof a failed CRC check, then Mallory learns with high probabilit y
whether his guesswas correct. To comparethis attack with the previous attack, note that Mallory
only needsto learn whether F-prime.zip decrypted successfully. On the other hand, Mallory only
learns whether his guesswas correct. Still, this may constitute a seriousattack if Mallory knows

2These events precededWinZip's invention of AE-2 and Diebold used the traditional Zip encryption method.
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that the contents of F.dat is from a small set of possiblevalues, perhaps becauseof pre-existing
knowledgeof the messagespaceor additional information gleanedfrom the compressionratio, and
wants to know which value it is. (Actually , in somesituations Mallory may learn more than just
whether his guesswas correct; details in the body of this paper.)

Ar chives with both encr ypted and unencr ypted files. According to the WinZip AE-2
speci�cation, archives can contain both encrypted and unencrypted �les. While this may have
somefunctionalit y and usability advantages, there is also a rather serioussecurity disadvantage.
In particular, when a user invokes WinZip 9.0's extraction utilit y on an archive containing both
encrypted and unencrypted �les, WinZip 9.0 will ask for a passphrase. It will then proceed to
extract all of the �les in the archive, without telling the user which �les were encrypted and
which were not. The user will thus think that all the �les in the archive were encrypted (and
authenticated), but, in fact, an adversary could have complete control over the contents of all but
one of the �les in the archive (one �le must remain encrypted under the user'spassphrasein order
to force WinZip 9.0 to prompt the user for the passphrase).(In Section7 we provide evidencethat
suggeststhat although WinZip Computing, Inc. was unaware of the attack we found when they
designedAE-2, other Zip manufacturers may have been aware of it, or at least knew that there
were risks associated with allowing both encrypted and unencrypted �les in Zip archives.)

Key collisions and repea ted keystream. To encrypt a �le, WinZip �rst takes the user's
passphraseand derivescryptographic keysfor AES and for HMA C-SHA1. The key derivation pro-
cessis randomized;oneof the reasonsfor this randomization is so that two di�eren t �les encrypted
with the samepassphrasewill use di�eren t AES and HMA C-SHA1 keys. Unfortunately, because
not enough randomnessis used in the key derivation process,we expect AES key collisions after
encrypting only 232 �les when using AES with 128-bit keys. Furthermore, the AE-2 speci�cation
says that the initial CTR mode counter is always zero.3 Combining these two observations, we
can expect CTR mode keystream reuseafter encrypting only around 232 �les, which is much less
than the 264 �les we would expect if we chosea di�eren t random key for each �le. Additionally ,
assumingthat the encrypted �les are all of realistic size, then this is also lessthan the number of
�les we would expect if we usedAES in CTR mode with just a single key but a randomly selected
initial counter for each �le.

BecauseWinZip encrypts each �le in an archive independently, all 232 �les neednot be put into
separatearchives; we expect keystream reuseeven if all 232 �les are distributed amongst only a
small set of WinZip archives. The problemswith keystreamreusearewell known: OnceAlice reuses
keystream,Mallory will beable to learn information about the compressedand encrypted plaintext.
In a worst-casescenario,if Mallory knew the entire content of the larger, after compression,of two
�les encrypted with the samekeystream,then Mallory would immediately know the entire contents
of the other �le.
Other ways of att acking WinZip. There are other ways in which an adversary might attack
WinZip or any other compressionutilit y. For example,as noted in the WinZip documentation, an
adversary might try to capture a user's passphraseby installing a keyboard logger on the user's
computer or might try to resurrect a plaintext �le from memory. We also observe what we believe
to be a new integrity attack against self-extracting password-protected executables:An adversary
wanting to replacethe data encapsulatedby a password-protected self-extracting executablecould
write a new executable, with a similar user interface to the real self-extracting executable, that

3Previously we said that the underlying Encrypt-then-Authen ticate coreof AE-2 is a provably secureauthenticated
encryption scheme per Bellare and Namprempre [1] and Krawczyk [17]. Becausethe initial CTR mode counter is
always zero, we were assuming that each key is used to encrypt at most one message,which is typically the case
assuming that less than 232 �les are encrypted per passphrase.
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asks for but ignores the user-entered passphraseand simply createsa data �le of the adversary's
choice. However, attacks such as these are unrelated to the AE-2 encryption method, and since
our focus is on the AE-2 encryption method and WinZip's useof cryptography, we do not consider
theseattacks further.

Secure al terna tives. In responseto the cryptographic issuesand attacks we found, we discuss
a number of approachesfor �xing the WinZip encryption method while simultaneously minimizing
the changes to the AE-2 speci�cation. Since WinZip Computing, Inc. has a businessinterest
in competing with other companieso�ering archival and email programs with similar or better
advertised security claims, like PKWARE, and sincewe believe that WinZip Computing, Inc. truly
caresabout protecting the privacy and integrity of users' data, we hope that WinZip Computing,
Inc. will chooseto incorporate many of our suggestionsinto their application.

Other Zip encr yption methods. There are a number of other passphrase-basedZip encryption
methods besidesWinZip's new AE-2. The traditional Zip encryption mechanism [9] has similar
functionalit y to AE-2, but it hassigni�cantly worsesecurity: The traditional Zip stream cipher has
beenbroken [5, 22] and the contents of traditionally-encrypted archivescan be e�cien tly recovered
from the archivesdirectly; i.e., there is no needto mount a chosen-ciphertextattack like the oneswe
describe above. PKWARE also recently announceda new passphrase-basedencryption mechanism
called EFS [19]. The January 2004 version of the PKWARE's EFS speci�cation [20], as well as
the traditional Zip encryption mechanism, are all vulnerable to our attacks that exploit generic
properties of the Zip �le format, namely the attacks exploiting (1) the information leakage of an
encrypted �le's metadata, (2) the fact that an encrypted �le's �lename is not authenticated, and
(3) the fact that an archive can contain both encrypted and unencrypted �les. Although the global
applicabilit y of issue(1) is by now folklore knowledge,and we have evidenceto believe that some
people,although unfortunately not WinZip Computing, Inc., may have known about someaspects
of issue(3), we have seenno previous discussionsof issue(2). The lack of previous discussionsand
awarenessof theselatter issuesis likely because,until the creation of applications like Zip Outlook
plugins, and until the publication of works like Katz and Schneier [13], the risks of chosen-ciphertext
attacks were under-estimated.

The latest EFS speci�cation [19], dated April 26, 2004and appearing after the original IACR
ePrint appearanceof this paper, adds a new \�lename encryption" feature that will encrypt the
�lename and other metadata �elds of encrypted �les. Although EFS's approach for addressing
issue(1) is di�eren t than ours, and is an option that usersor administrators may fail to turn on
(it was not the default in the version we tested), we are pleasedto �nd that our suggestionsfor
�xing (1) are lessintrusive to the Zip �le format than PKWARE's (when \�lename encryption" is
turned on under PKWARE's new speci�cation [19], PKWARE-encrypted archivesare not parsable
under the traditional Zip speci�cation [9]). With respect to PKWARE's speci�cation's new \�le-
name encryption" feature, we note that \�lename encryption" alone cannot always fully protect
against our problemswith issues(2) and (3), largely becauseencryption alonedoesnot necessarily
imply authentication (we do remark, however, that the use of certain encryption modes and the
compressionof the central directory, which is how PKWARE achieves �lename encryption, may
prevent the attacks from immediately going through, but this is largely for fortuitous reasons).
PKWARE's speci�cation [19] also includes the abilit y to encrypt and sign �les using public key
cryptography, assumingthe presenceof the requisite additional infrastructure, though it is worth
noting that the \certi�cate processingmethod for ZIP �le encryption remains under development
. . . and is subject to change without notice [19]." Although a full treatment of PKWARE's new
EFS passphrase-basedencryption mechanism, as well as PKWARE's useof public key cryptogra-
phy, is outside the scope of this paper, we do make a few observations here. The passphrase-based
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encryption mechanism does not include a messageauthentication code at all, and thus does not
appear to have been designedto protect the privacy or integrity of �les under chosen-ciphertext
attacks. This is problematic since,although digital signaturescan be usedto protect the authentic-
it y of the encapsulateddata, it is still important to protect the authenticit y of �les encrypted with
passphraseswhen the necessaryinfrastructure for digital signaturesis not available, or when a user
doesnot want to be bound to the contents of a �le with a digital signature. The speci�cation is also
incomplete, making it not only di�cult to implement the system from the speci�cation alone, but
to fully analyze the systemfor potential security problems without making conjecturesabout how
the system is actually supposedto work; e.g., if the user or developer choosesRC4 for encryption,
how exactly is RC4 supposedto be used?Are results like Mironov's [18] taken into consideration?
Where the speci�cation is unambiguous, the speci�cation still leavesdecisions,such asthe choiceof
the underlying cipher (e.g., 40-bit RC2, 64-bit RC4, 3DES, AES) and the length of the randomness
RD when deriving encryption keys, up to the choice of implementors. This is a concernsinceeven
if PKWARE makessafechoiceswith respect to thesedecisions,there is nothing in the speci�cation
to prevent third-part y developers from making unsafechoices.

Additional rela ted works. In addition to the already-cited related works, Biham [4] intro duced
the notion of key-collision attacks in the context of DES, noting that we expect one key collision
after encrypting about 228 messagesusing randomly selected56-bit DES keys;our keystreamreuse
attack in Section 8 is related to Biham's key-collision attack except that it is more e�cien t than
a normal key collision attack becauseof the way that WinZip derivesAES keys from passphrases.
Kelsey, Schneier, and Wagner [16] introduced the concept of a chosen-protocol attack.

2 The WinZip compression and encryption metho d

WinZip's compressionarchitecture follows the Info-ZIP speci�cation [9]. The AES-based AE-2
extension is described on WinZip's website [23]. The di�erence between the AE-2 encryption
method and the AE-1 encryption method is slight and will be mentioned at the end of this section.

Basic str ucture. We present here the basic Zip �le format and the AE-2 extensions,omitting
details that are not relevant to our attacks and to our security improvements. Figure 1 shows the
contents of an exampleAE-2-encrypted WinZip archive.

A Zip archive can contain multiple �les. When archiving a set of �les, WinZip creates two
records for each �le, a main �le record and a central directory record. The resulting Zip archive
contains all of the main �le records concatenatedtogether followed by all of the central directory
records (following the central directory records is an end of archive record, which is not relevant
to our attacks and suggestedimprovements). The main �le record contains metadata about the
�le, like the �lename, as well as the �le's contents, the latter typically being compressedand, in
the caseof AE-2, encrypted. The contents of each �le is compressedand encrypted independently.
The central directory record mirrors the metadata stored in the main �le record and also contains
information about the location of the �le's corresponding main �le record in the Zip archive. One
of the reasonsfor the existenceof the central directory record is for usability when working with
multi-v olume 
opp y or CD archives. For example,when extracting a �le from a multi-v olume CD
archive, the user can insert the last CD, WinZip can read the central directory information, and
then WinZip can prompt the user to insert the CD containing the main �le record.

When referring to �elds of Zip archive, byte strings will be written like 504b0304bs, meaning
that the �rst byte is 50bs = 80, the secondbyte is 4bbs = 75, and so on. Integers,such as lengths,
that are stored in multi-b yte �elds are encoded in little endian format.
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Fig. 1. This �gure shows the contents of a Zip archive containing two �les, FirstFile.txt and
SecondFile.txt , both compressedand encrypted using the WinZip AE-2 encryption method. The
highlighted portion corresponds to the main �le record for SecondFile.txt .

Main file record. According to the Info-ZIP speci�cation [9], and barring certain extensionsthat
do not a�ect our attacks, all main �le records have the following structure (the �elds important
to our work are highlighted): main �le record indicator (4 bytes, always 504b0304bs), version
neededto extract (2 bytes), generalpurposebit 
ag (2 bytes), compression method (2 bytes), last
modi�c ation time (2 bytes), last modi�c ation date (2 bytes), 32-bit CRC (4 bytes), compressed
size (4 bytes), uncompressed size (4 bytes), �lename length (2 bytes), extra �eld length (2 bytes),
�lename (variable size), and extra �eld (variable size). Following the above �elds, but still part of
the main �le record, is the �le data �eld.

Central director y record. The central directory record for a �le consistsof the following �elds
(imp ortant �elds highlighted): central directory record indicator (4 bytes, always 504b0102bs),
version made by (2 bytes), version neededto extract (2 bytes), generalpurposebit 
ag (2 bytes),
compression method (2 bytes), last modi�c ation time (2 bytes), last modi�c ation date (2 bytes),
32-bit CRC (4 bytes), compressedsize (4 bytes), uncompressed size (4 bytes), �lename length (2
bytes), extra �eld length (2 bytes), �le comment length (2 bytes), disk number start (2 bytes),
internal �le attributes (2 bytes), external �le attributes (4 bytes), relative o�set of local header(4
bytes), �lename (variable size), extra �eld (variable size), and �le comment (variable size).

AE-2 settings and the AE-2 extra dat a field. The following is applicable to both the main
�le record and the central directory record. When the AE-2 WinZip encryption algorithm is turned
on, the four bytes reserved for the 32-bit CRC are set to zero,bit 0 of the generalpurpose
ag is set
to 1, and the two bytes reserved for the compressionmethod are set to 6300bs. The extra data �eld
will consist of the following 11 bytes (again, important �elds highlighted): extra �eld header id (2
bytes, always 0199bs), data size(2 bytes, 0700bs for AE-2 sincethere are seven remaining bytes in
the 11-byte extra data �eld), version number (2 bytes, always 0200bs for AE-2), 2-character vendor
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ID (2 bytes, always 4145bs for AE-2), value indicating AES encryption strength (1 byte), and the
actual compressionmethod used to compressthe �le (2 bytes). The encryption strength �eld will be
01bs (resp., 02bs or 03bs) if the �le is encrypted with AES using a 128-bit (resp., 192-bit or 256-bit)
key. Example valuesfor the actual compressionmethod are 0800bs if the �le is DEFLA TEd [8] and
0000bs if no compressionis used.

File dat a field. When a �le is AE-2-encrypted, the �le data �eld of the main �le record contains
the following information: salt (variable length), password veri�c ation value (2 bytes), encrypted
�le data (variable length), and the authentication code (10 bytes). The salt is 8 bytes (resp., 12
bytes or 16 bytes) long if the AES key is 128 bits (resp., 192 bits or 256 bits) long.

The encr ypted file dat a and the authentica tion code. Beforeapplying the AE-2 encryp-
tion method, the contents of the plaintext �le is compressedaccording to the \actual compression
method used to compressthe �le" �eld of the AE-2 extra data �eld described above. Then an
AES encryption key, an HMA C-SHA1 key, and a password veri�cation value are derived from the
user's passphraseand a salt using the PBKDF2-HMA C-SHA1 algorithm [12]. The length of the
salt depends on the chosen length of the AES key and is described above. The speci�cation [23]
states that the salt should not repeat, and since this must be true acrossdi�eren t invocations of
the compressiontool, suggestsmaking the salt a random value.

The derived AES key is used to encrypt the compresseddata using AES in CTR mode with
zero as the initial counter. The compressedplaintext data is not padded beforeencryption. After
encryption, the encrypted data is MACed using HMA C-SHA1 and the derived MAC key, and 80
bits of the HMA C-SHA1 output are usedas the authentication code.

Differences between AE-1 and AE-2. The only di�erences between the AE-2 method and
the earlier AE-1 method is that in AE-1 the version number in the main �le record's and central
directory record'sextra data �elds are 0100bs and the 32-bit CRC �elds are not all zerobut actually
contains the CRC of the original unencrypted data, which the WinZip speci�cation [23] statesmust
be checked upon extraction. The motivation for zeroing out the CRC �eld in AE-2 is becausethe
CRC of the plaintext will leak information about the plaintext.

3 Information leakage

The metadata �elds of encrypted �les leak important and potentially security-critical information
in several ways. The namesof the encrypted �les are stored in cleartext, which can obviously be
a concern. The �les' last modi�cation dates and times are also stored unencrypted, which can be
usedto infer somerelationship betweenthe contents of di�eren t encrypted �les or someevent in the
past. Additionally , the length of plaintext �les are stored in the �les' metadata �elds unencrypted.
This is a concernsince,basedon Kelsey's recent results about compressionas a side-channel [15],
an adversarycan learn information about the plaintext simply given the lengths of both the original
and the compresseddata. As Kelsey notes, information leakage via the compressionratio of �les
becomesparticularly e�ectiv e if Mallory has pre-existing partial knowledge of the plaintext or if
Mallory can seethe compressionratio of multiple related �les, e.g., di�eren t versionsof the same
�le over time. The WinZip documentation notes that these piecesof information are included
unencrypted in the �le's metadata, but the risks associated with leaving these�elds unencrypted is
not considered.Furthermore, many usersmay fail to read the documentation, and thus not realize
that theseinformation leakageside-channelsexist in the �rst place.

It is a well known fact that the classicZip encryption method [9] also leaksthe information that
we mention above, plus the 32-bit CRC of an encrypted �le's original plaintext. It is interesting to

9



askwhy WinZip Computing, Inc. did not �x this problem in their newAE-2 speci�cation. The most
likely conjecture is that WinZip Computing, Inc. chosenot to do so either becauseof engineering
or designcomplexities, or becauseof functionalit y issues(e.g., they actually wanted to allow users
to be get a directory listing of the contents in their encrypted archives without having to enter
a passphrase). To addressthe former reason,we discusstechnical approaches for addressingthe
information leakageconcernsin Section 10.

4 Exploiting the in teraction between compression and encryption

Recall the setup described in Section 1, where Alice encrypts F.dat and sendsthe resulting Zip
archive, F.zip , to Bob, but where Mallory prevents the delivery of F.zip and instead givesBob a
�le, F-prime.zip , that is related to F.zip but that is slightly di�eren t. The critical observation
for our attack is that despite the fact that the underlying encryption core is a provably secure
Encrypt-then-Authen ticate authenticated encryption scheme, cf. [1, 17], the compressionmethod
and original �le length �elds in an encrypted �le's main �le and central directory records are not
authenticated, which meansthat an adversary can changethese�elds without voiding the HMA C-
SHA1 authentication tag attached to the �le. Consequently, assumingthat the new uncompressed
�le length �eld is correct or that the extraction tool doesnot check that �eld, when Bob attempts
to decrypt and decompressthe modi�ed �le F-prime.zip , the MAC veri�cation will succeedand
the user will not seeany error. But becausethe adversary changed the compressionmethod, the
�le will be decompressedusing the wrong algorithm and the resulting contents G of the extracted
�le will look like garbage. If Mallory can learn G, which we argue in Section 1 is reasonablein
somecases,Mallory can recover the original contents of Alice's �le F.dat .

Implementing the att ack. When actually mounting the attack, Mallory would probably change
the compressionmethod indicators in the main �le and central directory recordsfrom 0800bs, which
appears to be WinZip's default and which corresponds the DEFLA TE algorithm [8], to 0000bs,
which corresponds to no compression. This is very easyto do and very e�cien t and can be done
in a linear pass through the �le, as can updating the original �le length �eld. We implemented
this attack against WinZip 9.0. To create F-prime.zip from F.zip , rather than parseF.zip and
switch the compressiontype from 0800bs to 0000bs, we found that the Unix tcsh command line

cat F.zip | sed 's/\(\x02\x00\x41\x45\x 01\ )\x0 8\x0 0/\ 1\x0 0\x0 0/g ' \
> F-prime.zip

was su�cien t in all of the casesthat we tried, showing that the attack is indeed very easy to
mount.4 We would only expect the above command line to not work as desiredif the 7-byte string
02004145010800bs appears in F.tar in a place not corresponding to the extra data �eld of a �le's
main �le or central directory records. Sincethe WinZip 9.0 extraction tool did not seemto verify
the length of the extracted �le, we did not needto modify the original �le length �elds of the �le's
main �le and central directory records.

Subtlety of cr yptographic design. Recall that in AE-1 the CRC �eld of an encrypted �le's
headercontains the CRC of the original plaintext �le but that the �eld is all zero in AE-2. When
trying to mount the above attack against AE-1, since the extraction utilit y will also verify the
CRC of the plaintext, which will typically fail becausethe plaintext is now di�eren t, the resulting
garbage-looking data G will not be saved and the attack will not immediately go through. While

4Di�eren t versions of sed appear to handle binary streams di�eren tly . The attack worked on default RedHat 9.0
systems with sed version 4.0.3.

10



it is true that if Bob is crafty he may be able to view F.dat (the �le with contents G) among
the temporary �les created by WinZip during the extraction processand beforethe CRC failure is
noted, sendG to Alice, and thereby leak G to Mallory, it would probably be unrealistic for Mallory
to assumethat Bob will �nd F.dat amongWinZip's temporary �les. This discussionhighlights the
subtlety of cryptographic design since the vulnerabilit y presented in this section was accidentally
introduced when the authors of the speci�cation tried to �x a di�eren t problem with AE-1.

5 Exploiting the association of applications to �lenames

To complement the attack in Section4, wenote that on many systems,including Microsoft Windows
machines, software applications are automatically attached to �les based o� the �les' �lename
extensions;e.g.,Microsoft Windows will by default open .doc �les with Microsoft Word. Sincethe
�lename �elds of an encrypted �le's main �le and central directory recordsare unauthenticated, an
adversary could modify those �eld without voiding the MAC included at the end of the encrypted
�le's main �le record. Once Mallory does this, he can mount a variant of the attack in Section 4
since applications will usually report an error when trying to open a �le of the wrong extension.
Fortunately, someapplications give descriptive error messagesand, and Bob may realize that the
�le has the wrong �lename extension (e.g., Microsoft Excel gives the error \File.xls: �le format is
not valid" whenopening a document createdwith Microsoft Word), but this is largely serendipitous
and should not be relied upon for security. This discussioncon�rms the fact that a �le encryption
utilit y must not only protect the integrity of the encapsulateddata itself, but also the metadata,
like the �lename extension,necessaryfor the surrounding systemto correctly interpret that data.

We also observe that an adversary could bene�t from changing the names of the encrypted
�les in an archive while still maintaining the �les' original extensions. E.g., if Alice's salary is
currently higher than Mallory's, Mallory could swap the names of the �les Alice-Salary.dat
and Mallory-Salary.dat in an encrypted archive Salaries.zip without triggering any detection
mechanism within the WinZip extraction utilit y.

6 Exploiting the in teraction between AE-2 and AE-1

The motivation for the changefrom AE-1 to AE-2 is that in AE-1 the CRC of the plaintext �le is
included unencrypted in an AE-1-encrypted WinZip archive, and that will leak information about
the encrypted �les' contents. While the CRC is no longer included in the output of the AE-2
encryption method, onecan exploit an interaction betweenAE-1 and AE-2 in the following chosen-
ciphertext attack that reveals information about an AE-2-encrypted �le's CRC to an adversary.
Our attack makes use of the fact that, according to the AE-2 speci�cation [23], Zip tools that
understand AE-2 must be able to decrypt �les encrypted with AE-1 and must verify the CRC upon
extraction.

Det ails. Recall the setting usedin Section4 and Section5. AssumeAlice sendsthe encrypted �le
F.zip to Bob, but assumethat Mallory can modify the �le in transit and can learn whether Bob
can successfullyextract the �le he receivesusing the passphrasehe shareswith Alice. Now suppose
that Mallory has a guessfor what the original contents of F are, but is not completely sure and
wants to verify his guessH . He can do this as follows: Compute the 32-bit CRC of H and then
modify F.zip such that the version number in the main �le and central directory records' extra
data �elds are 0100bs and the CRC �elds in the �le's main �le and central directory recordshas the
CRC of H . Let F-prime.zip denote the Mallory-doctored �le. If Mallory's guessis correct, then
Bob will be able to extract F from F-prime.zip without any error. Otherwise, Bob will with high
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probabilit y seean error dialog box like the following, which is the error we received when mounting
this attack with an incorrect guessand then trying to extract F-prime.zip using WinZip 9.0:

Data error encountered in file
C:\F

Possibly recoverable, contact help@winzip.com and mention error code 56.

By observingBob's reaction, Mallory will learn whether his guesswas correct.
If we look more closelyat how WinZip behaveswhen it attempts to extract a modi�ed �le with

an incorrect CRC guess,it appears that the �le is �rst extracted, the CRC is checked, the user
is told that the CRC check failed, and then the extracted �le is deleted. This meansthat if Bob
is crafty he will be able to accessthe unencrypted �le between when it is extracted and when it
is automatically deleted after the CRC check fails. Even if Bob does this, which we expect to be
unlikely, he may not be con�dent in the correct extraction of the �le and, if so, will likely convey
this lack of con�dence to Alice. Other implementations of the AE-2 speci�cation may delete the
extracted �le before informing the user that the CRC check failed.

Extensions. Although not necessarilythe casewith all Zip tools but in the caseof WinZip, after
dismissing the initial error dialog box Bob will have the option of viewing a more detailed error
log. If Bob choosesto seethis error log, he will seea line like the following:

bad CRC1845405d (should be 1945405d)

If Bob decidesto copy and paste this detailed error messagein an email to Alice or help@winzip.
com, and if Mallory seesthis email, then Mallory will learn the CRC of the plaintext �le, and
thereby learn additional information about the plaintext.

7 A ttac king Zip encryption at the �le level

When a Zip archive contains multiple �les, each of the �les in the archive is encapsulatedindepen-
dently, which meansthat some�les in an archive may only be compressedand somemay be both
compressedand encrypted. Unfortunately, this functionalit y also opens the WinZip encryption
method to attack.

This fact makes the WinZip AE-2 encryption method vulnerable to a number of attacks. For
example,considerthe following: Mallory knows that the encrypted archive Salaries.zip contains
the �les Alice-Salary.dat , Bob-Salary.dat and Mallory-Salary.dat , all encrypted using AE-2
under the CFO's secretpassphrase.Now, becauseof the properties described above, an adversary
could remove the encrypted Mallory-Salary.dat �le from the Salaries.zip archive and replaceit
with a new, unencrypted �le, also namedMallory-Salary.dat , but with the contents of Mallory's
choice. When the CFO tries to extract the �les in the archive using the WinZip 9.0 application,
he will be prompted for his passphrasesince the Alice-Salary.dat and Bob-Salary.dat �les
are still encrypted. WinZip will then extract the �les Alice-Salary.dat , Bob-Salary.dat , and
Mallory-Salary.dat . Since the CFO had to enter his passphrase,he will likely believe that
the extracted Mallory-Salary.dat �le is the same one that he encrypted, and thus contains
Mallory's real salary, when in fact the contents of Mallory-Salary.dat are completely under
Mallory's control. Similarly, if Alice createsan archive containing both encrypted and unencrypted
�les and sendsthat archive F.zip to Bob, Mallory will be able to easily modify the contents of
the unencrypted �les in the archive. But, like in the previous attack, since Bob has to enter a
passphraseto extract the contents of the archive, and becauseno warning is given about some�les
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being unencrypted, Bob will believe that all the �les wereencrypted by Alice and that they contain
Alice's original content.

WinZip Computing, Inc. does not appear to have beenaware of the above attacks when they
speci�ed AE-2 [23] and when they implemented WinZip 9.0, as supported both by the fact that
WinZip 9.0 doesnot generatea warning when extracting an archive containing both encrypted and
unencrypted �les, and by the following quotes taken from the AE-2 speci�cation [23], which only
mention usability reasonsfor encrypting all the �les in an archive and which doesnot suggestthat
vendors issuewarnings when encountering unencrypted �les in an archive with encrypted �les:

\[Section IV.A.] The presenceof both encrypted and unencrypted �les in a Zip [archive]
may trigger user warnings in some Zip �le utilities, so the user experience may be
improved if all �les (including zero-length �les) are encrypted. Again, however, this is
only a recommendation[23]."

\[Section IV.B.] There is no requirement that all �les in a Zip [archive] be encrypted
or that all �les that are encrypted use the sameencryption method or the samepass-
word [23]."

The �rst quote does suggest,however, that other Zip vendors may have known of the attack we
describe above, or at least knew to be wary of archivescontaining both encrypted and unencrypted
�les.

Because�les in a Zip archive are encrypted on a per-�le basis, an adversary could also delete
�les from an archive. An adversary could also create a composite Zip archive with encrypted �les
taken from multiple di�eren t archives,but we view theseproperties aslessinteresting than the �rst
attacks in this section. Related to the �rst attacks in this section, in Section 5 we observed that
an adversary could swap the �lenames of di�eren t encrypted �les, and that he could also use this
fact to modify the contents of Alice's encrypted �les; the attacks in Section 5 exploit a di�eren t
security problem, that for encrypted �les the �lenames are not authenticated.

8 Keystream reuse

When AE-2 is used with a 128-bit AES key, one can expect CTR mode keystream reuse after
encrypting approximately 232 �les, which is much less than one would expect given that AES
has 128-bit blocks. (When using 192-bit AES keys with AE-2, we expect keystream reuseafter
encrypting 248 �les; when using 256-bit AES keys, we expect collisions after encrypting 264 �les).
The security problems with reusing keystream are well-known, and therefore we can expect the
AE-2 encryption algorithm with 128-bit AES keys to start leaking even more information about
the compressedand encrypted plaintext after 232 �les are encrypted with the samepassphrase.

This problem arisesfor two reasons. First, the salt usedwhen deriving the AES and HMA C-
SHA1 keys from the passphraseis only 64 bits (resp., 96 bits and 128 bits) long when the desired
AES key length is 128 bits (resp., 192 bits and 256 bits). Second,AES-CTR is speci�ed to always
use zero as the initial block counter. The former meansthat, with 128-bit keys, after encrypting
232 �les we expect there to be one AES key that we used twice. The latter meansthat when we
usethe sameAES key twice, we will usethe samekeystream both times.

9 Dictionary attac ks

One of the reasonsfor using PBKDF2 [12] and a salt when deriving AES and HMA C-SHA1 keys
from passphrasesis to impede dictionary attacks. Speci�cally , an exhaustive search through the
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most common passphraseswill be very slow becauseof the computational requirements for PB-
DKF2, and a dictionary of HMA C-SHA1 keys,corresponding to the most commonpassphrasesand
all possiblesalt values,will be extremely large becauseof the number of possiblesalt values.

But since a di�eren t salt is used to encrypt each �le, an adversary may not need to use all
possiblesalt valueswhen populating an HMA C-SHA1 key dictionary. In particular, Mallory would
only needto populate the dictionary using enoughdi�eren t salt values to ensure,with high prob-
abilit y, that one of the salt values that a user useswhen encrypting her �les will collide with one
of the salt values that Mallory used when creating his dictionary. For example, if the salt is 8
bytes long and if each user is expect to encrypt on the order of 232 �les, then Mallory would only
needto use232 di�eren t salt valueswhen creating his HMA C-SHA1 dictionary. The dictionary can
be indexed o� of the salt and the two-byte password veri�cation value; the password veri�cation
value thus reducesfurther reducesthe amount of HMA C-SHA1 keys the attacker has to try in the
birthday attack. Once Mallory �nds an HMA C-SHA1 key such that the MAC of the encrypted
�le veri�es, he will with high probabilit y learn the user's corresponding passphrase,and thereafter
be able to decrypt all of the �les encrypted under that passphrase.While this is a time-memory
trade-o� in terms of not having to compute PBKDF2 for every passphraseguess,the memory and
precomputation requirements are still quite enormousand we expect that in practice anyonetrying
to learn a passphrasewill simply try to exhaustively search the passphrase,rather than try to use
an HMA C-SHA1 key dictionary.

10 Fixes

In this section we consider �xes to the problems we discussedin Section 3 through Section 9,
starting with Sections4{9 and returning to Section 3 at the end. We also discussour preferred
instantiations of our suggestions.

We begin by ignoring chosen-protocol attacks. To addressthe problemsraised in Section4, one
approach might be to MAC the original uncompressedplaintext instead of the ciphertext and then
encrypt the resulting tag in a Authenticate-then-Encrypt-st yle construction. However, we do not
recommendthis as a generaldesignproceduresince the resulting construction may not be gener-
ically secure(cf., the counter examples for Authenticate-then-Encrypt in [1, 17]). Much better
would be to build o� of WinZip's current Encrypt-then-Authen ticate core since Encrypt-then-
Authenticate is known to be generically secure(again due to [1, 17]). Having decidedto continue
to usethe existing Encrypt-then-Authen ticate core, we note the following generaldesignprinciple
for cryptographic encapsulation methods: A cryptographic encapsulation algorithm should au-
thenticate all of the information that an extractor/decapsulator will use when reconstructing the
original data, excluding the authentication tag itself and assumingthat the extractor already has
a copy of the sharedauthentication key. In the caseof WinZip, sincethe compressiontype �eld of
an encrypted �le's headerwill be accessedwhen extracting an encrypted �le, this meansthat the
compressiontype value should be MACed along with the AES-CTR-generatedciphertext. We can
naturally extend this generalprinciple to mandate the authentication of all data necessaryto ensure
the correct interpretation of the data oncethe data has beencorrectly reconstructed, which means
that the �lename, date, and any other important metadata �elds in an encrypted �le's headermust
also be authenticated, which addressesthe concernsraised in Section 5. (If WinZip Computing,
Inc. doesnot mind deviating further from their current AES-CTR-then-HMA C-SHA1 construction,
we note that the new encryption corecan actually be any provably-secureauthenticated encryption
associated data scheme[21] as long as the important metadata �elds are authenticated.)

To prevent chosen-protocol attacks like the one described in Section6, it might be tempting to
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apply the above principle and create a new AE version that MACs the encryption method version
number �eld in the extra data �eld of an encrypted �le's header. Unfortunately, this does not
necessarilywork since here we are concernedabout attacks that exploit the interaction between
di�eren t encapsulation/decapsulationschemes,and, in particular, interactions with schemes,AE-1
and AE-2, that have already beenspeci�ed and that do not currently authenticate that �eld. To
seewhy this is a problem, note that an adversary could move the extra data MACed using the
new method into the ciphertext portion of an AE-2-format archive and thereby mount a chosen-
protocol attack. While one might try MACing information not directly available to an adversary,
such asthe encipherment of somenonce,we view such an approach asinelegant. Rather, we suggest
diversifying the AES and HMA C-SHA1 key derivation processin such a way that the AES and
HMA C-SHA1 keysderived from somepassphraseand salt using the new encryption method will be
di�eren t from the keysderived from the samepassphraseand salt when using the AE-1 and AE-2
encryption methods. This could involve, for example, prepending the encryption method version
number, vendor ID, and encryption strength �eld to the salt before running the key derivation
procedure. If it were not the casethat the length of the salt for AE-1 and AE-2 were �xed, but if
the length of the salt was variable and if the length of the salt is encoded in a metadata �eld of an
encrypted �le, then even our solution herewould not be a su�cien t sincean adversary could simply
add the method version number, vendor ID, and encryption strength �eld into the (now larger)
salt in an AE-2-formatted archive. For similar reasons,there is still the potential of interaction
with other (non-WinZip) applications that usesPBKDF2-HMA C-SHA1, but it seemsimpossible
for WinZip to complete avoid such interactions with applications that are not under their control.

There areseveral possiblesolutionsfor the problemsraisedin Section7. The obvious approach of
authenticating an entire archive would likely break someof WinZip Computing, Inc.'s functionalit y
designcriteria, namely the desireto (e�cien tly) handle updatesto large archives,and in particular
archives spanning multiple CD volumes. Another approach might be to authenticate the entire
central directory (the concatenationof all the central directory records), sincethe central directory
will always be stored at the end of the archive, and in particular on the last CD in a multi-
volume archive. Toward this end, we note that the Zip speci�cation already has the abilit y to
sign the central directory using public key cryptography, so adding the abilit y to authenticate the
central directory using a MAC is certainly reasonable. However, we point out that this solution
has a number of issuesthat one must be careful of. For example, the extractor must check the
consistencybetween the metadata in a �le's main �le record and a �le's central directory record.
If we are concernedabout adversariesdeleting �les from an archive, then the absenceof �les must
also be checked (this may follow as a corollary of checking the consistencyof the individual �les
if the consistencycheck includes main �le record o�sets, which are stored in the central directory
record). But of most concern is the fact that authenticating the central directory alone will not
prevent an attacker from modifying unencrypted �les in an archive. Rather, those unencrypted
�les must be cryptographically bound to the central directory in someway, perhapsby including a
MAC of an unencrypted �les in its central directory record. Another potential problem with this
solution is that if authenticating the central directory is an option, then one must be careful to
ensurethat an adversary cannot simply take a Zip archive, turn that option o�, and remove the
MAC of the central directory. One possibleway of handling this might be to use di�eren t AES
and HMA C-SHA1 keys for when the option is turned on and when the option is turned o�. But
in reality, a reasonablesolution might simply be to require applications implementing the AE-2
decryption algorithm to always report a warning when an archive contains both encrypted and
unencrypted �les.

To addressthe issuesraised in Section 8, we suggesttwo possiblesolutions. First, one could
double the current salt length. Alternativ ely, instead of always using zero as the initial AES-CTR

15



mode counter, one could use a random initial counter selectedfrom the set of all possible128-bit
integers. The initial counter should be included in the resulting archive and should alsobe included
in the string to be MACed. Furthermore, under this approach the sameAES and HMA C-SHA1
keys can be usedwith all �les protected by the samepassphrase;i.e., the samerandomly-selected
salt could be used with all such �les in an archive. The latter property is a performance win
since in the current design, where a di�eren t salt is usedwith each �le, the passphrase-basedkey
derivation step dominates the time when creating or extracting archives containing lots of small
�les. Possiblesolutions to the issuesraised in Section 9 include increasingthe length of the salt or
using the samesalt when encrypting multiple �les. Fortunately, these two recommendationsalign
with our recommendationsfor the issuesraised in Section 8. Additionally , we suggestnot storing
the password veri�cation values in a �le's metadata since it can be used to quickly eliminate keys
in a dictionary attack against a user's passphrase.

There are a number of di�eren t approaches for addressingthe information leakage concerns
raised in Section 3. The latest (April 26, 2004) speci�cation from PKWARE [19], which is incom-
patible with WinZip's new encryption method, introducesan option for encrypting the metadata
�elds of an encrypted �le; when the option is turned on (it is not on by default), PKWARE's
SecureZIPproduct encrypts the entire central directory and removes most of the metadata infor-
mation from a �le's main �le record, either by zeroing out the appropriate �elds or replacing them
with random data. Aside from the fact that the central directory is not MACed, our two biggest
issueswith PKWARE's solution is that (1) we believe that protecting against information leakage
from an encrypted �le's header should not be an option and (2) archives created with the above
option turned on are no longer parsable under the traditional Zip speci�cation [9]. In contrast,
our proposed�xes involve modifying the main �le and central directory recordssuch that privacy-
critical metadata information is always hidden and the resulting Zip archives are still parsable
under the traditional Zip speci�cation [9]. We can achieve this goal in several ways. For example,
using AES in CTR mode, it would be possibleto encrypt speci�c metadata �elds of a �le's main
�le record and central directory record in-place. In the caseof the central directory record, this
approach would require us to copy the salt necessaryto derive the encryption key from the �le
data �eld of the main �le record into the extra data �eld of the central directory record. Unfor-
tunately, this solution must still leak the length of a �le's �lename since,under this approach, we
cannot encrypt any information necessaryfor parsing the �le, and the length of a �le's �lename is
necessaryinformation. Consequently, the solution that we prefer is to not encrypt portions a �le's
main �le record and central directory records in-place, but to encrypt (and also authenticate) the
main �le record and the central directory record completely. Our solution would then store the
resulting ciphertext in the �le data or extra data �elds of a wrapper main �le record or wrapper
central directory record, respectively. Preceding the ciphertexts must be the information, like the
salt, necessaryto derive the �le's cryptographic keys from the user's passphrase. The metadata
�elds of thesewrapper recordscan be �xed, or random, as long as the \compression method �eld"
in the main �le record indicates that the record is just serving as a wrapper for an encrypted �le.
When extracting an archive, the extractor should seethis speci�c compressionmethod type, de-
crypt the wrapped data, and then treat the resulting plaintext as an unencrypted record to parse
as normal. In order to give an intuitiv e error messageto userswho try to decrypt a �le encrypted
under this method, we suggestmaking the �lename �eld of the wrapper records something like
WinZipEncryptedFile ; one could even add more information, like a URL. Lastly, another attrac-
tiv e property of this solution is that, by also authenticating theserecordscompletely, this solution
immediately implements our previous recommendationsfor addressingthe concernsin Section 4
and Section 5.
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A possible inst antia tion. Given the recommendationsmade in the above paragraphs, one
possibleinstantiation might be the following, which is basedon AE-2 but which we call BE sinceit
is di�eren t enoughto warrant a newname. For each �le to archive, compressthe �le and createmain
�le and central directory recordsasif encryption wasnot used. Then selecta random valuethe same
length as the salt in AE-2, concatenateinformation about the encryption scheme (BE algorithm
identi�er, versionnumber, and AES-key-length value) with the random value, and call the resulting
value the salt for BE. Derive AES and HMA C-SHA1 keys from the user's passphraseand the salt
using PBKDF2-HMA C-SHA1. Then use that AES key to CTR mode encrypt all of the main �le
and central directory records, using a randomly selectedinitial counter (IV) for each record (the
main �le and the central directory recordsfor a single �le should have di�eren t random IVs). Then
MAC the IVs concatenatedwith each of the ciphertexts using HMA C-SHA1. Then concatenatethe
BE algorithm identi�er, version number, AES-key-length, the random value in the salt, the CTR
mode IV, the ciphertext, and the MAC for each record. No password veri�cation value is stored in
theseresulting strings. For the resulting string consisting of the encryption of the main �le record,
load it into the data portion of a wrapper main �le record that hasbit 0 of the generalpurpose
ag
set to 1 (meaning that the �le is encrypted) and that has a \compression method" �eld indicating
that the �le is encrypted under our new encryption method; the other �elds can by anything that
doesnot leak information about the wrapped �le. For the resulting string consisting of the central
directory record, load it into the extra data portion of a wrapper central directory record that has
the samegeneralpurpose
ag and compressionmethod as for the wrapper main �le record. When
extracting an archive, the user must be warned whenever encountering an unencrypted �le in an
archive with encrypted �les. The MAC must also be checked during decryption. (Although all the
data necessaryto reconstruct a �le is stored in the �le's wrapped main �le record, we still maintain
the central directory record sinceit is part of the classicZip �le format [9] and sinceit will be used
by someparties to quickly �nd speci�c �les in an archive. If there are inconsistenciesbetween a
�le's pair of records,an error should occur.)

Somecaveats with the design. Although the samerandom value in the salt can be used for
multiple �les when encrypting them all at once,a new random value should be chosenif the user
decidesto update a �le or add a new �le to an archive. Alternativ ely, whenupdating a �le or adding
a new �le to an archive, if onewants to usethe samerandom value in the salt as before, they must
check that the user's passphrasecombined with the existing salts successfullydecrypts currently-
encrypted �les. If either of thesesolutions were not in place, then an adversary could replace the
random valuesin the salts in an archive with any value of his choice,and createa dictionary of AES
and HMA C-SHA1 keyscorresponding to the single chosensalt value. Additionally , when changing
the contents of the �le, and to avoid keystreamreuse,a new random initial counter for CTR mode
must be selected.

The security of this construction follows from the earlier discussionsin this section and the
provable security of AES-CTR-then-HMA C-SHA1 (unlik e with AE-2, we can actually employ Bel-
lare and Namprempre's [1] and Krawczyk's [17] results on the genericEncrypt-then-Authen ticate
paradigm when discussingBE since we are now encrypting all the data of interest, rather than
just a portion of it). The risks associated to AES key collision attacks are minimized by the
use of a random IV in AES-CTR (speci�cally , AES key collisions no longer immediately imply
keystreamreuse). BE can still leak information from the compressionratio of a �le if the adversary
knows the original length of the �le (the original length is now no longer visible directly from the
archive itself); this is acceptablebecausewe are unaware of any solution to the information-leakage-
through-compressionproblem without adding additional padding and thereby reducing the space
savings generally associated to compression. Our new method is more e�cien t than AE-2 when
adding multiple �les to an archive in batch, or extracting multiple archivesfrom a �le in batch; this
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is becausePBKDF2 is intentionally slow by design and, unlike AE-2, BE only invokes PBKDF2
oncefor all �les added to an archive at the sametime.
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