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Abstract

Traditional security analyses are often geared towards
cryptographic primitives or protocols. Although such anal-
yses are absolutely necessary, they do not provide much in-
sight for answering an equally important question: What is
the security assurance of aphysically or logically networked
system when we consider it as a whole? This question is
known to be notorioudly difficult, and the state-of-the-art is
that we know very little about it. In this paper, we make a
step towards resolving it with a new modeling approach.

1 Introduction

Traditional security analyses are typicaly geared to-
wards cryptographic primitives or protocols. Although such
analyses are absol utely necessary, they do not provide much
insight for answering an equally important question: What
is the security assurance of a physically or logically net-
worked system when we consider it as a whole? By “phys-
icaly networked system” we mean a physica network,
where nodes are computers and edges are point-to-point
links. By “logically networked system” we mean a logi-
cal network, where the nodes are users and edges represent
certain (e.g., trust) relationships between the nodes. The
state-of-the-art is that we know very little about the answer
to the above question, which is notoriously known to be dif-
ficult but has important practical value.

1.1 Owur Contributions

In this paper we make a step towards quantifying the
(in)security of networked systems in terms of metrics such
as the number of compromised nodes, private keys or dig-
ital identities. Our approach is stochastic modeling, which
is appropriate because successful attacks aswell astheir de-
tections do not seem to be deterministic events in real-life
systems.

Specifically, we present three concrete models for in-
vestigating the (in)security of physically or logicaly net-

worked systems. In the first model (Section 3), we make
some strong (but still realistic in some cases) assumptions
about the system attributes, which allows us to derive some
concise analytic result. The second model (Section 4) is
more powerful than the first one, in that it can capture the
heterogeneity that different nodes may have different de-
grees. The third model (Section 5) is even more powerful
becauseit can accommodate full heterogeneity. For the sec-
ond and third model, it is very difficult to derive closed-form
analytic results. Nevertheless, we manage to derive some
useful results: (1) It is unlikely that, in realistic networked
systems, one can ever control the number of the compro-
mised nodes to below an arbitrary threshold. (2) We give
some sufficient conditions under which the expected num-
ber of compromised nodes doesn’t oscillate. This means
that the (in)security of anetworked system can be measured
in terms of the number of compromised nodeswhen the sys-
tem enters the steady state.

We conduct a case study based on the PGP certificate
graph [14]. We treat the public keys as the nodes, and the
certification relationship between two nodes as a directed
edge. Aswe will see, our models are accurate. Further, for
certain scenarios, we derive the optimal investment strate-
gies to minimize the number of compromised nodes when a
system enters the steady state.

Outline: In Section 2 we specify the system setting. In
Sections 3 - 5 we explorethe three model sfrom the ssmplest
to the most complex. In Section 6 we conduct a case study
based on PGP. We discuss related work in Section 7, and
conclude the paper in Section 8. Due to space limitation,
many details are deferred to the full version of the present

paper [8].
2 System Setting and Notations

A systemismodeled as G = (V, E), afinite graph with
V ={1,2,...,n} the set of nodes (i.e., users or vertices)
and FE the set of edges. We stress, however, that an edge
(u,v) € FE does not necessarily correspond to the physical
link between nodes v and v. Instead, it could be a logical
concept that captures, for instance, that the compromise of



node v may lead to the compromise of node v with a non-
zero probability. A graph G may be directed or undirected;
all the results in this paper are equally applicable to both
cases. Foru,v € V, let I bethe predicatethat I (u, v) = 1if
(u,v) € E, and 0 otherwise. Let A be the adjacency matrix
of graph G. For amatrix M, M”" denotesits transpose.

We are interested in discrete time models for time ¢ =
0,1,2,.... At any time ¢, a node is always in one of two
states: secure and compromised. For simplicity, we as-
sume that once a node becomes compromised, all its se-
crets (including its cryptographic keys) are compromised.
We a so assume that acompromised node remains so until
the attack has been detected (e.g., by an intrusion detec-
tion system) and thus appropriate measures have been taken
(e.g., the cryptographic keys are revoked). On one hand, a
node may become compromised because of its own rea-
sons (e.g., the user downloads and runs a malicious code)
or because some of its trusted nodes have become compro-
mised. To capture the former, we associate anode v with a
parameter «,,, which is the probability that a secure node
becomes compromised at a discrete time step because of
its own reasons. To capture the latter, we associate each
edge (u,v) € E with a parameter, .., which may reflect
v’'sdegreeof trust inw, or the capability of aninfectionfrom
acompromised u to asecure v. Naturaly, in the case of
undirected graphs, v, = yu, fordl (u,v) € E, whereasit
isnot necessarily truein the case of directed graphs. On the
other hand, a compromised node v may become secure
because of the detection of the attack. For this we associate
v with a parameter 3,,, which is the probability that a com-
promised node v becomes secure at a discrete time step.

Let S; betherandom variableindicating the total number
of secure nodes at time ¢, and C; be the random variable
indicating the total number of compromised nodes at time
t. Further, let s§,t) be the probability that node v is in the
state of secure at time ¢, and c(vt) be the probability that
node v isinthe compromised state at time ¢. We note that
forall ¢, s5 + ¢l = 1and S, + C; = n.

3 Modd |I: Basic Case

In thismodel, we assumethat E = (), meaning that com-
promise of a hode does not increase the probability of an-
other node being compromised. Equivalently, this assump-
tion can be interpreted as v, = 0 for al (u,v) € E. Fur-
ther, we assumethat o, = cand 3, = G foralv e V.

Figure 1 shows the state transition of a node v in this
model. Specificaly, at each discrete time step, each node
independently changesfrom secure to compromised with
probability «, or from compromised to secure with prob-
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Figure 1. State transition in the basic case

ability 5. Asaresult, we have
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Hence, the total number of compromised nodes at time
t, Ct, follows the binomia distribution with parameter

(IV], i), namely

Pr[Cy =i] = <|‘;|> {C“(’t)r [Sq(,t)r_i, i=0,1,2--,n,

(3.3)
and its mean and variance are
E[C,] =E [Z O =v|- P, (3.4)
veV

Var[C}] = Var lz O =|v]- cgt) . sgt). (3.5)

veV

3.1 Analysis

Observethat 0 < a+5 < 2, meaningthat |[1—a—/f| < 1
isawaysvalidin (3.2). Thus, ast — oo,

W, > 3.6

CU o +6 ( )

The above brings us the following insight: E[C:] —

V| x =45 namely that at any sufficiently large time ¢,

the number of compromised nodes in the system becomes
steady. Furthermore,

a(hn’lt~>oo C'S)t)) _ 5 > 07
da (a+ B)?




which means that the system becomes more secure as o de-
creases. Also, it is clear that the system becomes more se-
cure as [ increases (meaning, for example, that the users
deploy some global alert service and patching system). In
addition to the af orementioned important aspect of the sys-
tem’s overall security, as we will see in Section 6, this also
facilitatesthe investigation of the optimal strategy ininvest-
ing a given budget to reduce «, increase 3, or both.

4 Modéd I1: Semi-heterogeneous Case

In Model |, we abstracted away the attributes of the
edges in the systems. In this section, we present a model
for systems that can be modeled as semi-heterogeneous
graphs, where by “ semi-heterogeneous’ we mean that dif-
ferent nodes may have different degrees. Further, we as-
sumethat 7,,, = 7 forany (u,v) € E.

a, 8,0 (see text)
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Figure 2. State transition in the semi-
heterogeneous case

Figure 2 shows the state transition of a node v in this
model. Specifically, at any timet + 1, v may become com-
promised because of its own reason (with probability «;) or
some of its trusted nodes (with probability § ff)). Then,

s =1- ] [1 - fycgp} : (4.1)
(u,v)EE

Further, we have
S = - e -6 s+ ped)
= [1- - ) -] s+ (- B,
(4.2)

This formula gives the expected number of compromised
nodes at any time ¢, namely E[C}].

4.1 Analysis

Besides being ableto accurately predict the metricsof in-
terest, we observe that E[C!] in the present model is strictly
larger than E[C}] — |V] - 215 asgivenby (3.4) and (3.6).
This means that there are always compromised nodes, un-
lessa = 0. Inwhat follows we draw a sufficient condition,

under which E[C}] convergesast — oc.

By omitting those items of power no less than 2, (4.2)
can be rearranged as below,

) x a+(1—a—pB)cY 44 Z Y.

(u,v)EE
Denote by
) 1 1 - 0
coHy=1 + [»i= :[:'={o o]
e 1 0 1
then, we have
t—1 )
Ct) = a|d s |1+8"'xC(0)
=0
where
S=(1-a-p)+AT" (4.3)

and A is the adjacency matrix of the network.

Denoteby Ay ao > Ao a > -+ > A, A the ordered eigen-
values of A (i.e., of AT). It is straightforward to see, for
i=1,-,n,if \; o isthei®" eigenvalue of A then

)\LS = (]. - — ﬁ) + VAi,A (44)

corresponds to the i*"* eigenvalue of S. Denote by
Uya,---,Up A theorthogonal unit eigenvectors correspond-
ing to the eigenvalues Ay a, ..., A, a. Note that (4.4) im-
pliesthat, forany 1 < ¢ < n, if z is the eigenvector corre-
sponding to eigenvalue A; A, then z is also the eigenvector
corresponding to A; s. In other words, S and A have com-
mon eigenvectors. By the spectral decomposition, it holds
that

n
S= Z /\7;73 (UZ}A X UZA)
i=1

and hence )
S = Ng(uiaxuly).
=1
It can be shown that
" Ns(1— A

Z 1-— )\i,;

=1
+ <Z Al s (Uia X uZA)> x C(0).
=1

In order for the probability vector C'(¢) to converge(i.e.,
the system eventually enters the steady state), a sufficient
conditionisthat A} g — 0 ast — oc. Thisis equivalent to

requiring

Ct) = al+a

(UZ}A X U;—Z:A)‘| x 1

1r£iagxn Ais| <1, (4.5)



which is equivalent to requiring

[A1s] < land|A,s| < 1. (4.6)

Since the trace of A (i.e., the sum of the elements on the
main diagonal of A) is 0, which equals to the sum of the
eigenvalues of A, it holds that Ay o > 0 and A, o < O.
Therefore, (4.6) is equivalent to

-l<l-—a-0F+yva<l—-—a—-F+ya<Ll
This means
a+ (-2
0
Under the above sufficient condition, we have, ast — oo,

C@t) — al +a {Z (m 71) (uLA quA)} x 1.

=1

a+p

< Apa and Aja <

Therefore, the number of compromised nodesis
= T — N« (a7 - ; — T 2
E[C:] = 1T C(t) + ;Ka%@fwi,,; 1) (u“Axl) ] .
The above brings us the following insight. Since

2
0(lim o E[CY]) = (UTA x 1)
op -@ Z o+ B —yX\ia

<0,

for sufficiently large ¢, E[C}] decreases as (3 (i.e., the cur-
ing capability) grows. Further, if A is positive definite (i.e.,
Ai,a > 0 forall ), then

2
n oA (UzTA X 1)
= —’ > 0,
= a+ B —=yAia

oy

meaning that for sufficient larget, E[C] increasesas~y (i.e.,
the edges infection capability) grows.

5 Modée I11: Fully-heterogeneous M odel

Model |1 captures semi-heterogenous systems. In this
section, we present a model for fully-heterogeneous sys-
tems, where by “fully-heterogeneous’ we mean that each
edge (u,v) € E may be associated with ., that reflectsits
own attributes, and each node v may be associated with «,,
and 3, that reflect its own attributes.

Figure 3 shows the state transition of a node n. Specifi-
caly, v becomes compromised because of its own reason
(with probability ), or because of some of its compro-
mised trusted nodes (with probability 5. Further, v may
become secure with probability 3,,. Then,

o =1- H {1 - 'ywc(t)}

(u,v)EE

(5.1)

o, 8,0 (see text)
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Figure 3. State transformation in the fully-
heterogeneous case

Further, we have

S = (= ) (1= 6] 50 + Bl
A = 1= (=)@ =88] s+ (1= Bl
(5.2)

This formula immediately gives the expected number of
compromised nodes at any time't.

5.1 Analysis

In this subsection, we establish a sufficient condition for
E[C,] to convergeast — oco. Aswewill see, it isalso true

that E[Cy] > 0 ast — oo, unlessa, =0 foralv e V.
By omitting the nonlinear items, (5.2) implies

T el V.
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o) = Zsj B, + S'C(0).

where
S=1-D,—-Dg+D,. (5.3)
Denote by A\is > Xos 2> > Aps the or-
dered eigenvalues of S, and by u; s, ..., u, s the orthog-

onal unit eigenvectors corresponding to the eigenvalues
ALs,-- -5 Ans. By the spectral decomposition, it holds that

n

S= Z /\7;73 (ui,S X Uz:s)

i=1



and hence
st = Z A (uis x uls).
=1
It can be shown that

" Ais(l= A

> s

=1
+ <Z Mg (Upa % ugA)> % C(0).
=1

In order for the probability vector C'(t) to converge(i.e.,
the system eventually enters the steady state), a sufficient
condition isthat \! — 0 ast¢ — oo for al <. Thisis

equivalent to requiring

C(t) = Ba+

(uj,a X uZA)l x B,

Jmax Ais| <1,

(5.9

that is,

As<land A, s>—1 (5.5)

Under the condition (5.4), it holdsthat, ast — oo,

n

)\.
Ot) — B+ |3 288

= 1- Ais

(uj s X UZs) X Ba,

and thus

6 Case Study: on the (In)Security of PGP

Now we conduct a case study by applying our models
to investigate the security of the PGP public key infrastruc-
ture [14], in which each user has a pair of public and pri-
vate keys. A private key may be compromised because its
owner’scomputer is brokeninto, and signatures can be arbi-
trarily forged until the public key has been revoked. In order
to validate the accuracy of our models, we conduct simula-
tions by utilizing the PGP web of trust graph (dated March
052006) of ht t p: // dt ype. or g/ keyanal yze/ . We
use al keysin the data set, comprising 188,398 keys (i.e.,
nodes). We naturaly interpret the trust relationships be-
tween the nodes as a directed graph. Specificaly, if Alice
certifies Bob's public key, then there is an arc from Alice
to Bob. We note that self-loops (signing one’s key by it-
self) had already been removed in the data set. This forms
565,542 directed edges. The simulations are done for 50
runs, and starting with the redlistic setting of Yo € V,
55,0) =1and 05,0) =0.

6.1 On the Accuracy of the Models

On the Accuracy of Model 1. In Figure 4.(1.1)-4.(1.3) we
compare the model predictions of E[S;] and E[C}], as indi-
cated by Eq. (3.1), with the S; and C; averaged over the
50 simulation runs, respectively. We considered three sets
of (arbitrary) parameters. (1) « = 0.001 and 3 = 0.1; (2)
a=0.0land3=0.1;(8)a=0.1and 3 = 0.1.

From Figure 4.(1.1)-4.(1.3), it is clear that S; and C; are

symmetric or mirroring with respect to the horizontal line of
|V'|/2. Thisisbecause S; +C; = n. Notethat in the case of
a=0.1and 3 = 0.1 (see Figure4.(1.3)), thisline coincides
with [V| - 285. Moreover, E[S;] and the averaged S, (the
two curves on the upper half of the picture) match almost
perfectly in the case of & = 0.001 and « = 0.01. This
also means that E[C}] and the averaged C: (the two curves
on the lower half of the picture) match almost perfectly in
the case of & = 0.001 and & = 0.01. Evenin the case
of « = 0.1, E[S;] and averaged S, (therefore, E[C}] and
averaged C';) match almost perfectly at about ¢ = 15, even
before the system enters the steady state. Finally, E[C"] and
the averaged C; match [V| - 45 amost perfectly in the
case of Figure4.(1.1), and in the cases of Figure 4.(1.2) and
Figure 4.(1.3) after the system enters the steady state (about
t = 15).
On the Accuracy of Modd 1. In Figure 4.(11.1)-4.(11.3)
we compare the model predictions of E[S;] and E[C}], as
indicated by Eq. (4.2), with the S; and C; averaged over
the 50 simulation runs, respectively. We consider three sets
of (arbitrary) parameters: (1) « = 0.001, 3 = 0.1, and
v = 0.05; (2) @ = 0.01, 8 = 0.1, and v = 0.05; (3)
a=0.1,3=0.1,and~ = 0.05.

Figure 4.(11.1)-4.(11.3) clearly shows that S; and C, are
symmetric with respect to the horizontal line of |V'|/2. This
isbecause S;+C; = n. Further, in all three cases, the model
predictions of E[S;] and E[C;] almost perfectly match the
averaged S; and CY, respectively. It is worthwhile to note
that S; and C; are symmetric with respect to the horizontal
lineof |V|/2. Thisis because S; + C; = n.

Onthe Accuracy of Model 111. InFigure4.(111.1)-4.(111.3)
we compare the model predictions of E[S;] and E[C}], as
indicated by Eq. (5.2), with the S; and C; averaged over
the 50 simulation runs, respectively. We consider three
sets of (arbitrary) parameters: (1) «,, € [0.001,0.01] (i.e,
each «, is drawn from the interval [0.001, 0.01] uniformly
at random), 3, € [0.10,0.20], and y, € [0.05,0.10]; (2)
@, € [0.01,0.1], 8, € [0.10,0.20], and 7, € [0.05,0.10];
(3) v, € 0.1,0.2], 8, € [0.10,0.20], and ,, € [0.05,0.10].

Figure4.(111.1)-4.(111.3) clearly showsthat S; and C; are
symmetric with respect to the horizontal line of |V'|/2. This
isbecause S;+C; = n. Further, in al three cases, the model
predictions of E[S;] and E[C,] almost perfectly match the
averaged S; and CY, respectively. It is worthwhile to note
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Figure 4. Simulation vs. models using the PGP data

that S; and C; are symmetric with respect to the horizontal
lineof |V|/2. Thisisbecause S; + C; = n.

6.2 On the Usefulness of the Models

First, we have shown that our models can be used to
quantify the security assurance when we consider the PGP
graph as awhole. For example, Figure 4.(111.1) shows that
under the given parameters there are always about 15%
compromised private keys when the system enters the
steady state. Such metrics can be used to help a signature
verifier determine the trustworthiness of an incoming mes-
sage that is accompanied with avalid digital signature. Ob-
vioudly, in the case that a verifier needs a certain high con-
fidence on a certain message, it can require, for instance,
multiple signatures on the message. This can be done as
follows. Suppose there is dways a portion of private keys
being compromised (e.g., a = 0.15 in the case of Figure
4.(111.1)), and a verifier needs 1 — ¢ confidence on the va-
lidity of a message. Then the verifier would achieve this

by uniformly picking [log,, €] nodesto certify the message,
provided that the selected nodes are willing to do so.

Second, the analysesin the last sections suggested a suf-
ficient condition for E[C}] to converge, and useful advice
towards lowering E[C;]. For example, if the users deploy
host-based intrusion detection systems (i.e., which may in-
crease ) and the users are cautious enough in executing
codes (i.e., which may reduce «), the systems get more se-
cure with a security gain that could even be quantified.

Third, our models can be used to help resolve the follow-
ing important problem. Suppose B is a given budget. What
isthe optimal strategy for investing B, where0 < = < 1,
to reduce o (e.g., by installing an anti-virus software), and
investing (1 —x) B toincrease 3 (e.g., by deploying aglobal
attack alert service mechanism)? In order to clarify the
ideas, let's consider model | (avariant of model 111 is avail-
able in the full version of this paper [8]). In this model it
holdsthat E[C}] — when the system enters the steady
state. We consider the f%l lowing two cases.

Case|. Assume the outcome of an investment 2B in reduc-



ingaisa(z) = ﬁ, and the outcome of an investment
xBinincressing B is f(x) = (1 + kox)F, where ky and ks
are some positive constants such that

«
1 + k1

Note that «(0) = « and 3(0) = 5. Given an investment
x B, the steady state number of compromised nodesis

and (1 + k2)8 < 1.

min o(z)
x

n-a(x) B no
() +B(1—2)  a+(1+ko)[l+k(l—2)]3
Our godl isto find some point x,;,, that minimizes f(x), or

equivalently, maximizesh(z) = (1 + k1x)[1 + k2 (1 — ).
Since

fa) =~

/ _ >0, z<x
h ((E) = k1 — ko + kiko 2/€1/€2£L’{ <0, x>,
where zo = % there are three scenarios.

1 If zyp < 0,thenh/(z) < 0forz € [0,1]. Thismeans
Tmin = 0, Namely that the entire budget should be
invested to increase 3.

2. 1f0 < zp < 1,then h/(x) > 0 for z € (0,x0] and
hW(x) < 0forx € (xp,1]. Thismeans ., = o,
namely that 2 B should be invested to decrease o and
(1 — z¢) B should beinvested to increase .

3. If zg > 1, then h/(x) > 0 for z € [0, 1]. This means
Tmin = 1, Namely that the entire budget should be
invested to decrease .

Case |. Assume the outcome of an investment B in re-

ducing « is a(x) = 1+QW’ and the outcome of an in-
1

vestment zB inincreasing 3 is §(x) = (1 + kox)3, where
k1 and k5 are some positive constants such that

min a(x) and (1 + k2)5 < 1.

T 1 + k1
Notethat «(0) = o and 5(0) = S.
Given an investment z, the steady state number of com-
promised nodesis

n - o(z) B no
(2)+B(1—2) a+ (1 +ka?)[l+k(l—2)]5

Our godl isto find some point x,;,, that minimizes f(x), or
equivalently maximizes h(z) = (1 + k12?)[1 + ka(1 — z))].
The practical value of z,,;, can be understood as follows:
Givenabudget B, itisoptimal to invest x.,,;, B to reduce c,
and (1 —x,,;,)Btoincrease 3. Since h'(x) = —3koky2? +
2k1 (ke + 1)z — ko2, K'(0) = —ky < 0. Denoteby A =
4k3 (ko + 1)% — 12k k3.

Suppose A > 0. Then, h/(x) = 0 hastwo roots z1, x2,
where0 < z1 < xo. There are three scenarios.

fla) = =

1 If 21 > 1, thenwehaveh/(z) < 0 forany = € [0, 1].
Thus, h(x) decreasesin [0, 1] and « i, = 0 minimizes
p(z) (i.e., maximizing h(x)) in [0, 1].

2. If zo < 1,thenwehave h/(z) < 0whenz € [0, 4],
h(x) > 0whenz € [z1,22], and h/(z) < 0 when
x € [xe,1]. Thus, h(x) decreasesin [0, z1] aswell as
[2, 1], and increasesin (x1, z2). Therefore, the point
minimizing f(z) is

Tmin = {

3. Ifzy <1< zy, thenwehave h/(z) < 0 whenz €
[0,21), and h/(z) > O when z € [z1,1]. Thus, h(z)
decreasein [0, 1], but increasesin [z, 1]. Therefore,
the point minimizing f(z) is

Tmin = {

Suppose A < 0. Then h/(z) < 0 forany =z € [0,1].
Thus, h(x) decreases in [0, 1], and z,;, = 0 Minimizes
f(z) (i.e, maximizing h(z)) in [0, 1].

0,
X2,

h(0) = h(z2),
h(0) < h(zs).

0,
L,

h(0) = h(1),
h(0) < h(1).

7 Related Work

Existing graph-based analysis approachesvs. our mod-
eling approach. There are three types of graph-based anal -
ysis approaches. The overall goa of these approaches are
similar to ours, but there are also important differences as
we elaborate bel ow.

Thefirstisbased on privilegegraphs[4, 9], whereanode
representsaset of privilegeson some objectsand an arc rep-
resents a vulnerability. An arc exists from one node to an-
other if thereis amethod allowing a user owning the former
node’s privileges to obtain those of the latter.

The second is based on attack graphs, where a node rep-
resents the state of a network (i.e., the values assigned to
relevant system attributes such as specific vulnerabilities on
various hosts and connectivity between hosts), and an edge
represents a step in an attack (cf. [10, 6, 1] and their refer-
ences). A designated node (or set of nodes) represents the
initial state(s), and each transition represents a specific ex-
ploit that an attack can carry out. This technique can iden-
tify the set of attack paths that have a high probability of
success for the attacker.

The third is based on key challenge graphs [3], where
a node represents a host, and an arc represents a key chal-
lenge that is an abstraction to capture access control. A key
challenge is, for instance, a password authentication prior
to accessing to a resource. The starting point of an attack
could be one or more vertices, and the target of an attack



could be one or more vertices. A successful attack is a se-
guence of zero or more vertices not in the initial set but
eventually containing all the target nodes. The cost of an
attack is measured as the sum of the effort required to com-
promiseindividual vertices by attempting to counter the key
challenges on the edges.

The main difference between privilege/attack graphsand
ours lies in the model assumptions and scalability. First,
privilege/attack graphs are based on the systems known
vulnerabilities that have not been patched. While this is
certainly aredlistic threat, we believe that it would be better
resolved using vulnerability-specific countermeasures (e.g.,
[11]). In contrast, our modeling approach does not assume
known vulnerabilities; instead, it is quite appropriate for
modeling attacksthat may be based on zero-day or unknown
vulnerabilities — this further justifies our use of stochastic
models. Second, privilege/attack graphs based approaches
suffer from limited scalability, because of their inherent ex-
ponential state explosion; whereas our approachis scalable.

Themain difference between the key challenge graph ap-
proach and ours lies in the model purpose (i.e., the ques-
tions targeted by the models) and capability. First, the key
challenge graph approach emphasizes the algorithmic as-
pect of finding an optimal attack path, namely that the ad-
versary can achieve its goal with minimal effort or cost. In
contrast, our modeling approach aims to understand the dy-
namic behavior of system evolution, and to answer ques-
tions such as the number of compromised private keysin a
public key infrastructure. Second, the key challenge graph
can only capture the attack behaviors with respect to some
specific starting points. In contrast, our modeling approach
does not need to know the initially compromised nodes, nor
even to have any.

Existing epidemic models vs. our model. Existing epi-
demic models (e.g., [7] and its numerous follow-ons) are
typically adapted from the biological epidemiology mod-
els for homogeneous systems [2]. Such models assume that
every individual has equal contact to everyone else in the
population, and that the rate of infection is largely deter-
mined by the density of the infected individuals. Homo-
geneous models may be useful in some cases, e.g., when
a worm spreads via truly random scanning. However, ho-
mogeneous models do not apply to heterogeneous systems,
which are harder to model because topol ogy-based spread-
ing does not rely on random scanning.

Semi-heterogeneous networks are investigated in [13,
12] with discrete time models, and in [5] with an anao-
gous continuous time model. The models of [13, 12] are
perhaps the closest to ours. However, they have the fol-
lowing drawbacks. (1) They cannot express that the num-
ber of compromised nodes is persistently greater than zero,
even if the ratio between the attack death rate and the at-
tack birth rate is above the threshold. (2) They can only

model semi-heterogeneous systems, where different nodes
may have different degrees. However, both capabilities are
offered in our models.

8 Conclusion

We presented a series of models for quantifying the
(in)security of networked systems. Our models are pow-
erful, accurate and useful. As a specific application,
we showed how our models can be applied to study the
(in)security of PGP based on some artificial parameters.
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