Protecting Cryptographic Keys From Memory Disclosure Attacks

Keith Harrison and Shouhuai Xu
Department of Computer Science, University of Texas at San Antonio
{kharri so, shxu}@s. ut sa. edu

Abstract

Cryptography has become an indispensable mechanism
for securing systems, communications and applications.
While offering strong protection, cryptography makes the
assumption that cryptographic keys are kept absolutely se-
cret. Ingeneral thisassumptionisvery difficult to guarantee
in real life because computers may be compromised rela-
tively easily. In this paper we investigate a class of attacks,
which exploit memory disclosure vulnerabilities to expose
cryptographic keys. We demonstrate that the threat is real
by formulating an attack that exposed the private key of an
OpenSSH server within 1 minute, and exposed the private
key of an Apache HTTP server within 5 minutes. We pro-
pose a set of techniques to address such attacks. Experi-
mental results show that our techniques are efficient (i.e.,
imposing no performance penalty) and effective —unlessa
large portion of alocated memory is disclosed.

Keywords: cryptographic key security, memory disclosure.
1 Introduction

The utility of cryptography is based on the assumption
that cryptographic keys are kept absolutely secret. This as-
sumption is very difficult to guarantee in real-life systems
due to various software bugs in operating systems and ap-
plications. In this paper we focus on aclass of attacks that
exploit memory disclosure vulnerabilities, called memory
disclosure attacks. Such an attack can expose the content
of (aportion of) computer memory, and thus cryptographic
keysin the disclosed memory.

Our contributions. First, we thoroughly assess (Section 2)
the damage of memory disclosure attacks against the pri-
vate keys of OpenSSH servers and Apache HTTP servers.
The attacks exploit two reported vulnerabilities. Our exper-
iments show that such attacks effectively expose the RSA
private keys of the servers.

Second, we propose amethod (Section 3) for helping un-
derstand the attacks (e.g., why are they so powerful?). The
core of the method is a software tool we developed to help

analyzethe content of computer memory. Through our soft-
ware tool, we found that disclosure a portion of either allo-
cated memory or unallocated memory would effectively ex-
pose cryptographic keys. Thisis interesting because exist-
ing literature often emphasized the importance of clearing
unallocated memory (cf. Viegaet al. [18, 19] and Chow et
al. [6]), but not necessarily taking care of alocated memory.

Third, our analyses on the attacks suggest that one
should ensure (i) a cryptographic key only appears in al-
located memory a minimal number of times (e.g., one), and
(ii) unallocated memory does not have a copy of crypto-
graphic keys. We thus proceed to propose a set of con-
crete solutions. In particular, our method for minimizing
the number of copies of a private key in allocated memory,
to our knowledge, is novel in the sense that it takes full ad-
vantage of the operating system “copy on write’ memory
management policy [17] — a technique that was not origi-
nally motivated for security purpose. We conduct case stud-
ies by applying our solutions to protect the private keys of
OpenSSH servers and of Apache HTTP servers. Exper-
imental results show that our solutions can eliminate at-
tacks that disclose unallocated memory, and can mitigate
the damage due to attacks that disclose a small portion of
allocated memory. It is stressed, however, that if the portion
of disclosed memory is large (e.g., about 50% as shown in
our case study), the key is still exposed in spite of the fact
that our solutions can minimize the number of key copiesin
memory. Therefore, our investigation may serve as an evi-
dence that in order to completely avoid key exposures due
to memory disclosures, special hardware is necessary.

Related work. The problem of ensuring the secrecy of
cryptographic keys (and their functionalities thereof) has
been extensively investigated by the cryptography commu-
nity. There have been many novel cryptographic meth-
ods that can mitigate the damage caused by the compro-
mise of cryptographic keys. Notable results include the no-
tions of threshold cryptosystems [8], proactive cryptosys-
tems [15], forward-secure cryptosystems [1, 2, 11], key-
insulated cryptosystems [9], and intrusion-resilient cryp-
tosystems [12]. The present paper fals into an approach
that is orthogonal to the cryptographic approach. Clearly,



our mechanisms can be deployed to secure traditional cryp-
tosystems, as evidently shown in this paper. Equally, our
mechanisms can be utilized to provide another layer of pro-
tection for the af ore-mentioned advanced cryptosystems.

It has been deemed as a good practice in developing
secure software to clear the sensitive data such as crypto-
graphic keys, promptly after use (cf. Viegaet a. [18, 19]).
Unfortunately, as confirmed by our experiments as well as
an earlier one due to Chow et a. [5], this practice has not
been widely or effectively enforced. Chow et a. [5] inves-
tigated the propagation of sensitive datawithin an operating
system by examining al places the sensitive data can re-
side. Their investigation was based on whole-system simu-
lation viaa hardware simulator, namely the open-sourcel A-
32 simulator Bochs v2.0.2 [3]. More recently, Chow et al.
[6] presented astrategy for reducing thelifetime of sensitive
datain memory called “secure deallocation,” whereby data
iserased either at deallocation or within ashort, predictable
period afterwards in general system alocators. As a re-
sult, their solution can successfully eliminate attacks that
disclose unallocated memory. However, their solution has
no effect in countering attacks that may disclose portions
of alocated memory. Whereas, our solutions can not only
eliminate attacks that disclose unallocated memory, but also
mitigate the damage due to attacks that disclose asmall por-
tion of allocated memory. That is, our solutions provide
strictly better protections.

Thereis some loosely related work. Broadwell et a. [4]
explored the core dump problem to infer which datais sen-
sitive based on programmer annotations, so as to facilitate
the shipment of crash dumpsto application devel operswith-
out revealing users sensitive data. Provos[16] investigated
a solution to use swap encryption for processes in posses-
sion of confidential data. A cryptographic treatment on se-
curely erasing sensitive data via a small erasable memory
was presented by Jakobsson et al. [7].

Outline. In Section 2 we evaluate the severity of the mem-
ory disclosure problem. In Section 3 we show how to un-
derstand the attacks in detail based on our softwaretool. In
Section 4 we present a set of solutions to countering mem-
ory disclosure attacks, whose concrete instantiations to pro-
tect private keys of OpenSSH servers are explored in Sec-
tion 5. We conclude the paper in Section 6. Due to the
space limitation, we defer many details (including the treat-
ment on Apache HTTP servers) to the full version of the
present paper [13].

2 Threat Assessment: Initial Experiments

In this section we report our experimentsthat exploit two
specific memory disclosure vulnerabilities to expose the
RSA private keys of an OpenSSH Server and of an Apache
HTTP server. The first vulnerability was reported in [14],

which states that Linux kernels prior to 2.6.12 and prior to
2.4.30 are vulnerable to the following attack: directories
createdintheext 2 file systemscould leak up to 4072 bytes
of (unallocated) kernel memory for every directory created.
The second vulnerability was reported in [10], which states
that a portion of memory of Linux kernels prior to 2.6.11
may be disclosed due to the misuse of signed types within
drivers/char/ntty. c. Thedisclosed memory may
have a random location and may be of a random amount.
Both vulnerabilities can be exploited without requiring the
r oot privilege.

Recall that the RSA cryptosystem has a public key
(e, N) and aprivate key (d, N), where N = PQ for some
large prime P and Q. In practice, a variation of the Chi-
nese Remainder Theorem (CRT) is utilized to speed up
the signing/decryption procedure, meaning that a RSA pri-
vate key actually consists of 6 distinct parts: d, P, @, d
mod (P —1),d mod (Q —1),and@~! mod P. Notice
that there is a special PEM-encoded private key file, which
containsthe whole private key. For simplicity, we only con-
sider d, P, @, and the PEM-encoded file because disclose
of any of them immediately leads to the compromise of the
private key. Therefore, we call any appearance of any of
them “acopy of the private key.”

Our experiments ran in the following setting: the server
machine has a 3.2GHz Intel Pentium 4 CPU and 256MB
memory; the operating system is Gentoo Linux with a
2.6.10 Linux kernel; the OpenSSH server is OpenSSH
4.3_p2; the Apache HTTP server is Apache 2.0.55 (com-
piled using the pr ef or k MPM); the OpenSSL library ver-
sionis 0.9.7i.

On the power of attacks exploiting the vulnerability re-
ported in [14]. Our experimenta attacks proceeded as fol-
lows. (i) We plugged a small 16MB USB storage device
into the computer running OpenSSH (or Apache HTTP)
server. (ii) We wrote a script to fulfill the following. In
the case of OpenSSH server, it first created a large number
of SSH connectionstol ocal host ; whereasin the case of
Apache HTTP server, it first instructed a remote client ma-
chine to create alarge number of HTTP connectionsto the
server. Then, the script immediately closed all connections.
Finally, the script created a large number of directories on
the USB device, where each directory created revealed less
than 4,072 bytes of memory onto the USB device. (iii)
We removed the USB device, and then simply searched the
USB device for copies of the private key. Experimental re-
sults are summarized as follows.

The case of OpenSSH server: Figure 1(a) depicts
the average (over 15 attacks) number of copies of private
keys found from the disclosed memory on the USB device,
with respect to the number of | ocal host SSH connec-
tions (the z-axis) and the number of created directories (the
y-axis). For example, by establishing 500 total connections



(8) OpenSSH: # of key copiesfound (b) OpenSSH: success rate of attacks (c) Apache: # of key copies found

(d) Apache: success rate of attacks

Figure 1. OpenSSH vs. Apache with respect to the vulnerability reported in [14]

and creating 1,000 directories (i.e., disclosing up to about 4
M Bytes memory), we were able to recover about 8 copies
of the private key. From a different perspective, Figure 1(b)
depicts the average success rate of attacks (i.e., the rate of
the number of successful attacks over the total number of 15
attacks), which clearly states that an attack almost always
succeeds. In this case, an attack took less than 1 minute.

The case of Apache HTTP server: Figure 1(c) shows
the average (over 15 attacks) number of copies of private
keys found on the USB device, with respect to the num-
ber of connections (the z-axis) and the number of created
directories (the y-axis). For example, by establishing 500
connections and creating 1,000 directories (i.e., disclosing
up to 4 MBytes memory), we were able to recover about 5
copies of the private key. From a different perspective, Fig-
ure 1(d) depicts the average success rate of attacks, which
clearly states that an attack almost always succeeds. In this
case, an attack took less than 5 minutes.

On the power of attacks exploiting the vulnerability re-
ported in [10]. Our experimental attack was orchestrated
by a script that fulfills the following: (i) In the case of
OpenSSH server, it created a large number of SSH connec-
tionsto| ocal host . Inthe case of Apache HTTP server,
it instructed a remote computer to establish alarge number
of HTTP connections to the server. (ii) The script executed
aprogram (dueto [10]) to dump a piece of memory to afile,
which was then searched for the private key. The size and
location of the disclosed memory varied, dependent on the
termina running the exploit. The exploit disclosed about
50% of the memory (i.e., 128 MBytes) on average. Experi-
mental results are summarized as follows.

The case of OpenSSH server: Figure 2(a) shows the
average (over 20 attacks) number of copies of private keys
found in the disclosed memory with respect to the number
of connections (the z-axis). From a different perspective,
Figure 2(b) shows the success rate of attacks (i.e., the rate
of the number of successful attacks over the total number of
20 attacks) with respect to the number of connections (the
x-axis). It is clear that an attack almost always succeeds.
Moreover, an attack took less than 1 minute.

The case of Apache HTTP server: Figure 2(c) shows

the average (over 20 attacks) number of private keys found
in the disclosed memory with respect to the number of con-
nections (the z-axis). Figure 2(d) shows the success rate of
attacks, which clearly states that an attack always succeeds
when 30 or more connections are established. In this case,
an attack took less than 1 minute.

In summary, our experiments showed that cryptographic
keys can be easily compromised by attacks that exploit
memory disclosure vulnerabilities. Since the attacks are so
powerful, we suspect that copies of the cryptographic keys
were somehow flooding the memory to some extent. This
motivates our thorough examination in Section 3.

3 Understanding the Attacks

Supporting tool: locating cryptographic keys in mem-
ory. In order to understand the attacks, we needed a tool
to capture the “snapshots’ of memory, and to bookkeep in-
formation such as “which processes have access to which
memory pages that contain copies of private keys’. We de-
veloped a software tool for this purpose. The C code of our
tool is about 260 lines, and is implemented as a loadable
kernel module (LKM). The detail of the code is deferred to
the full version of this paper [13]. In our experiments, it
took about 5 seconds to scan the 256MB memory.

Under standing the attacks: the case of OpenSSH server.
Equipped with our software tool, we conducted another ex-
periment with the same hardware and software setting asin
our experiments mentioned above, except that the operat-
ing system was replaced by Gentoo Linux with a 2.6.16.1
Linux kernel. The intent of experimenting with a newer
version of operating system, which was not known to be
subject to the afore-mentioned two vulnerabilities, was to
validate whether the suspected phenomenonis still relevant
in newer operating systems. Note that the new experiments
arerun with theroot privilege, whereas the above attack ex-
periments are not. Specifically, we let two other machines
act as clients for issuing SSH reguests to the server via a
100Mb/s switch network. We wrote a Perl script to auto-
matically trigger events at the following predefined points
intime (unit: 2 minutes).
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Figure 2. OpenSSH vs. Apache with respect to the vulnerability reported in [10]

e Timet=0: Thesimulationis started without OpenSSH
running.

e Timet=2: The OpenSSH server is started viathe com-
mand/etc/init.d/sshd start.

e Timet=6: Thefirst client machine beginsissuing SSH
requests and maintains 8 concurrent scp transfers.
Each transfer lasts about 4 seconds.

e Timet=10: The second client machineinitiates an ad-
ditional 8 concurrent scp transfers. This brings the
number of concurrent connectionsto 16 in total.

e Timet=14: Thefirst client machine stopsal filetrans-
fers. This reduces the total number of concurrent file
transfersto 8.

e Time t=18: The second client machine stops all file
transfers, and thus all network traffic ceased.

e Time t=22: The OpenSSH server is stopped via the
command/etc/init.d/sshd stop.

e Timet=29: The experiment is finished.

Corresponding to the above events, outputs of the LKM
are plotted in Figures 3(a) and 3(b) from two different per-
spectives. Both pictures have the time as the x-axis.
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Figure 3. OpenSSH case

Figure 3(a) shows the locations of copies of the private
key in memory, where “ x” represents a copy in allocated
user or kernel space, and “+” represents a copy in unal-
located memory. From this picture we draw the following

observations. (1) The OpenSSH private key isin memory at
timet=0, even though the OpenSSH server is not started un-
til timet=2. Thisis because the PEM-encoded file has been
loaded into memory by the Reiser file system. (2) When the
OpenSSH server is started at time t=2, the newly appearing
x’'sareactualy thed, P, and  of the privatekey. (3) When
OpenSSH client requests begin to be issued at time t=6, the
number of copies of the private key increases abruptly. We
also begin to see copies of the private key in unallocated
memory. (4) When the client machines stop i ssuing requests
at time t=18, the number of copies of the private key in al-
located memory drops abruptly. We also observe that many
copies of the private key are not erased before entering un-
allocated memory. (5) When the OpenSSH server stops at
time t=22, d, P and @ exist only in unallocated memory,
except the PEM-encoded private key file that remainsin the
Linux kernel’s page cache.

Figure 3(b) shows the total humber of copies of the pri-
vate key in memory, where lightly shaded bars correspond
to copies of the private key in allocated memory, and dark
shaded bars correspond to copies of the private key in unal-
located memory.

Summary. In both OpenSSH and Apache HTTP servers
(details of the Apache caseis deferred to [13]), many copies
of the private key can be found in both alocated memory
and unallocated memory. This confirms our suspicion that
copies of cryptographic keys somewhat flooded in mem-
ory when the number of SSH / HT TP connectionsincreases
— even in newer operating systems, and explains why the
af ore-experimented attacks were so powerful.

4 Countering Memory Disclosure Attacks

Anaysesinthelast section naturally suggest the follow-
ing countermeasures. We should ensure (i) a cryptographic
key only appears in alocated memory a minima number
of times (e.g., one) as long as this does not downgrade sys-
tem performance, and (ii) unallocated memory (or any other
place with a disclosure potential such as swap space) does
not have a copy of a cryptographic key. For this purpose,
now we present a set of solutions at different layers, from



application down to operating system kernel.

Application level solution: First, utilize the “copy on
write” memory management policy [17] to avoid unneces-
sary duplications of cryptographic keys. Specifically, we
propose placing the private key into a special memory re-
gion, and guaranteeing that no process will write to that
memory region. This ensures that the private key will only
exist once in physical memory (in addition to the PEM-
encoded private key file), no matter how many processes
are forked. Second, avoid appearances of cryptographic
keys as follows: (1) Ensure the private key is not explic-
itly copied by the application or any involved libraries. (2)
Disable swapping of the memory that containsthe key using
the appropriate system calls. Thisis because when memory
is swapped to disk, the memory is not immediately cleared
and the private key may appear in unallocated memory.

Library level solution: We suggest eliminating unneces-
sary duplications of cryptographic keys in allocated mem-
ory using the same measures suggested in application level
solution. This suffices to prevent private keys from appear-
ing in memory other than the afore-mentioned specia re-
gion and the PEM-encoded private key file.

Kernel level solution: We propose ensuring that the un-
allocated memory does not contain any private keys. This
can befulfilled by having the kernel zero any physical pages
before they become unallocated.

Integrated library-kernel solution: We propose integrat-
ing the library and kernel level mechanisms together to ob-
tain strictly stronger protection. This way, unnecessary du-
plications of private keys in allocated memory and any ap-
pearances of private keysin unallocated memory are simul-
taneously eliminated. Moreover, this solution can even re-
movethe PEM-encoded private key from allocated memory,
provided that the library instructsthe kernel not to cache the
PEM-encoded private key file. Therefore, whenever possi-
ble, this solution should be adopted.

5 Protecting Keys of OpenSSH Servers

Implementing the application level solution. We in-
stantiate the above general solution with a function,
RSA_nmenory _al i gn(), which should be called as soon
as OpenSSL’s RSA data structure contains the private key.
This ensures that exactly one copy of the private key ap-
pearsin alocated memory, in addition to the PEM-encoded
file. Notice that we need to start OpenSSH with the undoc-
umented - r option to prevent the OpenSSH server from
re-executing itself after every incoming connection.
Specifically, RSA_menor y al i gn() can be character-
ized as follows. (1) It takes advantage of the “copy on
write” memory management policy as follows. First, it

uses posi x_mremal i gn() to request one or more mem-
ory pages for fulfilling the afore-mentioned special mem-
ory region. Then, it copies the private key into the special
memory region, and zeros and frees the memory originally
containing the private key. Then, it updates the pointersin
the RSA data structure to point to the new location of the
privatekey. Finally, it setsthe BN_LFLG_STATI C_DATAflag
to inform OpenSSL that the private key is now exclusively
located at the specia region. (2) It prevents OpenSSL's
RSA eay _nod_exp() from caching the private key by
unsetting the RSA_LFLAG.CACHE PRI VATE flag in the
fl ags member of the associated RSA data structure.
Moreover, RSAmenory al i gn() disables swapping of
memory that contains the private key by calling m ock()

on the memory allocated by posi x renal i gn() .

Implementing the library level solution. We mod-
ify the OpenSSL function d2i PrivateKey(),
which is responsible for trandating a PEM-encoded
private key file into the RSA key parts by caling
d2i _RSAPri vat eKey(). The modification is that
when the d2i _RSAPr i vat eKey() method returns, we
immediately cal the function RSAenory align()
mentioned above.

Implementing the kernel level solution. We modify the
kernel functionf r ee_hot _col d page() to enforce that
memory pages are cleared, viacl ear hi ghpage(), be-
fore they are added to one of the lists of free pages. Thus,
no private key will appear in unallocated memory.

Implementing the integrated library-kernel solution. In
addition to the modifications made in the library level so-
lution and in the kernel level solution mentioned above,
the PEM-encoded private key file can be removed from
alocated memory. In order to do this, we introduce a
new flag, O.NOCACHE, to alow an application to instruct
the kernel to immediately remove this file from the “page
cache”. Specifically thisisimplemented as follows. When-
ever the PEM-encoded private key file is read, the kernel
gives the file contents to the requester and then checks if
the O_NOCACHE flag is specified. If so, the kernel im-
mediately deletes the corresponding “page cache” entry
by calingr enove f r ompage cache() beforecalling
free_page().

Experimental results. First, we re-examined the attack
based on [14] against the same vulnerable 2.6.10 Linux Ker-
nel, except that the system is now patched with our respec-
tive solutions. In no case were we able to recover any copy
of the private key.

Second, we re-examined the attack based on [10] against
the same vulnerable 2.6.10 Linux kernel, except that the
system is now patched with our solutions. For conciseness,
we only consider our integrated library-kernel solution. Fig-
ure 4(a) compares the average (over 20 attacks) number of



copies of the private key found in the USB device before
and after deploying our solution. It shows that the number
of copies of the private key recovered is reduced by our so-
lution because only one copy of the private key appearsin
allocated memory, and no copies of the private key appear in
unallocated memory. Figure 4(b) compares the success rate
of attacks before and after deploying our integrated library-
kernel solution. While our solution does reduce the attack
success rate (from about 90% to about 50%), the attack still
succeeds with a probability about 50% because the attack
discloses on average about 50% of the memory. Thus, as
mentioned before, completely eliminating such powerful at-
tacks might have to resort to some specia hardware devices.

uuuuuuuuuuuuuu

(b) Attack success rates

Figure 4. OpenSSH effect of our library-
kernel solution countering the attack of [10]

As we show in [13] our solution does not impose any
performance penalty.

6 Conclusion

We investigated a set of mechanismsto deal with the ex-
posure of cryptographic keys caused by memory disclosure
attacks. Our mechanisms can eliminate attacks that disclose
unallocated memory, and can mitigate the damage due to
attacks that disclose a small portion of allocated memory.
Our result suggests that in order to eliminate powerful at-
tacks that can disclose alarge portion of memory, one may
have to resort to special hardware devices.
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