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Abstract. Anonymity-protection techniques are crucial for various com-
mercial and financial transactions, where participants are worried about
their privacy. On the other hand, authentication methods are also crucial
for such interactions. Secret handshake is a relatively recent mechanism
that facilitates privacy-preserving mutual authentication between com-
municating peers. In recent years, researchers have proposed a set of
secret handshake schemes based on different assumptions about the cre-
dentials used: from one-time credentials to the more general PKI-like
credentials. In this paper, we concentrate on k-anonymous secret hand-
shake schemes based on PKI-like infrastructures. More specifically, we
deal with the k-anonymous m-party (m > 2) secret handshake problem,
which is significantly more involved than its two-party counterpart due
to the following: When an honest user hand-shakes with m — 1 parties,
it must be assured that these parties are distinct; otherwise, under the
mask of anonymity a dishonest participant may clone itself in a single
handshake session (i.e., assuming multiple personalities).

Key words: privacy-preserving authentication, anonymity, unlinkabil-
ity, secret handshake, credential systems, reusable credentials, multiple
personality prevention.

1 Introduction

“Privacy-preserving authentications” are a class of mechanisms that can achieve
the traditional authentication goals, and at the same time protect the anonymity
of an authenticator, a verifier, or both. Such tools can be useful in transactions
where users require anonymity, yet at the same time, the authenticity of a party
is needed (e.g., to assure payments, commitment to a contract, or membership
in a proper authorized group). It is not a surprise then that in the last two
decades a large and diverse set of settings and methods for privacy-preserving
authentications have been investigated, among them: (1) anonymous e-coins [10]
whereby a merchant can verify a buyer’s capability in paying a certain amount of
money; (2) group signatures [11] whereby anyone can verify a user’s membership
in an existing group where the user’s privacy within the group is maintained; (3)
ring signatures/authentication [12,24,22] whereby an authenticator can hide
itself among an ad hoc group of users; (4) authenticated key exchange while
protecting the anonymity of the participants [18,21, 8, 1].



Secret handshakes are a new type of privacy-preserving authentications. They
were introduced by Balfanz et al. [2] to fulfill the following functionality: two
participating users authenticate each other in a way that no one reveals its own
membership (or credential) unless the peer’s legitimacy was already ensured of.
As a prototypical setting pointed out in the past, the users can be, for example,
CIA agents, and thus the all-or-nothing nature of the authentication result dis-
closure makes sense. They can also be members of a given commercial exchange
or an industry sector, conducting preliminary negotiations regarding a deal, and
must be authenticated to belong to the right group, or else (if the quorum is not
completely from the group) no details should be learned by anyone (not even
that there is indeed a quorum or a sub-quorum ready for the proposed deal in the
legitimate group). There have been three different approaches to constructing
secret handshake schemes.

— Secret handshakes based on one-time credentials. The pioneering two-party
secret handshake scheme due to Balfanze et al. [2] and recent results due
to Castelluccia et al. [9] and Jarecki et al. [19] adopted this approach. In
this approach, the users are forced to use one-time credentials; otherwise,
they suffer from the privacy degradation that all the sessions involving a
same user (or credential) are trivially linkable. (The importance of ensuring
unlinkability in anonymous transaction systems has been well recognized,
e.g. [10,11].) The adoption of one-time credentials could severely limit the
usefulness of the resulting secret handshake schemes, since an attacker can
easily deplete an honest user’s credentials.

— Secret handshakes based on special credential schemes such as group sig-
natures and group key management. This approach was taken by Tsudik
and Xu [26] to construct a flexible framework that can seamlessly facilitate
two-party and multi-party secret handshakes. This framework does not suf-
fer from issues imposed by one-time credentials. They also presented some
concrete constructions.

— Secret handshakes based on PKI-like key infrastructures. This approach was
adopted by the k-anonymous two-party secret handshake scheme due to Xu
and Yung [27]. Intuitively, k-anonymity means that a participant can only
hide itself among a set of k users, rather than among a certain entire popu-
lation. Thus, the fulfilled k-anonymity is weaker than the anonymity offered
by the aforementioned schemes. However, this approach is valuable because
it makes a weaker assumption about the underlying credential schemes,
namely that it can be built on top of PKI-like infrastructures that may
have been more widely deployed. This approach is interesting also because
the underlying PKI-like infrastructures themselves do not have to offer any
anonymity protection (i.e., this approach can protect anonymity based on
non-anonymous infrastructures). We note that in real life, it is highly desir-
able to exploit a credential mechanism in more than one way (namely, with
or without anonymity), which was indeed the motivation for ring signatures
(compared to group signatures).



1.1 Owur Contributions

We present a multi-party secret handshake method that builds upon the k-
anonymous two-party secret handshake scheme [27]. Our resulting protocol does
not impose any new restrictions on, or introduce any new assumptions into,
the setting of [27]. This implies that the resulting multi-party secret handshake
schemes achieve unlinkability with reusable credentials (i.e., unlinkability is not
achieved by means of one-time credentials), and that the resulting anonymity still
falls into the k-anonymity framework [25], where k is an adjustable parameter
indicating the desired anonymity assurance.

We further notice that a straightforward extension to the two-party secret
handshake protocol of [27] is subject to a newly emerged attack (i.e., this at-
tack does not have a counterpart in the case of two-party secret handshakes).
This attack has to do with a dishonest participant cloning itself in a single
handshake session (i.e., assuming multiple personalities), without others real-
izing that the parties behind supposedly different parties are merely dittos of
the same actual misbehaving party (we further discuss these attacks in Section
4.1). Consequently, the resulting k-anonymous m-party (m > 2) secret hand-
shake protocol is significantly more involved. Specifically, we present a detailed
k-anonymous m-party secret handshake scheme based on a standard PKI, and
sketch another scheme based on a symmetric key pre-distribution scheme. Both
schemes are efficient and provably secure (in the random oracle model).

Other Related Works: The anonymity fulfilled in this paper falls into the
k-anonymity framework due to Sweeney [25]. This framework was originally
motivated to protect privacy in the context of database systems so that released
information limits what can be revealed about properties of the entities that are
to be protected. This anonymity assurance has recently been utilized in some
other applications. See also [27] for other, more loosely related, prior works.

Organization: In Section 2, we briefly review the utilized cryptographic tools.
In Section 3 we present a system model and definition of k-anonymous m-party
secret handshake schemes. In Section 4 we present a scheme based on public key
cryptosystems, whereas in Section 5 we sketch a scheme based on symmetric key
cryptosystems. We conclude the paper in Section 6.

2 Cryptographic Tools

A function € : N — R™T is negligible if for any c there exists x. such that V& > k.
we have e(k) < 1/k°.

Public Key Cryptosystems. A public key cryptosystem consists of three
polynomial-time algorithms: pKeyGen, pEnc, and pDec. The probabilistic key
generation algorithm pKeyGen takes as input 1* and outputs a key pair (pk, sk).
The probabilistic encryption algorithm pEnc takes as input a public key pk and a
message m, and outputs a ciphertext c. The decryption algorithm pDec takes as
input a ciphertext ¢ and a private key sk, and returns a message m or L (meaning
that ¢ is not valid). We will use public key cryptosystems that are secure against



adaptive chosen ciphertext attack (i.e., IND-CCA2) [23,14]. Practical schemes
are available in [5,15,13].

Pseudorandom Functions. A pseudorandom function (PRF) family {fx} pa-
rameterized by a secret value k of length s has the following property [16]: An
adversary A cannot distinguish fj, where k €r {0,1}", from a perfect random
function (with the same domain and range) with a non-negligible (in k) proba-
bility.

Symmetric Key Cryptosystems. A symmetric key cryptosystem consists of
three polynomial-time algorithms: sKeyGen, sEnc, and sDec. The probabilistic
key generation algorithm sKeyGen takes as input 1* and outputs a key pair
k. The encryption algorithm sEnc takes as input a key k and a message m,
and outputs a ciphertext c¢. The decryption algorithm sDec takes as input a
ciphertext ¢ and a key sk, and returns a message m or L (meaning that ¢ is not
valid). In parallel to the above public key cryptosystems, we will use symmetric
key cryptosystems that are secure against adaptive chosen ciphertext attack or
IND-CCA2 secure (we refer the reader to [20] for a thorough treatment on this
subject).

Digital Signature Schemes. A digital signature scheme consists of three
polynomial-time algorithms: pKeyGen, Sign, and Ver. The probabilistic key gen-
eration algorithm pKeyGen takes as input 1% and outputs a key pair (pk, sk).
The signing algorithm Sign takes as input a message m and a private key sk, and
outputs a signature o. The verification algorithm Ver takes as input a message
m, a public key pk, and a candidate signature o, returns “accept” if o is a valid
signature and “reject” otherwise. A signature schemes should be existentially
unforgeable under an adaptive chosen-message attack [17]. Basically, this means
that an adversary A cannot output a valid signature on a message that was not
signed by the signing oracle with a non-negligible probability in &.

3 Model and Definition

Let U be a set of all possible users. Suppose there is a set of [ groups G =
{G1,- - ,G;}, where each group G € G is a set of users (i.e., G C U) and
managed by an authority CA (the term “group” in this paper always refers
to a set of users unless explicitly stated otherwise). In other words, a C'A is
responsible for admitting users into a group and revoking their memberships
when the need arises — just like a certificate authority in a standard PKI. All
the participants are modeled as probabilistic polynomial-time algorithms. For
simplicity, we assume that each user is a member of exactly one group.

We assume that the communication channels are under an adversary’s con-
trol. However, the channels are (semi-)synchronous so as to facilitate guaranteed
delivery. We assume that there is a broadcast channel between the handshaking
participants. The polynomial-time adversary is allowed to corrupt some of the
participants at the start of the protocol.

Definition: A multi-party secret handshake scheme SHS consists of the following
algorithms:



SHS.CreateGroup This algorithm is executed by an authority, C A, to establish
a group G. It takes as input appropriate security parameters, and outputs a
cryptographic context specific to this group. In particular, the context may
include a data structure called certificate/membership revocation list, CRL,
which is originally empty. The cryptographic context is made public.

SHS.AdmitMember This algorithm is run by a C'A to admit a user to become a
member of the group that is under the C'A’s jurisdiction. The C A admits
members according to a certain policy, which is orthogonal to the focus of
this paper. For example, the C A may interact with the user to verify its real
identity and its ownership of the private key corresponding to a claimed pub-
lic key. After executing this algorithm, the group state information (e.g., the
list of the members’ certificates) is appropriately updated, and the member
holds some secret(s) as well as a membership certificate. We will identify an
anonymous user through its pseudonym U € U, which can be included in its

certificate.
SHS.Handshake(Uy, . .., Uy,,) This protocol is executed by a set of m > 2 distinct
anonymous users, where {Uy,...,U,} C U are just a set of placeholders,

and Uy plays the role of the initiator. (It is even true that U; does not
know any other U;’s pseudonym before a successful handshake, and vice
versa.) The input to this protocol includes the anonymous users’ secrets,
and possibly some public information regarding the current state of the
system. The output of this protocol, upon completion, ensures that, for all
i,7 € {1,...,m} and i # j, U; discovers U; € G if and only if U; discovers
U; € G. We say that the protocol returns “1” if the handshake succeeds (i.e.,
Ui,..., Uy, all belong to G), and “0” otherwise.

SHS.RemoveUser This algorithm is executed by an authority CA. It takes as
input its current CRL and U’s certificate/pseudonym. The output includes
an updated C'RL which includes the newly revoked certificate U, and perhaps
the updated list of the members’ certificates/pseudonyms.

Security Definition: Consider a probabilistic polynomial-time adversary A
that may have access to the following oracles:

— Ocqa(+): This activates a new CA to create a new group via operation
SHS.CreateGroup. The identity, C'A, may be given by A as the input. We
assume that a C'A is not under A’s control before the new group is estab-
lished. However, the C'A may be corrupt immediately after its establishment
(i.e., before admitting any user into the group).

— Oapm(+,+): The input includes the identity of a C'A and, optionally, the iden-
tity U of a user that is under A’s control. By Oap(CA,U), the CA may
admit the corrupt user U by executing SHS.AdmitMember; by Oap(CA),
the C'A executes SHS.AdmitMember to admit an honest user and assigning
it with a unique pseudonym U.

— Ogs(sy...,+): The oracle will activate SHS.Handshake between Uy, ..., and
U,, that are given by A. A corrupt user will execute whatever is determined
by the adversary.



— ORru (-, +): The input includes the identity of a C' A and a pseudonym U. The
oracle actives SHS.RemoveUser to insert U into the corresponding CRL, and
the system state information is appropriately updated.

— Ocorrupt(-,*): The input includes the identity of a C'A, and possibly a pseudonym

U issued by CA. By Ocorrupt(CA, U), the oracle returns U’s current internal
state information (including all secrets) to A; by Ocorrupt(CA), the oracle
returns C'A’s current internal state information (including all secrets) to .A.
Once the C'A or U is corrupt, it will execute what A is pleased of, until such
a corruption is detected by some outside mechanism (e.g., intrusion detec-
tion systems). When the corruption of a user U is detected, it is excluded
from the group via SHS.RemoveUser; when the corruption of an authority
C A is detected, its group is simply excluded from the system.

Consider the following security properties: correctness, resistance to
impersonation attacks, and k-anonymity specified through k-resistance
to detection attacks, k-unlinkability, and k-indistinguishability to
eavesdroppers. Compared with the two-party case, major changes are made to
the resistance to impersonation attacks property.

Correctness. If m distinct honest users Uy, ..., U,, belong to the same group,
then SHS.Handshake(Uq, ..., U,,) always returns “1;” otherwise, it returns “0.”

Resistance to impersonation attacks. The adversary may corrupt as many
members of the group G (needed and employed in the session), as long as there
is at least one honest party that is not participating in a handshake session
SHS.Handshake(X7, ..., X,,) (namely, by the pigeon hole principle, the adver-
sary has to play for a party not present, perhaps by using proper group creden-
tials that are already used within the same session). Formally, let =(X;) denote
the (honest or corrupt) user corresponding to the role of X, in a handshake
session, where the adversary intends to impersonate an honest =(X;). Consider
the experiment specified below.

Experiment RlAsys, 4 (17):
(statelnfo, CA, U, b,m) «— ACCG):0am(:):0am ():Oms ()0 RU (), OC0rrupt (57 (1)
where 1 < b < m and U is a member of the group managed by C A
Return “1” if the following hold and “0” otherwise:
1 < SHS.Handshake(X71, ..., X,,) where the role of X is played by U
(1) There is no Ocorrupt (CA) query
(2) There is no Oam(CA,U) query
(3) There is no Ory (CA,U) query

4) {2(X1),..., =2(Xp-1), E(Xp41),-- ., E(Xm)}
N AU :30an (-, U") V IO0corrupt (U)} <m —2
(5) IX € {X1,-., Xp—1, Xpt1s--> Xm}

such that = ((30anm (-, (X)) VIO corrupt (E(X))) A ~IOru(CA, 2(X)))
and Z(x) does not participate in the session

The above (4) captures that there are at least two roles corresponding to two hon-
est users (including U), whereas (5) captures that at least one role (correspond-
ing to an honest user) is being played by the adversary. Let AdvRIAgps 4(1%) =
Pr[RIAshs, 4(1%) returns “1”], which is the probability that RIAsns 4 (1) returns
“1”, where probability is taken over all the tossed coins. A handshake scheme
SHS is “resistant to impersonation attacks” if for V.A, AdvRIAsns 4(1%) is



negligible in the security parameter of SHS. We notice that this definition can
be smoothly degenerated to the two-party case of m = 2 to accommodate its
counterpart definition in [27]. This is because the above restrictions (4) and (5)
imply that the adversary intends to impersonate an honest user.

k-resistance to detection attacks. Suppose there are 3 groups such that
none of their members or C'As is corrupt. Ideally, “resistance to detection
attacks” means that no adversary .A who does not belong to any of the 5 groups,
can successfully guess the membership of an anonymous (and honest) hand-
shaking peer U, who is a member of one of the 3 groups, with a non-negligible
advantage over 1/8. In this paper, we pursue a weaker, but practical and use-
ful (see [27] for discussions on the usefulness of k-anonymity in the context
of secret handshakes), notion we call “k-resistance to detection attacks”,
where 2 < k < (3 is a parameter indicating the desired anonymity assurance.
Intuitively, it means that no adversary A, who does not belong to any of the
k groups (including the group U belongs to), can successfully guess the mem-
bership of U with a non-negligible advantage over 1/k. Formally, consider the
experiment specified below.

Experiment RDAshs, 4 (17):

(statelnfo, b, m) — ACCG()Canm () Canm (), Oms (s ) ORU () OC0rrupt () ()
where 1 <b<m

Execute SHS.Handshake(Xl, oy X1, Uy Xy, -y Xm)
where X1,...,Xy-1,Xp41,...,Xm are placeholders for the other participants and

A plays the role of at least one of them
Let C' A; be the authority of group G;, to which U, belongs
Return “1” if the following hold and “0” otherwise:
(1) There is no Ory (CA;, Up) query
(2) There are at least k groups (including G;) s.t. for each one managed by CA:
(2.1) There is no Ocorrupt (CA) query
(2.2) If there is an Oam(CA,Y) query, then there is an Ory(CA,Y) query
(2.3) If there is an Ocorrupt (CA,Y) query, then there is an Ory(CA,Y) query
(3) A outputs ¢

Let AdvRDAsHs, 4(1%) = | Pr[RDAshs, 4(17%) returns “1”] —1/k|, which is the ad-
vantage that A successfully guesses the membership of an anonymous handshake
peer X. The probability is taken over all the tossed coins. A scheme SHS is
“k-resistant to detection attacks” if for V.A, AdvRDAsus, 4(1%) is negligi-
ble in the security parameter of SHS.

k-unlinkability. Suppose there are § groups such that none of their members
or C'As is corrupt. Ideally, “unlinkability” means that no adversary A who
does not belong to any of the 8 groups, can successfully associate two sessions
involving a same honest user with a non-negligible advantage over 1/3. (We
remark that this corresponds to the worst case scenario that the honest user could
have been identified by the adversary in one of the two sessions through whatever
means; e.g., the adversary corrupted some users of the group the honest user
belongs to when that specific session was conducted.) In this paper, we pursue a
weaker, but still practical and useful, notion we call “k-unlinkability”, where
2 < k < (is a parameter indicating the desired anonymity assurance. Intuitively,
it means that no adversary A who does not belong to any of the k groups, can
successfully associate two sessions, s; and s2, involving a same honest user with



a non-negligible advantage over 1/k. Formally, consider the experiment specified
below.

Experiment Unlinksys, 4 (17):
(s1,82) — APCcc():0am:):0am () Ons () ORU (), OCorrupt (5 (1)
Return “1” if the following hold and “0” otherwise:
(1) s1 and sz involve a same user U € G;, where G; is managed by CA;
(2) There is no Oru(CA;,U) query
(3) There exist z € {1, 2} such that w.r.t. s. the following holds:
There are at least k groups (including G;) s.t. for each one managed by C A:
(3.1) There is no Ocorrupt (CA) query
(3.2) If there is an Oam(CA,Y) query, then there is an Ory(CA,Y) query
(3.3) If there is an Ocorrupt (CA,Y) query, then there is an Ory(CA,Y) query

Let AdvUnlinksps, 4(1%) = | Pr[Unlinksns, 4(1%) returns “1”] — 1/k|, which is the
advantage that A successfully associates two handshake sessions to a same hon-
est user. The probability is taken over all the tossed coins. A scheme SHS is
“k-unlinkable” if for V.A, AdvUnlinksys 4(1%) is negligible in the security pa-
rameter of SHS.

k-indistinguishability to eavesdroppers. Consider an adversary A who
corrupts some users, interacts with users, and observes a session of SHS.Handshake
for incorrupt users Uy, ..., U,,. Suppose there are at least k groups (including
the groups Uy, ..., U, belong to) such that none of their members or CAs is
corrupt. Intuitively, this property means that A should not be able to learn
from this handshake session anything that it did not already know. In order to
capture this property, consider a simulated transcript of a handshake session,
which is obtained by substituting all the strings derived from cryptographic se-
crets with random strings of appropriate lengths (i.e., no cryptographic secrets
or memberships are involved). Yet, such a substitution cannot be detected by
A. Formally, consider the experiment specified below.

Experiment INDeavsys, 4 (17):
Let R ¢ U be an algorithm/simulator having no access to any cryptographic secrets
statemfo(;AOCG(‘%@AM(w)v@AM(‘),oHs(w~4»v)soRU(w),ocwrupt(w)(,)
Flip a random coin b
If b = 0 then give A a transcript trans of SHS.Handshake(U1,...,Un)
else give A a simulated transcript trans of SHS.Handshake(R, ..., R)
b o APCcc()Cam).0am () Ons () ORU (5):OCorrupt ) (stateinfo, trans)
Suppose U; € G; and G; is managed by CA; for 1 <7< m
Return “1” if the following hold and “0” otherwise:

(1) b =b
(2) There are no Ory (CA;,U;) queries for all i € {1,...,m}
(3) There are at least k groups (including those the Uy, ..., Uy, belong to)

such that for each group G managed by C A:

(3.1) There is no Ocorrupt (CA) query

(3.2) If there is an Oap(CA,Y) query, then there is an Ory (CA,Y) query
(3.3) If there is an Ocorrupt (CA,Y) query, then there is an Ory(CA,Y) query

Let us define AdvINDeavsps 4(1%) = | Pr[INDeavsus, 4 (1) returns “1”7|b = 0]—
Pr{INDeavsns 4(1%) returns “1”|b = 1]|, which is the advantage that A success-
fully distinguishes a real transcript from a simulated one. The probability is
taken over all the tossed coins. A scheme SHS is “k-indistinguishable to
eavesdroppers” if for V.A, AdvINDeavsys 4(1%) is negligible in the security pa-
rameter of SHS.



4 Public Key Cryptosystems based Construction

Notations. Recall that we denoted by G = {G1,- -+, G|} a set of groups, where
G, (1 <z <) is a set of users whose public keys are certified by an authority
CA, using a secure signature scheme. Without loss of generality, we assume
that both the groups Gy, - - -, G; and the users in a group G € G are in an
appropriate order (e.g., alphabetic), which means that partitions over the sets
can be naturally defined. If X is a user, let Group(X) be a function that returns
the identity of the group to which X belongs, and Certx denote X’s public key
certificate. If Cert is a certificate, let CA(Cert) be a function that returns the
identity of the authority which issues it. For example, a user X € G; owning a
public key pkx will be issued a certificate Certx by authority C'A;. Moreover,
Group(X) returns G; and CA(Certx) returns CA;.

Let kg and k1 be additional security parameters and ¢ be a prime of length
Ko. Assume f, g : {0,1}* x {0,1}* — {0,1}"* are pseudorandom functions, and
h:{0,1}* — Z, is an ideal hash function [4].

4.1 Basic Ideas

Basic idea underlying the k-anonymous two-party secret handshake
scheme. The basic idea underlying the two-party scheme [27] is to let each
party “draft” on-the-fly a certain number w of users to form a “crowd” while
ensuring that the drafting algorithms leak no information about the drafting
party. Specifically, the first participant drafts a crowd Uy i,...,U . such that
it plays the role of Uy ; for some 1 < ¢ < w, and the second participant drafts
a crowd Us1,...,Us, such that it plays the role of Uy ; for some 1 < j < w.
The drafting algorithm ensures that, for 1 < z <2, U; ., and U, , belong to the
the same group (i.e., they are managed by the same authority). If we let the
first participant encrypt a random value v; using the public key of U ;, and the
second participant encrypts a random value vy using the public key of Uy ;, then
a successful handshake (i.e., i = j) allows the participants to reach a common
secret F'(v1,vs2) for some appropriate function F'.

Why a straightforward extension to the two-party secret handshake
scheme is not secure? As briefly reviewed above, a successful two-party se-
cret handshake allows the participants to reach a common secret F(vy,v2) by
ensuring, for instance, that v is encrypted only using the other involved public
key certified by the same CA (i.e., the CA that certified the public key of the
participant who selected v1). In a straightforward extension to the two-party
case, a successful multi-party secret handshake would allow the participants to
reach a common secret F(vi,vs,...,vy), where v; is a random value selected
by the ith participant. To facilitate this, for instance, v; should be encrypted
using all the other involved public keys certified by the same CA (i.e., the CA
that certified the public key of the participant who selected v1). However, this
would allow a dishonest user to cheat an honest user into believing that it is
handshaking with m — 1 > 1 peers, while it is indeed handshaking with a single



dishonest user (who can clone its participation and thus exhibit multiple per-
sonalities). This is because using the adversarial participant’s private key alone
is enough to derive F'(v1,va,...,vn). The attack is specific to, and emerged in,
the multi-party scenario, because in the case of two-party secret handshakes,
m = 2 and thus the above two cases (i.e., “the only other key” vs. “all the
other keys”) amount to the same thing. (We remark that the capability that
“one can impersonate multiple parties belonging to the same group” may not
be harmful in some specific application scenarios, but should be eliminated in
general, and is an attack where a quorum is required.)

How should the newly emerged attack be dealt with? We adopt a two-
stage strategy of constructing k-anonymous multi-party secret handshakes. In
the first stage (corresponding to Phase I-III in the construction), a preliminary
secret handshake is conducted to detect if the participants indeed belong to the
same group, but there is no guarantee that the participants are distinct. This is
quite similar to the aforementioned straightforward extension to the two-party
case.

In the second stage (corresponding to Phase IV-VI in the construction), effort
is taken to ensure that the participants in a successful preliminary handshake are
indeed distinct. This is fulfilled by forcing that the private keys corresponding to
all the other involved public keys belonging to the same group are utilized for de-
cryption. For simplicity, let’s consider the case of three-party secret handshakes,
where each participant draws a “crowd” of size w. We can let the first participant
encrypt vi,2.1,...,01,2,w to the second participant using the respective public
keys drawn by the second participant, and encrypt v1,3,1,..., 01,3, to the third
participant using the respective public keys drawn by the third participant. Then
we can let the second participant “translate” (i.e., decrypt and then encrypt)
V1,21, -.,V1,2,0w to the third participant, and let the third participant “trans-
late” (i.e., decrypt and then encrypt) v1,31,...,v1,3,w to the second participant.
If we let each participant act as the first participant (this is necessary; other-
wise, attacks on anonymity are easy to conceive), then it is clear that a successful
handshake does result in a common secret F'(v1,2,i,V1.3,4, V2,1,4, V2,3.5, U3,1,i5 U3,2.i)
where i indicates the location of the group, to which the participants belong (i.e.,
in the case of a successful handshake), in the crowds. We notice that special care
must also be taken to ensure, for instance, that by simply observing the traffic
flow it is not possible for the adversary to tell a successful (preliminary) secret
handshake from a failed one. This combination of properties explains why the
resulting protocol is seemingly quite involved.

4.2 Subroutines

Two subroutines are specified below. Specifically, rSelect is for selecting w groups
from G = {G1,- - -,G;} where w is a parameter that will be determined later,
mSelect is for selecting w members from the w groups, rSelectVer and mSelectVer
are for verifying that the selections are appropriately done. For simplicity, we
assume w|l. Proof of Lemma 1 can be found in the full version of the present



paper [28]. This lemma ensures that the adversary cannot tell who is the party
that draws a “crowd” in the above rSelect and mSelect algorithms. Therefore,
we will simply treat the two processes as being ideal.

The algorithm rSelect(G, Uy, w, n1,...,ny) has the following steps:

1. Partition G into Go,- - -, Gyw—1 where G, = {G,," - ~,Gzl/w71} for0 < z < w—1.
Assume U; € Gy, forsome 0 <i<w—1and 0 <u <Il/w-—1.

2. Setn = h(ni,...,nm,0)and & = h(n1,...,nm,1,i). Choose r €r {0,1,---, | (¢g—1)%w/l|}
and set y; = u+ 7 - l/w (in Z). Solve y; = n-x + 01 mod g to get 0.

3. For z =0 to w—1 (except z =1),set y. = n-h(ni,...,nm,1,2)+601 mod g, and s, = y.
mod /w.

4. Output (G™ = {G.,, }’Z“:_Ol7 01), where G is the group selected from G, and s; = u.

25,
The algorithm rSelectVer(G, G*, w, n1,...,nm,01) has the following steps:

1. Partition G into Go, - -+, Gy—1 where G, = {G.g, -, G

2. Parse G™ as {G.,_ }Z’;OI, and set n = h(ni,...,nm,0).
3. Accept if for z = Otow — 1, it holds that s, = y. mod l/w where y. = 7 -
h(ni,...,Mm,1,2) + 61 mod g; reject otherwise.

zl/w_l}forogzgwfl.

The algorithm mSelect(G*, X, w,n1, ..., nm,) has the following steps:
1. Parse G as {G., }“- . Assume X is the A-th member of group Ga,, forsome0<a<
w—1and 0 <X < |Gay, | — 1.
2. Set n = h(ni,...,nm,2) and z = h(ni,...,nm,3,a, sq). Choose r €r {0,1,- -, (¢ —
1)2/|G“5a [1}, and set yo = A+ 1+ |Gay, | (in Z). Solve yo =n -z + 02 mod g to get 2.
3. For z = Otow — 1 (except z = a), set \; = y. mod |G;, | where y. = 7 -
h(ni,...,Mm,3,2,82) + 02 mod gq.
4. Output (X = {X w=10,5), where Ay = A and Xz,

2, /\z}2=0, is the A.-th member of
group G

Az

25y -
The algorithm mSelectVer(G*, X, w,n1,...,nm, 02) has the following steps:

1. Parse G as {G.,_ Y-, and parse X as {X. v

Sz,Az

2. Accept if for z = 0tow — 1, it holds that A\, = vy, mod \sz,z\ where y, = n -

h(ni,...,mm,3,2,82) + 02 mod g; reject otherwise.

Lemma 1. Let q be a positive number super-polynomial in security parameter
ko, and p1 be uniformly distributed over Zq, and pa, ps be some positive numbers
bounded by some polynomials in k. Let further (a,x,b) be uniformly distributed
over (Z4)3, and r be uniformly distributed over {0,...,|(qg — 1)*p2/p3|}. Then
the distribution of y = ax + b in Z and the distribution of y' = p1 + r - p3/p2
in Z are statistically close to each other. Moreover, the distribution of y mod ¢
and the distribution of y' mod q are also statistically close to each other.

4.3 The Construction

Since all the algorithms other than SHS.Handshake(Us,...,U,,) are merely as
in a standard and well-known public key infrastructure (i.e., certifying, signing,
etc.), we only specify SHS.Handshake(Uy, ..., U,,) which enables Uy, ..., Uy, to
figure out if they belong to the same group.

1. Let U;, 1 < i < m, select and broadcast n; €r {0,1}*2. This is for the
peers to exchange nonces, and typically could have been done before the
handshake protocol is activated.



2. Phase-I protocol for Uy:
(a) Run algorithm rSelect(G, Uy, w,n1,...,ny) to obtain (G*,6;1), where
U, € Gis,»'
(b) Run algorithm mSelect(G*, Uy, w, N1, . .., Ny) to obtain (X1, 61,2). In or-
der to clarify presentation, parse X; also as {ULz?zSMLZ 12”;01, where
Utz sy, €Ga and 0 <A s <G, |~ 1 '

(c) Broadcast (G*,X1,601,01,2, 41 = {CeTtUlvzvzsz,xl,z o h).

3. Phase-I protocol for U; (2 < i < m): Upon receiving {(G*,X;,01,0; 2,
A, = {Certy ;“:_01) =1 check for every 1 < 7 < i — 1 if the

TiEZey Ar s =1
selected groups (consistently indicated by G*, X, and the certificates) are
distinct, if CA(Certy,) = CA(Certy ) for some 0 < j < w — 1, if the

T’j’jsj Arj
groups are selected via rSelectVer(G, G*,w,n1, ..., Ny, 6h), if Certy, ¢ A,,
and if the members are selected via mSelectVer(G*, X, w,n1, ..., M, 0r2).

If any condition is not satisfied, quit; otherwise, execute as follows:

(a) Set G’ = {G", v, where Gl =G, AUtz s oo Uimrzz

(b) Run algorithm mSelect(G’, U;, w,n1,...,Ny), which returns (X;,6;2).
In order to clarify presentation, parse X; also as {U; .., No.s 72”;01, where

.. € G, and0< )\, <|G, [-1

(¢) Broadcast (G*,X;,01,0;2,A; = {Certy ;“;01).

i,2,2 .
s22i,2

4. Phase-II protocol for U; (1 < ¢ < m): At this point, U; has received {(G*, X,
01,0:2, Ar = {Certy TN f;ol)}lgTSm. For 7 =i+ 1 to m, U; checks

it CA(Certy ) = CA(Certy, ) for 0 <z <w-—1, and if the

oy s e gL
members are selected by running mSelectVer(G*, X+, w,n1, ..., M, 072). If
not, quit; otherwise, execute as follows:

(a) To simplify the presentation, rename U, .. ., _ to U, . because once
l1<7<mand 0 < z < w—1 are determiried, ZsiAr 18 uniquely
defined. Therefore, the drawn m x w users can be denoted by a “ma-
trix” ULO’ ce 7U1,w—17 ceey Um,O; ce 7Um,w—17 where []7;7()7 ceey Ui,'w—l is
the “crowd” drawn by U;. We will call each column, U ,...,Up 2, &
“handshaking m-tuple of users” where 0 < z < w — 1.

(b) For z=0to w—1,

i. Choose d;, €r {0,1}%.
ii. Forevery 7 € {1,...,m}\{i}, encrypt d; . using pky, . (certified via
Certy, ) to obtain a; - . = pEnc(pky, ., d;.z).
(c) Broadcast Iy = {Qu, 1 -+ s QUs s 1 os QUsiigase s Ol } o0
5. Phase-III protocol for U; (1 < ¢ < m): At this point, U; (i.e., U; j, for some

0 < ji <w — 1) has received (m — 1) ciphertexts (aw, ,; ,- -, QU 1,5+

QU (1,5, QU )- Then it decrypts them to obtain the corresponding

plaintexts (5173‘” ceey 57;_173‘”51‘_’_17]'“ ey 6m7ji'

(a) Compute m; ;, = ®7,0,;,. (Note that ¢; ;, is selected by and known
to U;.) For every z € {0,...,w — 1} \ {Ji}, set m . to be an element
uniformly selected from {0, 1}71.

}.

Uiazazsz,A

7,27



(b) For z =0 to w — 1, compute 0; , = fon, 2(1)(2', z,I1,...,I). Broadcast
(O'/L',(), ceey Ui,w—l)-

(c) Forevery 7 € {1,...,m}\ {i}: If o j, = fg“i,j- (7, Jis L1y, I ), this
is a successful preliminary handshake; othelrvvilse7 it is not.

6. Phase-IV protocol for U; (1 <1i <m):

Case I: The preliminary handshake is successful. For every 7 € {1,...,m}\
{i}, choose &; . €r {0,1}"* and encrypt it using pky, ; (certified via
Certy, ;) to obtain o}, = sEnc(gx, , (2),pEnc(pku, ; ,d;,)). Finally,

7,37 T, T
!/ / / ! /
broadcast I = (a1, -+, ) ;1,0 4155 QX p)-
Case II: The preliminary handshake is not successful. Broadcast I} =
/ / / / :
(O 1y ey Qg 15O gy O ), Where o is uniformly selected from

the ciphertext space corresponding to sEnc and pEnc(pky, . ,-).
7. Phase-V protocol for U; (1 < i < m): At this point, U; (i.e., U; ;) has

received () ;.. Oy 4 Qg 4y ey Xy y).
Case I: The preliminary handshake is successful. Decrypt them to obtain
the corresponding plaintexts 67 ;,...,0; 1 ;,0; 11 45500, -

(a) For every 7 € {1,...,m}\ {i}
i. For every b € {1,...,m} \ {i,7}, encrypt to obtain o, =
SEnc(gm,ji (2), pEnC(pkUb,ji ) 5;—,1'))'
(b) Broadcast {{O‘:—7i7b}b€{1,...,m}\{i,‘r}}‘re{l,...,m}\{i}-

Case II: The preliminary handshake is not successful. Then broadcast
Hal i phvetn,.mp\firt fre(t,...mp\ iy Where o, is uniformly selected
from the ciphertext space w.r.t. sEnc and pEnc(pky, ; , ).

8. Phase-VI protocol for U; (1 < i < m): At this point U; (i.e., U; j,) has
received {{aZ; ,boe(1,..m)\(ir} Fre(L.m}\(i}-

Case I: The preliminary handshake is successful.

(a) Decrypt them to obtain @' = {{d_ BIbe{L,om}\{i,r} Fre{l,...m}\{i}-
(b) Set 7} = (Bycerd’) & (® refl.. V() 0hr) D (Dre (1 mp\ (1100 s):
(c) Broadcast (i,07), where o} = frr(i,ji, I7,...,I},).
(d) For every 7 € {1,...,m} \{ yIf ol = = far (7,51, 17, ..., I},), this is
a successful handshake with m dlstlnct partles otherwise, it is not
with m distinct parties.
Case II: The preliminary handshake is not successful. Broadcast (%,07)
where o] is randomly chosen from the range of { fi}, and then quit.

Security: Proof of the following theorem is left to the full paper [28].

Theorem 1. Assume that the public key cryptosystems, the signature schemes,
and the pseudorandom functions are secure as specified in Section 2. Then the
above scheme is a secure k-anonymous secret handshake scheme in the random
oracle model.

Efficiency Analysis and Improvement: The handshake protocol itself has
6 round-trips excluding the exchange of the plaintext nonces ny, ..., n,,, which
could have been done before the handshake protocol is executed (e.g., when
parties exchange their cipher suits). We only consider the complexity involving



public key cryptography (which dominates the overall cost). Each party needs to

verify O(mw) signatures of the public key certificates (which only corresponds

to a naive implementation), execute O(m?) encryptions if the ciphertext spaces

can be more efficiently sampled than conducting encryption as is the case with

the known notion of dense encryption functions, (otherwise O(mw) encryptions

suffice), and O(m?) decryptions. Each party needs to send O(mw) ciphertexts.
Note that the performance can be improved [28].

5 Symmetric Key Cryptosystems based Construction

As in the case of two-party case of [27], we notice that the basic idea underlying
the above multi-party secret handshake scheme based on public key cryptosys-
tems also applies to the setting of symmetric key cryptosystems. In this section
we sketch such a scheme. This scheme is based on the key pre-distribution scheme
of [7,6] which we now briefly review: A trusted third party chooses a bivariate
symmetric polynomial poly(z,y) of degree t over F,, where t is the tolerated
number of corrupt users. A user with a unique identity ¢ holds poly(i,y). Then
two users ¢ and j can derive a common secret poly(i, j) = poly(j, ).

The k-anonymous multi-party secret handshake scheme based on symmetric
key cryptosystems is analogous to the one based on public key cryptosystems
(i.e., each group is managed by a trusted third party or TTP just as in the key
pre-distribution case, the users utilize the rSelect and mSelect to form crowds,
no TTP is involved in a secret handshake, etc.), except that a TTP may also
adopt a CRL to publish the identities that have been revoked.

6 Conclusion

We presented two multi-party secret handshake schemes: one detailed construc-
tion based on public key cryptosystems and one sketched construction based
on symmetric key cryptosystems. The added requirements compared to the two
party case ([27]) are non-trivial due to new attacks in this setting.

Acknowledgement: This first author was supported in part by ARO, NSF,
and UTSA.
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