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Abstract

We present GKMPAN, an efficient and scalable group
rekeying protocol for secure multicast in ad hoc networks.
Our protocol exploits the property of ad hoc networks that
each member of a group is both a host and a router;, and dis-
tributes the group key to member nodes via a secure hop-by-
hop propagation scheme. A probabilistic scheme based on
pre-deployed symmetric keys is used for implementing se-
cure channels between members for group key distribution.
GKMPAN also includes a novel distributed scheme for effi-
ciently updating the pre-deployed keys. GKMPAN has three
attractive properties. First, it is significantly more efficient
than group rekeying schemes that were adapted from those
proposed for wired networks. Second, GKMPAN has the
property of partial statelessness; that is, a node can decode
the current group key even if it has missed a certain number
of previous group rekeying operations. This makes it very at-
tractive for ad hoc networks where nodes may lose packets
due to transmission link errors or temporary network parti-
tions. Third, in GKMPAN the key server does not need any
information about the topology of the ad hoc network or the
geographic location of the members of the group. We study
the security and performance of GKMPAN through detailed
analysis and simulation.

1. Introduction

Many applications of ad hoc networks involve collabo-
rative computing among a large number of nodes and are
thus group-oriented in nature. For deploying such applica-
tions in an adversarial environment such as a battlefield or
even in many civilian commercial scenarios, it is necessary
to provide support for secure group communication. In this
paper, we address the issue of providing confidentiality for
group communication in ad hoc networks.

The most efficient approach for achieving confidential
group communication is to use a symmetric group key that
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is shared by all the nodes for data encryption. This approach
however introduces the problem of group rekeying, i.e., the
group key must be updated and redistributed to all the re-
maining nodes in a secure, reliable and timely fashion when
group membership changes. This problem has been stud-
ied extensively in the context of secure multicast in wired
networks and several scalable key management protocols
have been proposed, e.g., OFT [2], Subset-Difference [12],
LKH [19], and ELK [15]. However, these approaches are
not directly applicable to ad hoc networks, because the
communication cost per node can become very high for a
large ad hoc network with very dynamic group member-
ship. So far very few group rekeying schemes have been
proposed for ad hoc networks. They either use public-key
techniques [7], or adapt the LKH scheme for ad hoc net-
works [10]. Public-key based schemes [7] are more expen-
sive than symmetric-key based schemes in both communi-
cation and computation. The adapted LKH scheme [10] in-
curs the computational and communication cost that is of
the same order as the LKH scheme [19]. Moreover, the
LKH-based schemes [2, 10, 19] have the disadvantage of
stateful group rekeying schemes that a node that has missed
a group rekeying operation will need to obtain previously
transmitted key encryption keys in order to be able to de-
crypt the current group key. This may involve requesting
the key server for retransmission of any missing key en-
cryption keys, which is highly undesirable in a multi-hop
wireless network.

In this paper, we present a scalable and efficient group
rekeying protocol (GKMPAN) for ad hoc networks based
solely on symmetric key techniques. GKMPAN exploits the
property of an ad-hoc network that member nodes are both
hosts and routers. In IP Multicast, all group members are
end hosts, and they have no responsibility for forwarding
keying materials to other group members. In contrast, for
group communication in an ad hoc network, the members
of the group also act as routers. As such, in GKMPAN the
key server only has to deliver the new group key securely
to the group members that are its immediate neighbors, and
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these neighbors then forward the new group key securely to
their own neighboring members. In this way, a group key
can be propagated to all the members. Because every node
only needs to receive one encryption of the group key, the
average transmission cost per node is one key independent
of the group size.

For the above scheme to work, a fundamental require-
ment is the existence of a secure channel between every pair
of neighboring nodes. GKMPAN provides secure channels
through probabilistic key pre-deployment. The technique of
probabilistic key pre-deployment has been applied in sev-
eral studies [3, 4, 23]; however, to the best of our knowl-
edge, none of these studies address the issue of updating the
pre-deployed keys. Updating the predeployed keys is criti-
cal in order to prevent the compromised and revoked nodes
from launching a collusive attack in which they pool to-
gether their keys with the goal of jeopardizing the secure
channels between other nodes. Without key updating, both
the performance and security of the system will degrade
greatly with the number of compromised nodes. To address
this issue, we present an efficient distributed key updating
scheme for updating any compromised channels.

The contributions of this paper are two-fold. First, GKM-
PAN, which based on symmetric key techniques, is sig-
nificantly more communication-efficient than previous ap-
proaches [10, 19] for group rekeying when used for ad hoc
networks. It also has the property of partial statelessness,
that is, a node can decode the current group key even if it
has missed a certain number of previous group rekeying op-
erations. This makes it very attractive for ad hoc networks
where nodes may lose packets due to transmission link er-
rors or temporary network partitions. Moreover, unlike the
LKH-based scheme in [10], GKMPAN does not require any
information about the topology of the ad hoc network or the
geographic location of the members of the group.

Second, the key update scheme of GKMPAN can also be
used to increase the robustness of other probabilistic key
pre-deployment based schemes [3, 4, 23] when compro-
mised nodes can be detected.

The rest of this paper is organized as follows. An
overview and the protocol details of GKMPAN are pre-
sented in Section 2. We analyze the security of GKM-
PAN in Section 3 and evaluated its performance in Sec-
tion 4. The related work are described in Section 5. Finally,
the conclusion is made in Section 6.

2. The Group Rekeying Protocol

In this section, we first discuss our assumptions and
present a brief overview of our protocol, then describe its
operation in greater details.

2.1. Network and Security Assumptions

Network Assumptions For the ease of presentation, in this
section, we assume that all nodes in the ad hoc network are
members of the group. We discuss how this scheme can
be extended for networks where not all nodes are mem-
bers of a group in Section 2.4.3. The communication model
we consider is group-oriented communication; that is, mes-
sages are addressed to all the members. Note that using pair-
wise shared keys for securing group communication does
not improve security in comparison to a scheme based on
group keys. This is because under both schemes an ad-
versary only needs to compromise one node to obtain the
group data; moreover, if pairwise keys are used for secur-
ing group data, a node will have to perform decryptions and
re-encryptions for the data packets it is forwarding. Never-
theless, if the network needs to provide pairwise keys for
private communication between pairs of nodes, we can di-
rectly employ the probabilistic pairwise key establishment
scheme in [23] without making any additional security and
network assumptions.

We assume that the resources of a node, such as power,
computational and communication capacity, and storage are
relatively constrained; thus a node neither can afford public-
key operations nor has space for storing pre-deployed pair-
wise shared keys for all the nodes in the network. However,
we assume that every node has space for storing hundreds
of bytes or a few kilobytes of keying materials, depending
on the security requirements. One type of such nodes is the
current generation of sensor nodes (e.g., Berkeley Mica2
motes [20] with S8MHZ CPU and 4K RAM).

Security Assumptions and Attack Models We assume that
there is a group manager (or multiple collaborative man-
agers for robustness) managing the group membership. Un-
der our protocol, group rekeying is initiated by the group
manager to revoke one or multiple nodes. We do not spec-
ify the cause (e.g., policy change, owner compromises) for
node revocation. In particular, we do not assume that the
reason for node revocation must be node misbehavior (e.g,
injecting spurious packets). Unlike sensor networks where
nodes are often unattended, in a mobile ad hoc network,
it is more common that nodes are carried by other entities
(e.g., soldiers, vehicles). Therefore, a node revocation is of-
ten the result of revoking the carrier of a node. For exam-
ple, if a solider is captured by the adversary or is missing in
a battlefield, other soldiers can report the event to the group
manager, which initiates a group rekeying operation to re-
voke the node carried by this solider.

We do not distinguish between an attacker and a com-
promised node, because we assume that an attacker can
obtain all the information stored in a compromised node.
We assume, however, that a non-compromised node can be
trusted; that is, a node executes the protocol correctly un-
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less it is compromised. Finally, we assume that compro-
mised nodes are detected immediately and no new nodes
are compromised before the current group rekeying is com-
pleted. In the extended version of this paper [22], we dis-
cuss a potential colluding attack against this scheme when
the above assumptions do not hold, and we also present an
extension of this scheme to address the attack.

Since wireless communication is broadcast-based, we
assume that an adversary can eavesdrop on all traffic, in-
ject packets, and replay older packets. Since we assume that
an adversary can take full control of compromised nodes, an
adversary may command compromised nodes to drop or al-
ter messages going through them.

2.2. Design Goals

Given the threat model described above, in this paper, we
focus on preventing a group key recovery attack in which
an attacker’s goal is to learn the group key through eaves-
dropping on key distribution messages exchanged by group
members. Several nodes whose group membership has been
revoked can collude in this attack by pooling together their
keys. Our goal is to design an efficient group rekeying
scheme that updates the compromised keys efficiently once
the compromised nodes are detected. The scheme should
enable the non-compromised nodes to reject spurious group
keys injected by compromised nodes. The scheme should
also be robust to refusal-of-service attacks in which com-
promised nodes prevent other nodes from receiving group
keys by dropping packets going through them.

2.3. Protocol Overview

Our group rekeying protocol involves a key pre-
distribution phase and multiple rekeying phases.

Key Pre-distribution Prior to the deployment of the ad
hoc network, all nodes obtain a distinct subset of keys
out of a large key pool from the key server and these
keys are used as key encryption keys (KEKSs) for de-
livering group keys.

A rekeying operation itself involves three steps: authenti-
cated revocation notification, secure group key distribution
and key updating.

Authenticated Node Revocation When the key server de-
cides to revoke a node, it broadcasts a revocation no-
tice to the network.

Secure Group Key Distribution The key server generates
and distributes a new group key K. The key K is prop-
agated to all the remaining nodes in a hop-by-hop fash-
ion, secured with the non-compromised predeployed
keys as KEKs.
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Key Update After a node receives and verifies the group
key K, it updates its own KEKs based on K.

2.4. The Protocol in Detail

Notations Below are the notations that appear in the rest of
this discussion.

e u, v (in lower case) are principals such as communi-
cating nodes.

e R, is a set of keys that u possesses, and [, is the set of
key ids corresponding to the keys in R,,.

e {fx} is a family of pseudo-random functions [5].

e {s}, means encrypting message s with key k.

o MAC(k, s) is the MAC of message s using a symmet-
ric key k.

2.4.1. Key Pre-distribution Each node is loaded with the
following information:

1. Each node u is loaded with R,, which contains m
distinct keys chosen from the key pool P of [ keys
{k1,ka,..., Kk}, and these keys are used as KEKs. A
deterministic algorithm is used to decide I,,, the set
of ids of the keys in R,,. Specifically, for each node,
the group manager generates m distinct integers be-
tween 1 and [ using a pseudo-random number genera-
tor upon the input of a node id. This construction al-
lows any node that knows another node’s id u to deter-
mine I,,. Each key in the key pool has a probability of
m/1 to be chosen by each node.

2. Each node is loaded with the initial group key k, that
is used for securing group-wide communications, and
an individual key that is only shared between the node
and the key server.

3. Finally, each node is loaded with the commitment (i.e.,
the first key) of the key chain of the key server because
we are employing TESLA [14] for broadcast authenti-
cation.

Our scheme does not require a key pre-distribution phase
for every instance of network formation. Indeed, there is
no limit on how many times these pre-distributed keys can
be used securely because our rekeying scheme (detailed be-
low) updates these keys securely after every group rekeying.
Also note that this key pre-distribution phase can be consid-
ered equivalent to the member joining phase in traditional
secure IP multicast. We discuss how additional nodes can
be added to the network after the initial key pre-distribution
phase in Section 2.4.3.

2.4.2. Group Rekeying In this section, we first introduce
the main group rekeying operations, followed by the details
of the involved procedures. Let u be the node to be revoked.
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Hence all the keys in R,, and the group key k, are consid-
ered to be compromised and must be updated securely. The
group rekeying involves the following steps.

1. The key server determines M, the id of the non-
compromised key that is possessed by the max-
imum number of remaining nodes in the net-
work. The key server then generates an interme-
diate key ki, = fi, (ks) and the new group key
k, = fk,,(0). Then it broadcasts a node revoca-
tion message that contains M, the id of the revoked
node (i.e., u), and fk; (0). The message is authenti-
cated by TESLA (see the authenticated node revoca-
tion process).

2. The nodes that possess kj; can compute the intermedi-
ate key k;,, independently after they verify the above
message. Then they (and also the key server) forward
k;m to each of their neighbors that do not possess ks
via logical paths (see the logical path discovery pro-
cess) secured by non-compromised keys, i.e., keys in
P—R,.Node u will not receive k;,,, even though it can
impersonate a non-revoked node v by claiming node
v’s id, because none of the keys in R,, are used while
establishing logical paths.

3. Every node computes the new group key
ky = [k, (0). It verifies the correctness of kj
by checking if fy (0) equals to that in the node revo-
cation message. Node u cannot compute k; because
neither it has kjp; nor it receives k;,, from oth-
ers.

4. Every node, say v, updates every key k; in R, as k, =
f1,(0). We denote the updated set of keys, k;’s, as R}

5. If k. is computed from k; that was held by node u, i.e.,
k; € R,, the nodes that hold k] further update & as

ki = fiin (7).
6. Finally, every node erases k;,, and the original k;’s.

To understand this scheme, let us consider the first re-
vocation in the network when node u is revoked. After
step 2, every node except u has k;,,. In step 3 and step
5, kim is used to update the group key and the compro-
mised keys (i.e., the keys in R,,). Since we use a pseudo-
random function to update these keys, knowing the up-
dated keys does not help an attacker compute k;,,. More-
over, since the distribution of k;,, in step 2 is secured by
the non-compromised keys in P, updating all these non-
compromised keys in step 4 and then erasing the original
keys in step 6 prevents a node that is compromised in the
future from providing any keys that enable the recovery of
Kim.-

Note that in step 6, every node deletes k;,,; therefore, in
the entire network, no node holds &;,,, and no node can re-
cover it when the rekeying process is completed. Thus, all

Proceedings of the First Annual International Conference on Mobile and Ubiquitous Systems: Networking and Services (MobiQuitous’04)
0-7695-2208-4/04 $20.00 © 2004 IEEE

the keys in R, are updated securely. In fact, the status of the
system is reinstated to its original setting after every rekey-
ing. Even if all the previously revoked nodes collude, they
cannot compute the updated keys.

The probability that a particular key K is allocated to
a node in the key pre-distribution phase is equal to m/I.
Therefore, on average, the number of nodes that possess K
is given by Nm/I for a group size of N. Recall that &, is
selected to be the key possessed by the maximum number of
nodes. Thus, the number of nodes in the network that pos-
sess kps is generally larger than Nm/l. Therefore, a frac-
tion of nodes can compute the new group key independently
without waiting for it to be delivered to them. To reduce
the rekeying latency and increase the reliability of deliver-
ing the new group key, these nodes can also independently
start propagating the new group key to their neighbors.

Logical Path Discovery The logical path discovery process
is necessary when a node wants to forward a new group key
to its neighbors securely. We say there are logical paths be-
tween two nodes when (i) the two nodes share one or more
keys. We call such paths direct paths. (ii) the two nodes do
not share any keys, but through other nodes they can trans-
mit messages securely to each other. We call such paths in-
direct paths and call the involved nodes proxies.

In our design, it is very easy to find logical paths be-
tween two nodes. Since the key pre-distribution algorithm is
public and deterministic, a node u can independently com-
pute I, the set of key ids corresponding to a node v’s key
set. Therefore, without pro-actively exchanging the set of
its key ids with others, a node knowing the ids of its neigh-
bors can determine not only which neighbors share or do not
share keys with it, but also which two neighbors share which
keys. The latter knowledge is very valuable when node u
does not share any keys with a neighbor node v, because
node u can ask a neighbor (say x) which shares keys with
each of them to act as a proxy. For example, suppose node u
shares a key k,, with node x, node v shares a key k,,,, with
node x, but no shared key exists between node  and node
v. To forward an intermediate key k;,, to node v, the fol-
lowing steps are taken.

U —x: {ki’m}kuxa r—u: {kim}kzva U—7: {kzm}kmv

From this example, we can see that a proxy node acts as a
translator between nodes. We call node x in the above ex-
ample node u’s one-hop proxy to v. More generally, node x
is said to be node u’s i-hop proxy if x is i hops away from
u and z shares a key with both v and v. If v and v do not
have any direct paths and indirect paths via a one-hop proxy
to each other, they can resort to using a multi-hop proxy.
GKMPAN always uses any direct paths that exist between
nodes in preference to indirect paths, since the use of an in-
direct path incurs additional computational and communi-
cation overhead. Our performance study in Section 4 shows
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that in most cases, no multi-hop proxy is used at all. There-
fore, there is no need for a node to proactively maintain up-
to-date multi-hop connectivity information. In the rare sit-
uation when a node does need to use a multi-hop proxy to
deliver a key to a neighbor, it performs an operation simi-
lar to expanding ring search to find a proxy.

Authenticated Node Revocation To revoke a node, the key
server broadcasts a notification in the network to initiate a
group rekeying. The notification must be authenticated so
that compromised nodes cannot revoke a legitimate node or
spread malicious packets that could lead to inconsistency in
our schemes.

We employ TESLA [14] for broadcast authentication in
our protocol due to its efficiency and tolerance to packet
loss. Let u be the node being revoked, M be the id of
the non-compromised key that is possessed by the maxi-
mum number of the remaining nodes, and kZT be the to-be-
disclosed TESLA key. To revoke node u from the network,
the key server broadcasts

KeyServer — x : u, M, fi (0), MAC(k;-T,u|M\fqu (0)).

(D
We refer to fy, (0) as the verification key because it en-
ables a node to verify the authenticity of the group key k;
that it will receive later. The key server distributes the MAC
key kI after one TESLA interval!. A node receiving the
above node revocation message and the MAC key K veri-
fies the message using TESLA. It will store the verification
key fk; (0) temporarily if the verification is successful.

2.4.3. Discussion We now discuss some additional issues
that arise in the deployment of our key management proto-
col.

Node Additions Additional nodes may be added into the
system even after the key pre-distribution phase discussed in
Section 2.4.1 is complete. For example, the key server may
introduce new nodes into the system to compensate for re-
voked nodes. To add a node u into the system, the key server
first determines its key set R, based on its node id. Then it
loads node u with the current version of R,, and the current
group key that allows u to communicate with other nodes in
the network. Depending on the application under consider-
ation, if a group rekeying is needed to prevent a new node
to understand the earlier communication, the key server can
simply broadcast a message instructing every node to up-
date the group key k to k = fx,(0).

Key Distribution Since the main function of a network is
distributing data, not distributing keys, it is reasonable to
assume that an infrastructure, such as a multicast delivery
tree [16] or mesh [11], or a broadcast tree [8], exists for

1 We can deploy the variant of TESLA proposed in [13] instead be-
cause it allows a receiver to verify the received messages immediately,
thus preventing possible resource consumption attacks.

data communication. None of these protocols are based on
flooding for data distribution. Indeed, these protocols pro-
vide loop-free routing paths and ensure that every node re-
ceives every data packet only once, although they do involve
bandwidth overhead in constructing and maintaining the de-
livery infrastructure. GKMPAN does not construct its own
specific delivery infrastructure, but uses the underlying in-
frastructure directly. Thus, GKMPAN neither has the over-
head of constructing and maintaining its own delivery in-
frastructure, nor introduces redundant messages in key dis-
tribution.

Packet Loss and Network Partitions When a node experi-
ences packet losses due to unreliable transmission links or
temporary network partition, it may miss one or more group
rekeying events. Thus, when it reconnects to the rest of the
network, it will detect that the others are using a newer
version of the group key. Our rekeying scheme has the at-
tractive feature of partial statelessness, which makes it ro-
bust in this situation. It is stateless because a node can ob-
tain the current group key securely from other nodes even
if it has missed some group rekeying events, as long as it
has one non-compromised KEK that allows it to establish
a secure channel with the others. Recall that in step 4 of
a group rekeying operation, a non-compromised key is up-
dated by applying a pseudo-random function f to it. Thus
a node can update its non-compromised KEKs to their cur-
rent versions independently once it knows how many group
rekeying events it has missed (note that every key has a key
version field), and then use them to establish secure chan-
nels with others. However, the statelessness in GKMPAN is
partial because a node can only miss a limited number of
group rekeying events. When its key subset is completely
covered by that of the coalition of the nodes being revoked
(see Section 3 for the covering probability), it will not have
any KEKSs to establish a secure path to its neighbors to ob-
tain the current group key. In this case, it could request the
key server on the fly for necessary information to update
its keys, using its pre-loaded individual key to secure their
communication. In the extended version of this paper [22],
we present several mechanisms, including a local recovery
algorithm, to address the reliability issue for key delivery.

Networks with Non-member Nodes In the previous discus-
sion, we assumed that all nodes in the network were mem-
bers of the group under consideration. We now discuss how
GKMPAN can be extended to networks where only a frac-
tion of nodes are part of the multicast group.

In multicast routing protocols for mobile ad hoc net-
works such as ODMRP [11] and the multicast extension of
AODV [16], one or several non-member nodes may be in-
volved in forwarding data packets for the group members
that are not directly neighboring. In the case of group key
management, the group members and some non-members
form a multicast delivery tree [16] or mesh [11] with the key
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server of the group as the source. The member nodes can be
considered to form an overlay network on top of the under-
lying multicast delivery tree, which includes both members
and non-members.

Similarly, GKMPAN can use an overlay network formed
on top of a multicast delivery tree for the purposes of secure
key distribution. In GKMPAN, a node will need to know
the ids of its logical neighbors in the overlay network in or-
der to establish a secure logical paths with them. Currently
in ODMRP and AODV a member node does not necessar-
ily know the ids of its neighbors in the overlay network;
however, node id information will be available when piggy-
backed in a JOIN REQUEST, ROUTE REQUEST, or other
membership control messages.

In GKMPAN, once member nodes know the ids of its
neighbor nodes in the overlay network, they can commu-
nicate securely through their logical paths. Although non-
member nodes are involved in forwarding the messages for
member nodes, they cannot decrypt the messages. We note,
however, that a selfish non-member node (just like a com-
promised member node) could launch refusal-of-service at-
tacks by dropping the keying packets it is supposed to for-
ward. We will discuss how such attacks can be mitigated in
Section 3.

3. Security Analysis

In this section, we first analyze the security of our group
rekeying scheme, then discuss several other attacks.

3.1. Security of The Group Rekeying Scheme

The correctness of our group rekeying scheme derives
from the fact that (i) none of the revoked nodes can gener-
ate the new group key kj, since they do not know kjy, (ii)
none of the revoked nodes can obtain the new group k; since
k;m 1s transmitted via secure logical paths established with
keys not known to any of the revoked members, and (iii) ev-
ery node can verify the new group key independently using
the verification key it receives in the authenticated revoca-
tion notice.

Since the status of the system is reinstated to its orig-
inal setting after every rekeying, we only need to con-
sider the possible security issues that arise during a single
rekeying operation. One security issue is resulted from a
batched rekeying where multiple nodes are revoked simulta-
neously (e.g., multiple soldiers are captured simultaneously
in a combat). If the number of simultaneously compromised
nodes is large enough, their coalition may have keys that
completely cover the key set of a legitimate node. This im-
plies that a legitimate node will no longer have any keys
that it can use to establish any logical paths to other nodes
for obtaining a new group key. This node is therefore ex-
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Figure 1. The number of colluding nodes (i.e.,
wp) the scheme can tolerate by choosing dif-
ferent m and [ pairs, given p.(w) = 1076

cluded from the network innocently, even though it is still a
legitimate node.

Recall in our key predistribution scheme each key in the
key pool has a probability of m/l to be chosen by each
node. Consider a key K in the key pool and any coali-
tion of w nodes, the probability p. that key K is con-
tained in the union of the key sets of the w nodes is p. =
(1 —(1—12)"). Therefore, p.(w), the probability that all
the m keys of a legitimate node are completely covered by
that of w colluding revoked nodes, is

pe(w)=(1-(1-=) ) . (2)

From this equation, we know that by varying m and [ we
can obtain a desired security level. Fig. 1 depicts the num-
ber of colluding nodes (denoted as wy) that the scheme can
tolerate for a desired p.(w) = 10~° for different m and !
pairs. We observe that wg decreases with m but increases
with [, and we can choose the appropriate [ and m to re-
ceive the desired security. For example, in a battlefield, it is
usually enough to assume at most 100 soldiers are captured
simultaneously. We can choose m = 100 and [ = 5000 ac-
cording to the figure. That is, for a group size of 1, 000, 000,
only one innocent node will be excluded from the network
when 100 nodes are compromised simultaneously.

In Fig. 2, we further show that the number of innocently
excluded nodes grows at a rapidly increasing speed with
the number of compromised nodes. Therefore, previously
proposed schemes [4, 3, 23] are not scalable with respect
to the number of compromised nodes allowed in the sys-
tem, due to the lack of a key updating mechanism that pre-
vents nodes revoked during different rekeying events from
colluding. In our protocol, only the simultaneously revoked
nodes can collude. Thus, although our protocol is proposed
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Figure 2. The expected number of nodes be-
ing excluded from a network of size NV inno-
cently, as a function of the number of revoked
nodes w

for group rekeying, it could also be used as an approach for
key updating in their schemes.

3.2. Other Security Attacks

We assumed that an attacker may eavesdrop on all traf-
fic, inject packets or replay older packets. Because the
key server authenticates all the rekeying messages by
TESLA [13], no nodes can inject any fake rekeying mes-
sages into the network or modify any rekeying messages
they are forwarding while impersonating the key server.
That is, malicious nodes cannot cause other nodes to ac-
cept wrong group keys. Because time-stamp information is
also embedded in every TESLA key, the attacker cannot re-
play older rekeying packets.

Possessing the keys of revoked nodes normally does not
help an attacker launch refusal-of-service attacks, because
the revoked nodes are not part of the multicast delivery tree
any longer — they do not have any valid keys to establish se-
cure logical paths to other nodes. Moreover, the worst situa-
tion caused by refusal-of-service attacks is equivalent to that
due to packet losses or network partitions, which our proto-
col can handle well due to its partial statelessness property.
We note that the mobility of nodes helps relieve this attack
as well.

4. Performance Analysis

We now study the performance of our rekeying protocol
GKMPAN. We analyze the communication cost of GKM-
PAN and discuss the tradeoff between performance, secu-
rity and storage cost. We do not consider the computational
cost because GKMPAN only involves a few inexpensive

symmetric key operations and/or pseudo random function
evaluations during every group rekeying.

4.1. Communication Cost

The communication cost of a group rekeying operation
is composed of the cost for broadcasting a node revocation
notice and the cost for secure group key distribution. The
revocation notice includes the id(s) of the node(s) being re-
voked, a verification key and a MAC of the notice, and the
message is usually very small unless the number of nodes
being revoked is very large. Note that a revocation notice is
necessary no matter what rekeying scheme is being used.

The communication cost for secure key distribution is
determined by the numbers and types of logical paths that
exist between two nodes in the network. The number of log-
ical paths between two nodes mainly depends on (i) the pa-
rameters [ and m (ii) the number of nodes being revoked at
a batch.

Impact of Probabilistic Key Sharing Parameters For
a given [ and m, ps, the probability of directly shar-
ing at least one key between any two nodes initially
(i.e.,prior to any node revocations) is

G
o

Because the grobability that a key is picked by both the

nodes is ( ; )%, zs, the expected number of keys shared be-

tween any two nodes initially (i.e., the number of direct

paths between them) is z; = [ - (%)2 = mT2

From the above analysis, we see that for a given [, both
ps and z, increase with m, while both p, and z, decrease
with [ for a given m. Also, we can see that m has a larger ef-
fect on z, than [ has. Thus, we can use the equations above
to select [ and m so that the probability of existing direct
paths between two nodes is large enough. For example, to
obtain ps; = 99.5%, we can choose [ = 2000 and m = 100
(zs = 5). In this case, only 0.5% nodes have to receive the
group key through an indirect path. Thus, the average trans-
mission cost per node is close to one key.

ps=1-— 3)

Impact of Number of Nodes Being Revoked Our analysis
above shows how the parameters m and [ affect the initial
number of logical paths between any two nodes. However,
the keys known to the nodes being revoked as a batch can-
not be used during the current rekeying event. As a result,
both ps and 2z, decrease with the number of revoked nodes.

Let p,(w) be the probability that two nodes share at least
one key when w nodes are revoked simultaneously. We use
the following analysis to compute p;(w). Consider a key k.
The probability p; that & is chosen by both nodes is (m/1)?,
and the probability po that k is not chosen by any of the w
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Figure 3. The probability of sharing at least
one key between two nodes when w nodes
are revoked simultaneously

compromised nodes is (1 —m/l)". Therefore, the proba-
bility pg that k is ’safe” is pg = p1p2. The probability ps(w)
is the same as the probability that at least one of the [ keys
in the key pool is “’safe” to both nodes when w nodes are re-
voked. Therefore, we have

ps(w) =1— (1= (m/1)*(1 —m/1)*)". )

Similarly, z4(w), the expected number of shared keys be-
tween two nodes when w nodes are revoked is

zs(w) = 1(m/1)*(1 —m/1)®. 3)

In Fig. 3 we plot ps(w) as a function of w. The figure clearly
indicates that ps(w) decreases with w. Hence, in order to
deliver the group key to a downstream node, a node might
have to resort to using a one-hop proxy or even a multi-hop
proxy. As a result, the cost of group rekeying increases with
w. The figures also shows that it is possible to achieve a
desirable p,(w) by choosing appropriate m and [. For ex-
ample, when m = 40,1 = 500, ps(10) = 75%; whereas
ps(10) = 96% when m = 200 and [ = 10000. Thus, in the
latter case the communication cost of a small batch rekey-
ing is almost as low as an individual rekeying.

A Rough Comparison with LKH We now compare the com-
munication cost of GKMPAN with that of LKH [19]. The
reason for comparing our protocol with LKH is that it il-
lustrates the differences in communication cost between a
protocol that was designed for a wired environment as op-
posed to a protocol that is geared towards wireless ad hoc
networks. The group rekeying scheme for ad hoc networks
in [10] shows that it is possible to reduce the cost of the
original LKH scheme by 15% ~ 37% (although it may in-
cur a larger overhead in some scenarios) by mapping the
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physical locations of the members to the logical key tree in
LKH for a static network. Because the performance over-
head in [10] is of the same order as that of the original LKH
scheme, we can also see the comparative performance of
GKMPAN with respect to the protocol described in [10].
Note that we do not consider reliable key delivery in the
comparison, which actually biases the comparison in favor
of LKH since it is a stateful protocol.

As discussed in Section 2.4.3, GKMPAN uses the un-
derlying delivery infrastructure for key distribution. In the
simulation study, we use an underlying spanning tree for
delivering keys in both the protocols. Both the key server
and the nodes are randomly distributed in a fixed space of
1000 x 1000 square units and the transmission range of a
node is 75 units. We consider a static network, which cor-
responds to a snapshot of the ad hoc network at the time of
a rekeying event, instead of a mobile network. This is be-
cause group rekeying usually takes a very short time rela-
tive to mobile node velocities.

The metrics of interest are the average numbers of keys a
node transmits and receives respectively in every rekeying.
We use the method of independent replications for our sim-
ulation. All the results have 95% confidence intervals that
are within 5% of the reported values. In Fig. 4 we compare
the communication cost of GKMPAN and LKH by varying
w, the number of nodes revoked as a batch. The communi-
cation cost does not include the cost of the node revocation
notice because both LKH and GKMPAN incur this cost.
The group size is N = 1024. In GKMPAN, m = 40 and
[ = 500. We can observe that the communication cost for
LKH is much higher than that of GKMPAN. In GKMPAN
the average communication cost per node is approximately
one key and is almost independent of L. In LKH, both the
number of keys a node transmits (77,) and the number of
keys a node receives (R,,) increase with L. Here R,, > T,,
because all the nodes receive the updated keys whereas only
non-leaf nodes in the broadcast tree rebroadcast the keys.
Therefore, GKMPAN greatly outperforms LKH for individ-
ual or small batch rekeying in ad hoc networks. In Fig. 5, we
observe a similar result when varying the group size, N.

4.2. Security, Performance and Storage Tradeoffs

As we observed above, to increase the number of direct
logical paths between two nodes, it is necessary to increase
m or decrease [. Further, increasing m has a larger impact
on zs. However, from the viewpoint of storage, a smaller
m is more desirable. Moreover, as we showed in Fig. 1, a
smaller m and a larger [ could increase the security of our
schemes. Due to these conflicting requirements, the param-
eters m and [ should be selected based on the application
under consideration.
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A Comprehensive Example Suppose that a node has space
for 200 keys, i.e., m = 200. The key server chooses [ =
10000. According to eqn. 3, we have ps = 98.3%, i.e., the
probability that two nodes share direct paths is 98.3%. Let
the desired security level be p.(w) = 1075, According to
eqn. 2, we have w = 134, i.e., the probability that the coali-
tion of 134 nodes have keys to cover a legitimate node is
about 107%. When 50 nodes are simultaneously revoked, the
fraction of direct, indirect paths involving a one-hop proxy,
and indirect paths involving a two-hop proxy are 76.7%,
22.7% and 0.6% respectively. Our simulation shows that on
average a node needs to receive and transmit 1.2 keys.
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5. Related Work

Group Rekeying Schemes Group rekeying has been exten-
sively studied in the context of secure multicast in wired
networks. The rekeying schemes can be categorized into
stateful and stateless protocols. The stateful class of pro-
tocols includes several protocols based upon the use of
logical key trees, e.g., LKH [19], OFT [2], ELK [15]. In
these protocols, the key server uses key encryption keys
that were transmitted to members during previous rekey-
ing operations to encrypt the keys that are transmitted in the
current rekeying operation. Thus, a member must have re-
ceived all the key encryption keys of interest in all the pre-
vious rekey operations; otherwise, it will not be able to de-
code the new (group) key. Adding redundancy in key dis-
tribution [18] will not solve the problem completely due to
high packet loss rates or network partitions. Stateless group
rekeying protocols [9, 12, 17] form the second class of rekey
protocols. In these protocols, a legitimate user only needs
to receive the keys of interest in the current rekey opera-
tion to decode the current group key. The stateless feature
makes these protocol very attractive for ad hoc networks.
However, these protocols have much higher communica-
tion overhead than the stateful protocols. GKMPAN differs
with the above schemes mainly in two respects. First, it pro-
vides partial statelessness, that is, a node can miss a cer-
tain number of group rekeyings with the need of asking the
key server for retransmission. Second, GKMPAN has much
smaller per node transmission cost than the other schemes.

Other Key Management Schemes Basagni et al [1] dis-
cuss a rekeying scheme for periodically updating the group-
wide data encryption key in a stationary sensor network.
However, they assume that the sensor nodes are tamper-
proof, and do not address the issue of rekeying on node
compromise. Zhu et al [21] propose a group key manage-
ment scheme for stationary sensor networks. Kaya et al [7]
present a group key management scheme for ad hoc net-
works based on public-key techniques. GKMPAN, using
symmetric-key techniques only, is designed for mobile ad
hoc networks and does not require tamper-resistant nodes.
Eschenauer and Gligor [4] present an efficient key man-
agement scheme for sensor networks based on probabilis-
tic key predeployment. Chan et al [3] and Zhu et al [23]
extend this scheme and present new mechanisms for pair-
wise key establishment. GKMPAN also uses the probabilis-
tic key predeployment technique as the underlying means
to establish secure channels between nodes. However, in
these schemes, the predeployed keys are used for encrypt-
ing all communications between nodes; there is no group
key. In contrast, we propose to use the predeployed keys
only as KEKs for securely distributing a group key to the
nodes in the network while using the group key for se-
curing group data communications. Thus, GKMPAN incurs
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much smaller communication and computational overhead
in group communication. Last but not least, those schemes
do not update any compromised keys, while GKMPAN in-
cludes an efficient mechanism to update the keys known to
revoked nodes.

6. Conclusions

In this paper, we have presented GKMPAN, a scalable
and efficient group key management protocol for ad hoc net-
works. The main component of GKMPAN is a novel group
rekeying protocol that has the following properties:
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