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ABSTRACT

Mathematical models have been utilized to help understand
the epidemic spreading of malicious codes (e.g., computer
virus and worms). However, existing such models are either
adapted from the ones developed to capture the epidemic
spreading of biologically infectious diseases in homogeneous
systems, or suitable only for a very specific class of hetero-
geneous systems. In this paper we present an attempt at
building an analytic model of epidemic spreading of mali-
cious codes in arbitrary heterogeneous systems.
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1. INTRODUCTION

Motivated by the need for a deep understanding of the
spreading of computer viruses, Kephart-White proposed per-
haps the first epidemic models of infections in computer sys-
tems [6, 7]. Such a need has been reinforced by the recent in-
cidents of large-scale self-spreading of malicious codes. How-
ever, most existing such models (e.g., [6, 7, 22, 4]) are ob-
tained by modifying the well-known ones developed to cap-
ture the epidemic spreading of biologically infectious dis-
eases in homogeneous systems [1]. In these systems, it is
reasonable to make what is now known as the homogeneous
assumption, namely that every individual (i.e., vertex in
terms of graphs, or node in terms of networks) has equal
contact to everyone else in the population, and the rate of
infection is largely determined by the density of the infected
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individuals. Such homogeneous models could still be useful
under certain circumstances. For example, worm spreading
may still abide by the homogeneous assumption if a truly
random scanning strategy is utilized; this may be justified
by the fact that a classic homogeneous model does give a
pretty accurate approximation of Code Red [15], except per-
haps for the effect due to the factors investigated in [22].

It is clear that models for epidemic spreading in homo-
geneous systems do not apply to heterogeneous systems,
which invalidate the aforementioned homogeneous assump-
tion. Nevertheless, heterogeneous systems may be more im-
portant and difficult to protect since future sophisticated
worms would not deploy the random scanning strategy be-
cause, otherwise, the presence of spreading could be easily
detected using techniques such as those explored in [21, 18,
19]. Instead, they could spread along a predetermined net-
work topology [15, 20].

There have been some models for epidemic spreading in
heterogeneous systems. For a very specific class of hetero-
geneous systems known as the Barabasi-Albert power-law
networks [2], models were investigated in [9, 11, 12, 10].
A model of spreading in a more general class of heteroge-
neous systems was proposed in [17], and a similar model
was independently proposed in [16] for a different purpose
in a different context. The discrete-time model of [17] was
later confirmed by a continuous-time analysis in [5]. How-
ever, the systems accommodated in all these investigations
are heterogeneous only in the sense that the nodes could
have different degrees; i.e., they still assume (at least im-
plicitly) that the nodes are equally subject to infection and
have the same probability of being cured. This motivates us
to explore a model for epidemic spreading in arbitrary het-
erogeneous systems, where different nodes exhibit different
characteristics. The arbitrary heterogeneity may be induced
by the underlying heterogeneous networks.

1.1 Our Contributions

We investigate a susceptible-infected-removed (SIR) model
for epidemic spreading, in which an individual is always in
the state of susceptible, infected, or removed. The model
accommodates arbitrary heterogeneous systems, which may
correspond to physical networks or to logical ones that re-
flect some kinds of real-life relationships between the nodes.
Specifically,

1. Our model captures the fact that an individual could
become infected because of its’ own behaviors. This is
realistic because, for instance, Alice’s computer could
become compromised when she downloads and runs



a malicious code (which may be embedded into some
innocent code such as an open source program). Fur-
thermore, the model accommodates that the degrees
that users suffer from this vulnerability vary (depend-
ing on, say, how cautious the users are).

2. Besides making no topological restrictions, our model
further accommodates the following aspects of system
heterogeneity: (1) Different nodes or users have differ-
ent capabilities in detecting and curing compromises;
for instance, some users may patch their systems more
often than the others, and different users may use dif-
ferent softwares. (2) Different edges have different ca-
pabilities in spreading malicious codes.

As we will see, the computation-oriented utility of our
model is validated via simulations, but the analysis-oriented
utility of our model remains to be explored. Nevertheless,
we believe that this paper presents a significant step towards
the ultimate goal of a closed-form analytic model.

1.2 Related Work

As said before, many existing epidemic models for the
spreading of computer viruses or worms [6, 7, 22, 4] are ob-
tained by adapting the models in the biological epidemiology
literature [1], and thus, in general, suffer from the homoge-
neous assumption mentioned above. [9, 11, 12, 10] presented
analytic models for a specific class of heterogeneous sys-
tems, known as the Barabasi-Albert power-law topology [2].
Epidemic spreading in some non-Barabasi-Albert power-law
topologies have been investigated in [16, 17, 5]. All these
models do not accommodate arbitrarily heterogeneous sys-
tems, because they only allow the nodes to have different
degrees (but no heterogeneity in any other sense).
Outline: In Section 2 we specify the system setting as well
as notations. In Section 3 we explore the model. We com-
pare the full-fledged model to simulations in Section 4, and
conclude this paper in Section 5.

2. SYSTEM SETTING AND NOTATIONS

Let G = (V, E) be a finite graph (or interchangeably, net-
work), where V = {1,2,...,n} is the fixed set of vertices,
and FE is the set of edges. A graph G may be directed or
undirected. The justification for assuming a finite graph of
a fixed size is that malicious code typically spreads in net-
worked systems of a short period of time, compared with the
life-time of the systems. We stress that the above conven-
tions allow us not to specify whether a graph G is directed
or not; that is, all the results are equally applicable to both
undirected and directed graphs.

We are interested in a discrete time, ¢t = 0, 1,2, ..., susceptible-

infected-removed (SIR) model, in which a node (or inter-
changeably, vertex or individual) v € V is always in one
of the three states: susceptible, infected, or removed. In
particular, a removed node will not be infected any fur-
ther, meaning that removed is an absorbing state; this is
typical to epidemic spreading in computer systems. Unlike
existing epidemic models, our model captures that a node
v may become infected because of its owner’s (or user’s)
behavior (e.g., downloading and running a malicious code)
at each discrete time step; this is specified by a parameter
ay. Each node v is also associated with a parameter (3,
which captures the probability that an infected node v be-
comes removed at a discrete time step. Similarly, each edge

(u,v) € E is also associated with a parameter 7y, which
captures the capability of an infection occurring from an in-
fected node u to a susceptible node v. Naturally, in the case
of undirected graphs, yvu = Yuv for all (u,v) € E; whereas,
it is not necessarily true in the case of directed graphs.

Let S: be the random variable indicating the total number
of susceptible nodes at time ¢, I; be the random variable indi-
cating the total number of infected nodes at time ¢, and R; be
the random variable indicating the total number of removed
nodes at time ¢. Furthermore, let s,(t) be the probability
that node v becomes susceptible at time ¢, i, (t) be the prob-
ability that node v becomes infected at time ¢, and r,(t) be
the probability that node v becomes removed at time ¢. It
is reasonable to assume that, Vv € V, 5,(0) =1, i,(0) = 0,
and 7,(0) = 0. This means Sy = n, Iy = 0, and Ry = 0.
We note that for all ¢, s,(t) 4+ iv(t) + 7o(t) = 1 as well as
St + It + Ry = n, and that, by definition, E[S;] = Y s,(¢),

veV
E[lt] = Y iuv(t), and E[R] = 3 ro(2).
veV veV
We summarize the notations below.

(t) | the probability a node v is susceptible at time ¢
1y (t) | the probability a node v is infected at time ¢

(t) | the probability a node v is removed at time ¢
St | the total number of susceptible nodes at time ¢
I; | the total number of infected nodes at time ¢
R; | the total number of removed nodes at time ¢
a, | the probability that node v becomes infected be-
cause of its own behavior
By | the probability that an infected node v becomes
removed
You | the probability that a susceptible node v is infected
by an infected neighbor u (i.e., the probability an
infection occurs over edge (u,v) € E)
1v(t) | the probability that a susceptible node v becomes
infected at time ¢+ 1 because of its neighbors that
are in the state of infected at time ¢

3. MODEL
3.1 Warmup

In this section we consider a SIR model (called the simple
model thereafter) for simplified heterogeneous systems with
E = 0, which means that the vertices become infected only
because of their users’ behaviors. The derived results will be
used to help bound certain metrics in the full-fledged case
investigated in the next section. Figure 1 shows the state
transitions of the nodes. Basically, it says:

1. At each discrete time step, vertex v changes its state
from susceptible to infected with probability cv,.

2. At each discrete time step, vertex v changes its state
from infected to removed with probability 3, .

3. The vertices in removed state will remain in this state
(i.e., removed is an absorbing state).

Within this model, we observe the following, for all v € V:

solt) = (1—au)s(t—1),
iv(t) = avsv(t_1)+(1_ﬁv)iv(t_1)v (1)
rv(t) = ﬁv iv(tfl)‘i’rv(t* 1)
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Figure 1: State transition of vertex v in the simpli-
fied case of £ =10

We are interested in the analytic formula of E[S:] (i.e.,
the expected number of susceptible nodes), E[I;] (i.e., the
expected number of infected nodes), and E[R;] (i.e., the ex-
pected number of removed nodes) at time ¢.

LEMMA 1. In this model, for allt =1,2,...:

n
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$u(t) 1
in(t) | =AL[ 0
Ty (1) 0
Since
(1= o) 0 0
ao| fb=ploelogd  asy o,
TSRO AT
it holds that, for all v = 1,2 ,
sot) = (1—aw), 2)
t t
I
= g la-s)-0-a)] @)
ro(t) = 1- =B full =) (4)
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Since0 <1—a, <land 0<1-0, <1 foranyvé€
V, (2), (3) and (4) imply that s,(t) — 0, i,(t) — 0 and
ry(t) — 1 as t — oo. This means that both susceptible
and infected states are transient, only removed is absorbing;
i.e., the evolution procedure will tend to the absorbing state
removed eventually. Furthermore, it is straightforward to
obtain the following lemma:

LEMMA 2.

= :ﬁ 1—(1—aw)],

S

3.2 Full-fledged Case

In this model, we further consider edge-infections, mean-
ing that vertices could become infected also because of their
infected neighbors. Thus, each edge (u,v) € E is associated
with an infection probability, v,... Figure 2 specifies the state
transition. It basically says:

1. At each discrete time step, vertex v changes state from
susceptible to infected because of (1) its own behavior
(with probability a.,) or (2) of its neighbors’ infection
(with probability 7,), where 1, depends on the edge-
infection probability yuu.

2. At each discrete time step, vertex v changes state from
infected to removed with probability (.

3. Vertices in removed state will remain in this state (i.e.,
removed is an absorbing state).

o, M, (see text

"
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Figure 2: State transition of vertex v in the full-
fledged case

Let 1,(t) be the probability that at time ¢ + 1 a node v
becomes infected because of its neighbors that are in infected
state at time t. We have

) =1- J[ [0L=ruiu®) (5)

(u,v)EE



Thus, the model implies:

so(t) = [l—av—(I—a)n(t—-1)]s(-1), (6)
w®) = [ow+ (1 —av)n(t—1D]su(t—1)+

(1= Bo)in(t = 1), (7)
ro(t) = Poiv(t—1)+re(t—1). ®)

We utilize the following mathematical tools: stochasti-
cally increasing/decreasing [3], stochastically larger/smaller

[14], and convergence in probability (denoted by “— ) [13];
we refer to the respective texts for details. We also need the
following lemma.

LEMMA 3. For0<é <1 andd >0,

. dlnn __ . ; _ —1
nlirlgon (1-9) =0 ifandonlyif d> m(i=0)

PROOF. Set w = 11, then

n n
n - (1 _ 5)dlnn — _
In(nd 1 4
w ( ) w “i:;i"e)
n n

(w5 (7)Y BB e

d
nlogw e

_d
7 log,, e

Since log, e > 0 > 1 if and only if d > log, e =

1 ; : .
(1 — )’ the desired result follows immediately. [

O

Since —11’1(1—6) > 6-"-%7 or m < +§2 , we obtain

the following corollary.

COROLLARY 1. For 0 <6 <1, asn — o0,

lng
n(1—8)9-9/2 _ o, (9)
To help derive the desired results, denote by
s1(t) i1(t) ri(t)
S(t) = : () = : S R(t) = : ;
sn(t) in(t) T (t)
a1 0 ﬁl 0
Do = 0 0 7Dﬁ = 0 0 )
1 0
=10 0
0 1
Set
(1 —a1)ni(t) 0 0
Dm( O Gmem® N )
0 0 e (1= ap) ma(t)
Egs. (6), (7) and (8) may be rephrased as
S(t) = S{t—1)—DaxSt—-1)—
D,(t—1) x S(t—1), (10)
I(t) = DaxS(t—1)4+Dy(t—1)xSt—1)+
(I—Dg) x I(t—1), (11)

R(t) = DgxI(t—1)+R(t—-1). (12)

Denote by 1=(1 1 --- 1 ). Then we obtain E[S;] =
1x S(t), E[It] =1 x I(t), and E[R:] = 1 x R(¢t).

THEOREM 1. (characterizing S¢) Random variable St can
be characterized as follows:

1. E[S:] can be bounded as follows:

n

> (1—ay)’ >ESt2i (1— o)

v=1

H "Yv u

(u,v)EE

2. St is stochastically decreasing with respect to time t,

) P
and indeed Sy — 0 as t — oo. Furthermore, un-
der reasonable approximation, there are no susceptible
nodes since time step

Inn

1 2
min o, — B (min av)

veV veV

3. Under reasonable approzimation, E[S:] < 1, meaning
that the expected number of susceptible nodes becomes
less than one, since time step:

Inn

—In (1 — min ozv>
veV

PRrROOF. Note that the total number of susceptible nodes
in the present model at time ¢ is stochastically smaller than
the total number of susceptible nodes in the above simple
model at time t. Combined with Lemma 1, we get the fol-
lowing upper bound:

+1

E5] < (1 ). (13
On the other hand, by Eq. U(_61),
sol) = (=)l = ol — D] sult 1)
= e | JT @-mmin)| s
> (e | T -mm) ste-1)
> (1-a) ( 1_)[6E (1= )"

So we obtain the lower bound

E[St] = Z > Z 1 - av H (1 - 'Y'Uu)t

veV (u,v)EE
(14)
Now we prove the second part of the theorem. According
to Eq. (10), all the elements of the vector

S(t) — S(t — 1) = —[Dg + Dy (t — 1)] x S(t — 1)

are negative, so Sy is stochastically decreasing [3] with re-
spect to time t.



Since a node may be infected by one of its neighbors, the
probability for a susceptible node in a network without edge-
infection (i.e., the above simple model) to become infected
is smaller than that for a susceptible node in a network with
edge-infections (i.e., the present model). As a result, the
total number of susceptible nodes in the present model at
time t is stochastically smaller than the total number of
susceptible nodes in the simple model at time t. Combining
with Lemma 1, we obtain

Pr(Sy =0l > [] [1 - (1 —aw)'].

Since for any € > 0,

Pr[S; >¢] = 1—-Pr[Si<e] < 1—-Pr[S;=0]
< 1—12[[1—(1—@1,)’1
— 0, va:slt — 00.
Thus,
St £, 0, ast— oo.

Now we give an estimation when S; will become almost 0.
Since S; is stochastically decreasing and S; — 0 as t — oo,

n

Pr[St = 0] = H (1 - Sv(t)) ~ 11— Z Sv(t)
veV Pt
Z 1-— Z (1 _ av)t
vEV,ay #0
t
> 1 — 1— . .
- vE\; ¢0< (Ue\r/l,lg,};ﬁoa ))
t
2 17"(1* ( min av>>
vEV,ap #0

By Corollary 1, there are no susceptible nodes since time
step

Inn

1 2
min oy | — = min = ow
vEV,ay #0 2 vEV,ay #0

Now we show the third part of the theorem. Since

n

E[S:) < > (1—aw)' < i(pgggav)t

v=1 v=1

t
= n(l—mina, | .
veV

t
n (1 — minozv> <1,

veV

By setting

we obtain

Inn

—In <1 — min ozv)
veV

which immediately leads to the desired result. [

t>

O

THEOREM 2. (characterizing R:) Random variable R can
be characterized as follows:

1. E[R] can be bounded as follows:

n

n=3 {0 -a) T (—)| > ERI >

v=1 (u,v)EE
n t—1 ) )
n—z (l—av)t—&—av Z(l—ﬁU)J(l—aU)t_]_l
v=1 j=0

2. Ry is stochastically increasing with respect to time t,
and indeed R Linast— oo, Further, under rea-
sonable approzimation, Pr[R, = n] = 1, meaning that
all the nodes become removed, since time step

max{a., B}
Inn+1In max -
veV,an#6y max{aw, By} — min{aw, Gu}

(-5

where A = min min  f(,, min aj .
vEV, a0y >By vEV,ay <Py

PRrROOF. Note that the total number of removed nodes in
the present model at time t is stochastically larger than the
total number of removed nodes in the simple model at time
t. Combined with Lemma 1, we have the following lower
bound,

n t—1
ElR] > {1(1%?% Z(lﬁvv(lav)t“} .
v=1

3=0
(15)
On the other hand, by Eq. (14) we obtain

ER]<n—Y |(1—a) J] Q=mu)f|. (16)

(u,v)EE

Now we prove the second part of the theorem. According
to Eq. (12), all the elements of the vector

R(t) — R(t—1) = D x C(t — 1)

are positive, so R; is stochastically increasing with respect
to time ¢.

Since a node may be infected by one of its neighbors, the
probability for a susceptible node in a network without edge-
infection (i.e., the above simple model) to become infected
is smaller than that for a susceptible node in a network with
edge-infections (i.e., the present model). As a result, the
total number of removed nodes in the above simple model
at time t is stochastically smaller than the total number of
removed nodes in the simple model at time ¢t. Combined with
Lemma 1, we obtain

PI‘[Rt = n]
t—1

=z H 1—(1—o) —ay Z(l — B (1—ay)t it

v=1 7=0



Since for any € > 0,

Pr[R; >n—e¢] > Pr[R; =n|
t—1

H I—(l—a) —aw Y (1=B8) (1—-ay

v j=0
— 1, ast— oo.

Thus,

P
Ry —n, ast— oo.

)t—j—l

Now we give an estimation when R; will become almost n.

Denote by n1 = [{v € V]aw > Bu}], n2 = [{v € Vl]a

v < Bu}ls

and n3 = [{v € V|aw = Bv}|. It is clear that ni+n2+ns = n.

Pr[R; =n| = Hm

I
—
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(1 (1= ) (14 (t - Daw)

vEV, iy #Bo

Zj

VEV,ay =0y
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'UGVav<ﬂu v T Qv
1T (1 17%“1)
VEV,ay =0
2

[T (-0-ad)

t
«@ .
1— max v 1— min f,
vEV, 00 >By Ay — ﬁv VEV, oy >y

t
1— max L 11— min
vEV,ay<By By — Qy VEV, oy < B

1Jm(lfﬂv) ﬁv( - v)),

ni

na

vEV, a0y =By
t—1
. t(1l — ay)
since ———5— — 0, ast— oo
(1 - av)
h . .
~ 1—mn1 max Y 1 — min 3, .
VEV, a0 >By Oy — BU ay>By
- p .
v .
1—-ns max —— 1 — min o .
vEV,ay<By Py — ozv ay<Buy
[ t
. 2
1—-n3(1— min aj
av=0
ay B
~ 1—n-max max —— max ——— -
vEV,a0p>By Oy — ﬁy vEV,ay <Py ﬁv — Oy

(1 — min{ min (,, min «,, min

VEV, 0y > By vEV,ay <By veEV,ay

max{ay, By}

t
a2
=B ”})

= 1—-n-

t
. . . 2
1 — min min  (G,, min aj .
veEV,ay>By vEV,ay <Py

vEV,ay > P vEV,ay <Py

max
eV 8, max{ay, By} — min{a, Bo}

Set A = min{ min  (,, min ag}. Then, by Corol-

lary 1 we immediately obtain the desired result.

O

Regarding random variable I;, we have the following corol-
lary.

COROLLARY 2. Under reasonable approzimation, there are
no infected node after time step:

max{cw, B}
Inn+1In max
veV,an#6y max{aw, By} — min{ow, Gu}

A(l—iA)

where A = min min  £,, min aj .
vEV,ay>By vEV,ay <By

4. EXPERIMENTS

We are interested in knowing how far away E[S;:] and E[R;]
are from simulation, and from their lower and upper bounds
given by Theorem 1 and Theorem 2, respectively. The simu-
lation results are averaged over 20 runs. For this purpose, we
generate a synthetic graph using the BRITE network topol-
ogy generator [8]. The generated graph has 600,000 nodes
with an average node degree 4. Let = € [a, b] denote that x
is uniformly selected from interval [a,b]. To be concise, we
only consider two sets of representative parameters for each
data: (1) aw € [0.05,0.1], Yo € [0.2,0.3], and 3, € [0.2,0.3];
(2) aw € [0.05,0.1], yvu € [0.2,0.3], and B, € [0.5,0.6].

The comparisons are plotted in Figure 3 — Figure 4. They
indicate the following. First, in every case the simulation re-
sults are very close to the model predictions. This validates
the computation-oriented utility of our model. Second, the
bounds are not tight. However, E[S;] is somehow closer to
its lower bound. The reason is unclear. This leaves some
interesting future research problems (see below).

5. CONCLUSION

We presented a model of epidemic spreading in arbitrary
heterogeneous systems. While the computation-oriented util-
ity of our model is validated via simulations, the analysis-
oriented utility of our model remains to be explored. We
hope that this work will inspire more research in modeling
epidemic spreading in heterogeneous systems, which might
lead to a deeper understanding of what useful and effective
quarantine techniques would be. We are investigating meth-
ods whereby we can exploit both the lower and upper bounds
to enhance the analysis-oriented utility of our model.
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