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Abstract

In this paper, weadvocateresearch into techniquesthat
support the extraction, sharing, and utilization of knowl-
edge for collaborative problem solving applications.We
presenta systemframework for secure knowledgemanage-
ment,called PBKM, which in addition to providing stan-
dard securitymechanismssuch asaccesscontrol, will pos-
sessthree crucial features, namely, privacy-preservation
which shouldbeensured in a knowledge-extractionproce-
dure, breaching-awarenesswhich shouldbetakeninto con-
sideration in the knowledge-disseminationprocedure, and
abuse-accountabilitywhich is incorporatedin themanage-
mentof knowledge. We explore this framework by elabo-
rating on its componentsand their relationshipto existing
techniquessuch as database, cryptography, data mining,
and machine learning. We identify a numberof challeng-
ing issuesandinterestingproblemsfor further research.

Keywords: knowledgemanagement,knowledgeextraction,
knowledge breaching,abuse accountability, security, pri-
vacy

1. Intr oduction

1.1. Moti vation

The advancementin networking, storage,and proces-
sor technologieshasbroughtin an unprecedentedamount
of digitalized information. In order to effectively uti-
lize collected data in applications, organizations rou-
tinely use DatabaseManagementSystems(DBMSs) to
store, manage,and use the collected data. While it is
well-acceptedthat data has becomevital assetsof orga-
nizations,what many decision-makingapplicationsreally
needis theknowledgehiddenin theraw data.For this rea-
son, knowledge-extraction technologies such as data
mining and machinelearninghave beendevelopedin re-
cent years to make it feasible to “re�ne" large volumes

of raw data into succinct knowledge that can be di-
rectly utilized in decision-makingapplications.However,
most current data mining based applications are de-
signedto solve problemsfor the ownersof the data, that
is, thedatamining is performedon thedataof anorganiza-
tion to solve businessproblemsof the sameorganization.
Althoughstill verypopular, suchuseof datamining is lim-
itedandneedsto beextended.

As the Internetquickly evolvesinto a global computa-
tional infrastructure,it providesa platform for new appli-
cationsthat allow autonomousorganizationsto collabora-
tively solve problemsusingdatamining. Although collab-
oratingpartiesmay performdatamining by directly shar-
ing their data,which is indeeda commonscenarioin cur-
rent practice,a direct datasharingis often limited or not
feasibledueto a numberof reasonssuchasthe datashar-
ing policiesof organizations,theconcernof privacy protec-
tion, thetechnicaldif�culties in dealingwith heterogeneity
andthe sheervolumeof the data,just namea few. On the
otherhand,sinceknowledgeextractedfrom thedatais of-
tenmoreabstractandlessbulky thantheraw data,theshar-
ing of extractedknowledgemay be mucheasierandmore
bene�cial thansharingof datain many problemsolvingsce-
narios.Thus,for suchapplications,thereis a growing need
for theextractedknowledgeto besharedamongcollaborat-
ing parties.

One desirable feature of this "knowledge-sharing"
paradigm is the distinction between the knowledge-
extractionprocessin which datamining algorithmsareap-
plied to discover the hidden knowledge in data,and the
knowledge-disseminationprocess in which the discov-
eredknowledge is utilized in applicationsto solve prob-
lems.Suchdistinctionis naturalandsometimesnecessary
for collaborative problem solving applicationsthat uti-
lize a numberof emerging technologiessuchas software
agents,web services,and XML databases.For exam-
ple, in an application involving collaborating software
agentsof different organizations,it is natural to have an
agentto collectdatainto a database,a secondagentto ex-
tract knowledgefrom the collecteddataand to store the



result in a knowledgebase,a third agentto use the ex-
tractedknowledgeto make a decision,and a forth agent
to act on the decision.A similar scenariocan also oc-
cur in theservice-orientedcomputingparadigm.

Together, the needsof knowledgesharingand the dis-
tinction betweenknowledgeextractionandknowledgedis-
seminationraise many issuesregarding the creation,the
management,andtheutilizationof extractedknowledge.To
addresstheseissues,thereis aneedfor a�e xible framework
for KnowledgeManagementSystems(KMSs) thatprovide
thebasicandcommonfunctionalitiesrequiredto effectively
coordinatethe knowledgeextraction with the knowledge
dissemination.In this paper, we presentsucha framework
with anemphasisonsecurityandprivacy protection.To the
bestof our knowledge,sucha framework hasnotbeenpro-
posedin theliterature.

1.2. Our Contributions

Ourmaincontribution in this paperis two-fold:

1. We arguefor theneedof asystematicinvestigationon
KnowledgeManagementSystems.We envision thata
KMS hasthefunctionalitiesin the �a vor of thetradi-
tional DatabaseManagementSystems(DBMSs): (1)
It facilitatestheextractionof knowledgefrom existing
traditional databaseand/orknowledge-basesystems.
The extractionof knowledgemay be basedon some
datamining algorithms.(2) It facilitatesstorage,re-
trieval, integration,transformation,visualization,and
analysisof extractedknowledgestructures(e.g.,de-
cision trees,associationrules,neuralnetworks). Be-
sides,it alsosupportsconstructionof new knowledge
structuresfrom thoseexisting onesto form knowl-
edgethat is deeperthan the knowledgedirectly ex-
tractedfrom theraw data.(3) It facilitatestheutiliza-
tion of the managedknowledge.The utilization may
besimply to give theknowledgeto a knowledgecon-
sumer, or toanswertheknowledgeconsumers'queries
througha webservice.

2. Besidestraditional securitygoalssuchas authoriza-
tion, authentication,and accesscontrol, we specify
two new security goals of secureknowledge man-
agementsystems,namely privacy-preservationand
breaching-awareness, where privacy-preservation
meansthat the knowledgeextraction processshould
not compromisethe privacy of the sourcedata,and
breaching-awarenessmeansthat a systempolicy re-
garding knowledge disseminationmust take into
accountthe seeminglyinevitable knowledgebreach-
ing. While these two properties are common to
most knowledge managementsystems,we intro-
duce anotherproperty, called abuse-accountability,

which is also crucial to many knowledge man-
agement systems. The motivation is that abuse
of knowledge could result in much more catas-
trophic consequencesthan abuse of data, and thus
we need technical means to hold the abuser ac-
countable.Thereby, we presentandexplore a frame-
work for secure knowledge managementcalled
Privacy-preserving and Breaching-aware Knowl-
edgeManagement(PBKM).

1.3. Organization

The rest of this paperis organizedas follows. In Sec-
tion 2, we presentour privacy-preservingand breaching-
awareknowledgemanagementsystemframework. In Sec-
tion 3, wepresentthreeexamplescenariosthatdemonstrate
the �e xibility of theproposedframework. In Section4, we
discusswork relatedto ours. In Section5, we describea
numberof challengesandouron-goingresearchwork.

2. The PBKM Framework

The PBKM is a conceptualrole-basedsystemframe-
work of aknowledgemanagementsystemin whichloosely-
coupledautonomoussoftware systems,called the partic-
ipating systemsor the parties, collaboratein extraction
and disseminationof knowledge.Throughoutthis paper,
we use the term knowledge to refer to knowledge mod-
els,suchasdecisiontrees,associationrules,or neuralnet-
works, that are extractedfrom raw dataand expressedin
a representationlanguage,suchasextensiblemarkuplan-
guage(XML) [7]. By knowledge managementwe mean
the methodologyfor systematicallyextracting and utiliz-
ing of the knowledge.A Knowledge ManagementSystem
(KMS) is a collection of collaborative software systems
that collectively provide the functionality neededto per-
form the tasksof knowledge management.The purpose
of PBKM framework is to de�ne various roles that are
playedby participatingsystems,the relationshipsamong
different roles, and how they are relatedto the two key
functionalitiesof aKMS, namelyknowledge-extractionand
knowledge-dissemination,and the security goals. In this
Section,we presentthePBKM framework by specifyinga
systemmodel,theadversary, andsecuritygoals.

2.1. A Model

As shown in Figure 1, at the heart of the PBKM is
a KnowledgeManagementSystem(KMS), which can be
thoughtof abstractlyasasystemthattakesdataandrulesas
input, extractsknowledgefrom thedata(possiblywith the
helpof the input rules),managestheextractedknowledge,
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Figure 1. The PBKM Framework

andprovidesknowledgebasedservicesto knowledgecon-
sumers.Theinputsof theKMS aretakenfrom datasources
(for data)andrulesbases(for rules)thatprovidecontrolled
accessto their content.Thehiddenknowledgeis extracted
by knowledgeextractorsanddisseminatedthroughknowl-
edgeserversto knowledgeconsumers.All componentsof
a PBKM are subjectedto attacksof an adversary. In this
framework, all componentsas well as the adversaryare
roles played by the participatingsystems(which are as-
sumedto be autonomouscomputationalartifact, suchas,
computerprogramsof differentorganizations).It is impor-
tant to noticethat in an instanceof the framework a party
may play multiple roles and one of the roles may be the
adversary. For example,a party may hasa databaseand
needto usetheknowledgeextractedfrom its own database
aswell as from databasesownedby other parties.In this
case,thepartyplaystherolesof adatasourceandaknowl-
edgeconsumer, but not asotherroles.It is understoodthat
the knowledgeneededby this party will be extractedand
disseminatedby otherpartiesof thesystemwhile they are
playing their respective rolesde�ned in thePBKM frame-
work. If in additionthis party alsoparticipatesin a multi-
party datamining activity, it will also play the role of a
knowledgeextractor.

In the following, we explore the PBKM framework by
describingtherolesandtheir relationshipsin moredetails.

Althoughaninstanceof PBKM couldbea centralizedsys-
tem (seeSection3 for moredetails),we believe that most
useful instancesaretypically distributedsystems.Without
lossgenerality, we explore themodelwith anemphasison
its distributednature.

Input to KMS The input to a KMS is a set of datasets
andoptionallya setof rulesfrom databasesandrule-
bases,respectively, wherea datasetmay containany
typeof data,suchas,structureddatafrom databaseor
datawarehousesystems,text/multimediadocuments
from informationrepositories,or web pages,andthe
rulesmaybeexpressedin variousformats,suchasthe
productionrulesfound in a typical expert system,or
derivation rules in other rule-basedsystems.The in-
put rulesmay be extractedthrougha knowledgeen-
gineeringprocessor be learnedautomatically. These
rules may be usedby knowledgeextractorsin vari-
ousstagesof knowledgeextraction,for example,in a
rule-basedinformationextractionprocessduring the
preparationof datasetsfor mining. In Fig. 1, theinput
to KMS includem raw datasetsandonesetof rules.

We stressthat the accessto the datasetsandrules
areprotectedby their respective sourcesthroughap-
propriatesecurity policies (e.g., MandatoryAccess
Control, DiscretionaryAccessControl, Role-Based



AccessControl), and that the controlled accessmay
be enforced,for instance,by a security mechanism
implementedin a DBMS. Moreover, thedatasetsand
rulesmay be ownedby differentpartiesthat arepre-
sumablyprohibited from sharing,or not willing to
share,their datasets/rules,althoughthey areallowed
to take advantageof the datain their own decision-
makingapplications.knowledge

KMS From a functionality perspective, a KMS is analo-
gous to a traditional DatabaseManagementSystem
(DBMS). However, therearesomefundamentaldif-
ferences:(1) The objects managedby a KMS are
knowledgemodelssuchasdecisiontressor associa-
tion rules.Whereas,theobjectsmanagedby a DBMS
areraw data.(2) Partiesareautonomousanda party
may play oneor moreroles.1 (3) A KMS is strictly
morepowerful thana DBMS, becauseit mustensure
two properties,namelyprivacy-preservingknowledge
extraction and breaching-aware knowledge dissemi-
nation. Whereas,no suchrequirementis speci�ed in
a traditionalDBMS.

The KMS consistsof componentsthat play three
typesof roles:knowledgeextractor, knowledgeserver,
andknowledge manager. For example,in thespeci�c
instanceof KMS in Fig. 1 thereare one knowledge
extractor andn knowledgeservers,and eachoneof
themalsois a knowledgemanager. The functionality
of thesethreerolesareasfollows.

� Knowledge Extractor. A knowledgeextractor pro-
videssupportsfor knowledgeextraction taskswhich
for examplemay includethe preparationof data,the
speci�cationof extractiontasks,andtheexecutionof
extractionalgorithms.A knowledgeextractormaybe
fully automatedor interactive.Knowledgecanbeex-
tractedfrom datasetsownedby differentowners(that
is, parties)usingan appropriatemethodsuchasdis-
tributeddatamining. A key featureof knowledgeex-
tractorsis thatthey mustguaranteethattheextraction
of knowledgewill notcompromiseindividualprivacy.
This featurecanbeensuredby theso-calledprivacy-
preservingdataminingtechniques(see2.3.1).

� KnowledgeServer. A knowledgeserverprovidesser-
vicesto knowledgeconsumers.Thesimplestform of
theserviceis to deliveranextractedknowledgemodel
to a knowledgeconsumer. However, more sophisti-
cated,and value-addedservicesmay requirea non-
trivial utilization of extractedknowledge.For exam-
ple, a knowledgeserver mayprovide a serviceby us-
ing theextractedknowledgeto answerqueriesposted

1 This may seemanti-intuitive, but cryptographictechniquesdo facili-
tateit.

by adecision-makingapplicationof aknowledgecon-
sumer. Suchservicesmay be implementedthrougha
variety of techniques,suchasweb servicesandsoft-
ware agents.A key featureof knowledgeservers is
thatthey arebreaching-aware(see2.3.2).

� Knowledge Manager. A knowledge managerpro-
videssupportsfor storage,retrieval, analysis,integra-
tion, visualization,and transformationof extracted
knowledge. In other words, a knowledge manager
is to knowledge what a databasemanagementsys-
tem is to data. In a KMS, knowledge managers
are often not separablefrom other roles of the sys-
tem sincethey providesa setof functionality that is
fundamentalto bothknowledgeextractorsandknowl-
edgeservers.Extractedknowledgemaybeexpressed
in various representation languages, for exam-
ple,a particularlyusefulrepresentationlanguagemay
be the XML-based Predictive Model Markup Lan-
guage(PMML) proposedby the DataMining Group
as a data mining standard.With extracted knowl-
edgerepresentedas XML documents,the emerging
XML databasemanagementsystemscan be lever-
agedto implementknowledgemanagers.

Output of KMS The KMS disseminates knowledge
to knowledge consumers through an appropri-
ate interface (e.g., web services).For example, a
knowledgeconsumermay ask one or more knowl-
edgeserverscertainquestions,so that the answer(s)
will be utilized in the knowledge consumer's deci-
sionmakingprocedure.Theaccessto theknowledge
may be controlledvia an appropriatepolicy, anden-
forcedvia anappropriatesystem.

2.2. Adversary

An adversaryis a software entity that may perform a
variety of activities to compromisethe system.In PBKM
framework, anadversarymayinteractwith any component
of theKMS in variousways,includingcollusionwith other
adversariesin a coordinatedattack.Speci�cally, we con-
siderthefollowing activitiesof anadversary.

� Besideshaving legitimateaccessto a datasourceor a
rulebasethroughthecontrolledaccessinterfaces(e.g.,
authorizedqueriesto a database),the adversarymay
have unauthorizedaccessto somedataor rules,per-
hapsthroughtheunderlyingsystemcomponents(e.g.,
operatingsystems).In anextremecase,theadversary
may have completelycorruptedone or more of the
datasourcesandrulebases.

� The adversary knows the internal structureof the
KMS. Forexample,it knowshow theextractedknowl-



edgeareorganizedandstored,andwhich knowledge
extractionalgorithmsareutilized.

� The adversarymay have corrupteda subsetof par-
ties in a distributed privacy-preservingknowledge-
extractionprocedure.We furtherelaborateon this be-
low.

� Theadversarymayhaveaccessto oneor moreknowl-
edgeserversvia interfacesthataredifferentfromthose
availableto knowledgeconsumers.Moreover, thead-
versarymay evenbe ableto bypassany provided in-
terfaceto directly accessthe knowledgeon a knowl-
edgeserver.

� Theadversarymayhavecorruptedoneormoreknowl-
edgeconsumers.As a consequence,the queriespre-
sentedby acorruptedknowledgeconsumermayspeed
up the breachingof the targetedknowledgestoredat
certainknowledgeservers.

By being awareof what an adversarymay do to the sys-
tem,thesystemcanbeprotectedfrom theattacksof thead-
versary. Sucha protectionmustbe designedbasedon the
securityrequirementsof thesystem,andbeprovidedby ap-
propriatetechniquesatall levelsof thesystem.

2.3. New Security Requirements

Besides traditional security requirements such as
access control, authorization, and authentication, a
KMS should satisfy three new security requirements:
privacy-preservation, breaching-awareness and abuse-
accountability. By privacy-preservation we meanthat the
knowledge-extraction procedure must protect individ-
ual privacy in the input datasets.By breaching-awareness
we mean that the knowledge-disseminationproce-
duremusttake into considerationtheaccumulative leakage
of theknowledgeusedby knowledgeservers.

2.3.1. Privacy-Preserving Knowledge Extraction We
explore it by adoptinga cryptographic secure multi-party
computation approach. Suppose the knowledge ex-
traction procedure involves ` parties P1; : : : ; P` that
need to jointly extract knowledge from the input. Fur-
ther, supposethat party Pi 2 f P1; : : : ; Pm g (m � `)
hasits private input datasetor rule set x i , and that party
Pj 2 f Pm +1 ; : : : ; P` g hasits input x j = ? (i.e., null). Let
f : f x1; : : : ; x` g 7! f k1; : : : ; k` g be the knowledgeex-
traction function, where ki (1 � i � `) is the private
output (i.e., knowledge in a certain representationlan-
guage) to party Pi (including ki = ? ). Informally, by
privacy-preserving knowledge extraction we mean that
thereis no adversaryA thathascorrupteda subsetof par-
ties � � f P1; : : : ; P` g can learn any information about
x i , wherePi =2 � , morethanwhat is implied by the func-
tion f as well as the outputs yj and the inputs x j for

Pj 2 � . We refer the readerto [11] for a formal treat-
mentof this notion.

2.3.2. Breaching-Aware Knowledge Dissemination A
knowledge breaching occursin the knowledgedissemina-
tion procedurewhenanadversarylearnstheknowledgeun-
derlyinga knowledgeservice(that is a serviceprovidedby
a knowledgeserver) througha legitimateaccessto theser-
vice. Exactly what constitutesa knowledgebreachingwill
dependon the type of knowledgeservice(alsothe type of
underlyingknowledge).Without lossof generality, we de-
�ne a knowledgeserviceasa function f K : Q ! R, that
mapsa (possiblyin�nite) setof servicerequestsQ, to a �-
nitesetof serviceresponsesR usingtheunderlyingknowl-
edgeK . Both the servicerequestsand serviceresponses
may be complex dataobjects,andthe mappingsfrom ser-
vice requeststo serviceresponsesarede�ned accordingto
the underlyingknowledge.For example,for a knowledge
servicethat classi�es job applicantsbasedon existing em-
ployeesof acompany, aservicerequestcanbeadatarecord
describinga job applicant;the underlyingknowledgemay
be a decisiontree learnedfrom the employeedatabaseof
thecompany andclassifyingtheemployeesinto threecat-
egories:excellent,good,andfair; andtheserviceresponse
canbe thecategory of theapplicantpredictedby thedeci-
siontree.

De�nition 2.1 A breaching of a knowledge K , called the
target knowledge,occursif the adversaryis ableto derive
a knowledgeK 0, calledthe learnedknowledge,basedon a
sequenceof servicerequeststo andserviceresponsefrom
theknowledgeservicef K andde�ne a knowledgeservice
f K 0 : Q ! R usingK 0, called the learnedservice,such
that,f K andf K 0 areindistinguishable.

Notice that, the learnedknowledgeK 0 needsnot to be the
sameas the target knowledgeK . We assumethat the ad-
versaryis an legitimate knowledge customerof the ser-
vice,thussheis ableto issueasequenceof servicerequests
andusethe correspondingserviceresponsesto derive K 0.
Also noticethat the knowledgebreachingis relevant only
to knowledgeservicesthatdonotexplicitly disclosethetar-
getknowledgeK . Ontheotherhand,sinceeachpairof ser-
vice requestandserviceresponsediscloseto theadversary
someinformationaboutK , aknowledgebreachingis grad-
ual andseeminglyinevitablegivenunlimitedaccessto the
knowledgeservice.

TheKMS mustbeawareof possibleknowledgebreach-
ing and deal with it through appropriateknowledgedis-
seminationpolicies. We stressthat a KMS is requiredto
bebreaching-awareratherthanbreaching-proofbecausethe
ultimategoalof theknowledgedisseminationis to provide
knowledgeservicesto knowledgeconsumersusingtheex-
tractedknowledge,andtherequirementof breaching-proof



mayseverelylimit thetypesof servicesthatcanbeprovided
by theKMS. In PBKM, weview breaching-awarenessasan
requirementfor the KMS to make appropriateknowledge
disseminationpolicies,suchashow theknowledgeextrac-
torsandknowledgeserversshouldbecompensated.

Sinceaknowledgebreachingis agradualprocess,atany
givenpoint of this process,the learnedknowledgemaybe
incomplete,thereforewill likely to causethelearnedservice
to respondto a servicerequestdifferently from the given
knowledge service. As a requirementof the breaching-
awareness,it makessenseto measurethedegreeof knowl-
edgebreaching,which is capturedby the following de�ni-
tion.

De�nition 2.2 Let f K be a knowledgeservicewith a tar-
getknowledgeK andf K 0 beaservicede�ned accordingto
a learnedknowledgeK 0 derived by the adversary, we say
thatK 0causesadegree� knowledgebreachingof K at sig-
ni�cance level � , if the adversaryis able to derive K 0, so
that Pr (f K 0(:) = f K (:)) > � with a probability 1 � � ,
where0 � � � 1, 0 � � � 1, andPr (f K 0(:) = f K (:)) is
theprobabilitythatthetwo servicesgive thesameresponse
to aservicerequest.

The KMS needsto provide supportto modelandto mea-
surethedegreeof knowledgebreachingfor varioustypesof
knowledgeservices.

2.3.3. Abuse-Accountability Abuseof knowledgecould
result in more catastrophicconsequencesthan abusing of
data.Sowe needtechnicalmeansto hold thoseabusersac-
countable.This may be crucial to certainknowledgeman-
agementsystems(e.g., the systemscoordinatinggovern-
mentagencies'counter-terroractivities).

3. ThreeExampleScenarios

In the following, we demonstratethe generalityof the
PBKM framework by describingthreespeci�c instancesof
theframework.

3.1. A SimpleCase

In thesimplestcase,we only considerthesettingwhere
thereis asingleorganizationthatownsthedata,buysadata
mining software,and runs the software to extract knowl-
edgethat will be exclusively usedby the organizationit-
self. In this case,thereis perhapsno privacy-preservation
andbreaching-awarenessissues.However, theremay still
be issuesof abuse-accountability, becausetheabuseof the
knowledgecanresultin signi�cant consequences.

As afurthersteptowardswhatwecalledKMS, theorga-
nizationmaynot have to buy thedatamining software.In-
stead,it canusethatsoftwarethrough“applicationasaser-

vice". In this case,theissuesof privacy-preservingemerge:
the applicationserver (i.e., data mining software owner)
shouldnot learnany informationaboutthe organization's
datasets,while allowing the organizationto obtainthe ex-
tractedknowledge.In principle, cryptographicmulti-party
computationcansolve this problem.

3.2. A BusinessCase

We now considera scenarioarising in an emerging
computingparadigmcalled“knowledge-as-a-service”[22],
which is a naturalextensionof serviceorientedcomput-
ing, such as “application as a service" and “databaseas
a service"[13]. Theseserviceorientedparadigmsemerge
as cost-effective businessmodelsin responseto increas-
ing businesscompetitionandto thecostof keepingthede-
siredcomputational,datamanagement,andknowledgedis-
coverycapabilitiesthathasbecometoo high to be justi�ed
for many organizations.By delegatingcomputational,data
management,andknowledgediscovery tasksto appropri-
ateserviceproviders,organizationscanbettersatisfytheir
informationprocessingneedswith much lower costs.The
“knowledge-as-a-service”servesanexampleof thesepara-
tion of knowledgeextractionandknowledgeutilization,and
is justi�ed for thefollowing reasons.

1. Therisingcostsof knowledgeextraction.Datamining
is a specializedandcomplex taskthat involvesmany
stepsand requireswell trained personnel.Despite
the tremendousadvancein hardware, software, and
networking technologies,the costs associatedwith
knowledgeextraction is still on the rise. Thesecosts
arefor theacquisitionof software,hardware,datasets,
andthemaintenanceandmanagementof systems.The
situationis furthercomplicatedif oneneedsaccurate
knowledgeandstrictprivacy in theknowledgeextrac-
tion procedure(seemorediscussionbelow).

2. Restrictedaccessto data.Although knowledgemod-
elsareoftenextractedby anorganizationfrom its own
datasets,much of useful knowledgemay be in data
ownedby otherorganizations.Accessto dataof an-
otherorganizationmay be prohibitedby law or poli-
cies.For example,thenationalcriminaldatabasescan
only be accessedby law enforcementorganizations.
Likewise,hospitalpatientsdatais only accessibleto
relevanthealth-careorganizations.Yetanothertypical
scenariois that competitionrivals would never share
theirdata,butwouldbene�t fromknowledgeextracted
from eachother'sdatasets.As aconsequence,just like
thatdataarevaluableassetsof today's organizations,
knowledgemodelswill be valuableassetsof tomor-
row'sorganizations.



3. Limited choiceof technologythat addressesprivacy
concerns.The emerging of the datamining industry
hasinspireda lot of concernson individual privacy
[6, 19]. To relieve theseconcerns,privacy-preserving
dataming techniqueshave beenproposed.Currently,
thesetechniquesare still in an early stageof devel-
opment,and onemay have to choosebetweentech-
niquesthat are ef�cient but may generatelessaccu-
rateknowledgemodels(e.g.,perturbation-baseddata
mining techniques[1, 8]) andtechniquesthat gener-
ateaccurateknowledgemodelsbut aremuchlessef�-
cient(e.g.,cryptographicsecuremulti-partycomputa-
tion baseddatamining techniques[14, 23, 12]). As a
consequence,onewhois interestedin accurateknowl-
edgeandstrongprivacy guaranteemay be forced to
conductcomputation-and communication-extensive
tasks,whichmayincur signi�cant investment.

4. Different needsof knowledge by different applica-
tions. Thereare many ways that knowledgemodels
canbeutilized.Two extremeexamplesare:(1) An ap-
plication needsto own an entire knowledgemodel.
(2) An applicationonly needsto apply (rather than
to own) a knowledgemodel to certaininstancedata.
Thedifferencebetweenthesetwo typesof utilization
is comparableto thedifferencebetweenbuying a car
and taking a taxi, or to the differencebetweenpur-
chasinganexpensivefull-�edged softwaresystemand
payingonly for someof theneededfunctionality.

As anexampleof “knowledge-as-a-service”,considerarisk
assessmentapplicationinvolving threeindependentinsur-
ancecompanies,saytwo automobileinsurancecompanies
A andB , anda life insurancecompany C. In orderto de-
terminethelife insurancepremiumof anew client,Bob,so
thatto minimizetherisk of �nancial lossandmaximizethe
pro�t, C would like to know the likelihoodof Bob being
involved in severecar accidents(e.g.,thosewho drive ag-
gressivelywouldmoreoftencauseaccidentsandshouldpay
more for their life insurance).Clearly, a predictive model
learnedfrom the client databasesof car insurancecompa-
nies A and B will be useful to C. However, C doesnot
haveaccessto thedatabasesof A or B , sincesuchaccesses
would necessarilycompromisethe client's privacy. More-
over, giventhatthedatasetsof A andB aretheirassets,they
would not allow X to minetheir datasetsevenif it is tech-
nically possible.Fortunately, a knowledgeserviceprovider
D canuseknowledgemodelsextractedfrom datasetsof A
andB to provide the likelihoodinformationneededby C
andmany otherinsurancecompanies,perhapsin away that
D paysthedatasetsowners,A andB , andgetspaidoff by
theknowledgeconsumers.

In this example,companiesA andB play individually
the role of datasourceand jointly the role of knowledge

extractor. Company C on theotherhand,playsthe role of
knowledgeconsumer. The knowledgeserver D providesa
simpletypeof knowledgeservice,calledclassi�cationser-
vice, which classi�esa customer-supplieddatainstance(as
a servicerequest)basedon a knowledgemodelsuchasa
decisiontreeor a neuralnetwork. Theprivacy-preservation
maybeguaranteedby aprivacy-preservingmulti-partydata
miningprotocol.Thebreaching-awarenessmaybeincorpo-
ratedinto the coststructureof the serviceprovided by D
(see[22] for moredetails).

3.3. A Government Case

Supposemultiple governmentagencieshave their own
databasesfor intelligenceinformation.They mightnotwant
to completelyopentheir databasesto theotheragencies,in
fear of leakingthe informationtracedbackto the sources.
However, they needto collaboratein counter-terror.

In this case,abuse-accountabilityis also be crucial if
the abuse of knowledge can result in much more catas-
trophicconsequences(say, thanthoseincurredby theabuse
of data).For example,if the knowledgeis extractedfrom
terroristsdatabasesandenablesthelaw-enforcementto pro-
�le terrorists,thenabuse(say, leakagedueto an insiderat-
tack)of thisknowledgemaysigni�cantly increasethedif�-
cultiesof thelaw-enforcementin counter-terror.

4. RelatedWork

On the evolution of servicebasedcomputing paradigms.
Serviceorientedcomputingis an active researchareaand
a numberof servicetypescanbeidenti�ed, including“ap-
plication asa service",“databaseasa service"[13], “data
mining modelasa service”[18], andthemoregeneralno-
tion of “web service”.The PBKM framework emphasizes
on thesecurityissuesof thetypesof servicesthatarebased
on extractedknowledgemodels.As a speci�c instantiation
of theabovePBKM, weexploredthenotionof “knowledge
asa service"in a settingwherea serviceprovider canbe
compensated[22]. This is particularlyrelevant in applica-
tions suchasrisk management.For example,a life insur-
anceprovider may minimize the risk by determiningthe
premiumof anew clientbasedonthelikelihoodof theclient
beinginvolvedin afatalcaraccident,which is aknowledge
that a car insurancecompany could provide. Even in this
speci�c setting,therearemany questionsleft open.Within
this framework, we focusedon a crucial issue,knowledge
breaching,undertwo speci�c adversarialstrategies:the�rst
oneis a new algorithm,andthe secondis adaptedfrom a
known activemachinelearningalgorithm.Throughsystem-
atic experiments(with variousheuristicoptimizations),we
showed that knowledgebreachingis seeminglyinevitable.
This naturallysuggeststwo counter-strategies:to have the



knowledgeprovidergetpaidoff (via anappropriatepricing
mechanism)andto restrictthenumber(or types)of queries.
We believe that the former is morepracticalbecause,after
all, theprimarydriving forcebehindtheemergingof knowl-
edgeserviceis theeconomicincentives.
On the relationship to pri vacy protection of data. The
notionof privacy protectionhasreceivedtremendousatten-
tion in variousresearchcommunitiesandcontexts.For ex-
ample,therehave beenmany usefultechniquescontributed
by the cryptographycommunity (cf. [3, 4, 5] and their
follow-ons). Thesetechniquestarget at protectingusers'
anonymity while allowing them to show their legitimacy.
On the other hand,accesscontrol protectssensitive data
from unauthorizeddisclosurevia directaccesses.However,
it cannotprevent indirect accesses.For example,indirect
data disclosurevia inferencechannelsoccurswhen sen-
sitive informationcanbe inferred from non-sensitive data
and meta-data.We refer the readerto [9] for a survey of
inferencecontrol in various systemsettings(e.g., statis-
tical databases,multilevel securedatabases,generalpur-
posedatabases).Very recently, interestingframework and
methodfor eliminatingbothunauthorizedaccessesandma-
licious inferencesin the context of OLAP (on-line ana-
lytic processing)wasinvestigated[20]. Moreover,asystem-
aticstudyof theinformation-disclosureproblemin dataex-
changeapplicationswaspresentedin [15]. We remarkthat
all thesetechniquesdon't addressthe problemof knowl-
edgebreachingin thecontext of knowledgeasa service.
On the relationship to data mining and machine learn-
ing. On onehand,a KMS relieson privacy-preservingdata
mining techniquesto extract knowledge from raw data.
Privacy-preservingdatamining achieves the goal of pre-
servingthesecrecy of individual datarecordswhile allow-
ing the derivation of useful patterns.There are two ap-
proachesto privacy-preservingdatamining. The �rst ap-
proachis to randomizethevaluesin individual records[1].
A model is thenbuilt over the randomizeddata,after �rst
compensatingfor therandomization(atanaggregatelevel).
Thisapproachis potentiallyvulnerableto privacy breaches:
basedon the distribution of the data,one may be able to
learn with high con�dence that someof the randomized
recordssatisfya speci�edproperty(eventhoughprivacy is
preservedonaverage).In general,thisapproachis still in its
earlystage(see[8] for thesubtletiesin capturingtheright
de�nition of privacy) anddoesnot provideaccurateknowl-
edge.The secondapproachis basedon cryptographicse-
curemulti-partycomputationtechniques[23, 12, 14]. This
approachdoesprovideaccurateknowledgeanda strict pri-
vacy guarantee,but is typically muchlessef�cient. In spite
of somerecentadvancesin cryptography(e.g.,[10]), signif-
icantperformanceimprovementsareverymuchneeded.

On the otherhand,an adversarymay achieve a knowl-
edgebreachingusing data mining and machinelearning

techniques.In [22], we investigated,for a specialknowl-
edgeservicecalledthe classi�cationservice,a knowledge
breachingstrategy basedon anactive machinelearningal-
gorithm.Evenfor this specialcase,a numberof very inter-
estingquestionsareleft open(seenext section).
On the relationship to knowledge sharing. Knowledge
sharinghasbeenrecognizeda longtimeagoin theAI com-
munity[16] asanimportantissuein building intelligentsys-
tems,wheretheemphasiswason thesharingof knowledge
presentedin various knowledge-baseand expert systems
and on reusingcomponentsof systemshells.The emerg-
ing semanticweb techniques[2] continuethe questby in-
corporatinginteroperablesoftwareagentsandsharedontol-
ogy (which canbeviewedasknowledgeacquiredfrom hu-
manexperts)in thescaleof theWorld WideWeb. Theshar-
ing of a speci�c type of knowledge,namelythe datamin-
ing models,hasrecentlyattractedan increasinglymoreat-
tentionof researchersin thedatabaseanddataminingcom-
munity [7, 18, 21]. ThePredictive Modelling MarkupLan-
guage[7] hasbeenproposedby the Data Mining Group
asa standardformat of datamining models.Several pop-
ular commercialdatamining productsaswell asa number
of researchprototypedatamining software,suchas [21],
havealreadyincludedPMML basedimport/exportcapabil-
ities. The generalconceptof “data mining modelasa ser-
vice” hasbeenproposedin [18]. Theseefforts arefocused
eitheron themechanismsthat enabledatamining systems
to transferdiscoveredmodelsto applicationprograms,oron
thetypesof servicesin whichthediscoveredmodelscanbe
useful.ThePBKM framework describedin this paperpro-
videsa generalsystemframework thatservesasa platform
to integratetechniquesof knowledgeextraction,knowledge
sharing,andknowledgeutilizationin asecureenvironment.
Obviously, the“dataminingmodelasaservice”is aspecial
instanceof theframework,andthesecurityrequirementsof
PBKM greatlyenrichthe functionalityof knowledgeshar-
ing systems.

5. Challengesand On-goingWorks

The PBKM framework raises many interesting re-
searchissuesand there are many challengesin devel-
oping techniquesthat are necessaryfor ensuring the
privacy-preservingknowledge extraction and breaching-
aware knowledge dissemination.In the following, we
outline some of the most important issues and chal-
lenges.

Onechallengeis to to developef�cient andsecuredata
mining techniquesfor knowledgeextraction.The state-of-
the-artprivacy-preservingdataminingtechniquesarestill in
its infancy. As mentionedin Section4, two linesof research
can be identi�ed: cryptographicapproachesand database
approaches.Thecryptographicapproaches,representedby



the privacy-preservingmulti-party data mining methods,
exhibit strongsecurityfeaturesandarecapableof generat-
ing accurateknowledgemodels.But thesetechniquessuffer
from high complexity, thus,arelessscalablethandatabase
basedapproaches.On theotherhand,databaseapproaches,
asrepresentedby perturbation-basedmethods,exhibit good
performancewith large datasets,but suffer from deriving
lessaccurateknowledgemodels.

The breaching-aware knowledge disseminationis a
brandnew areaof research.The biggestchallengein this
areais to understandthe techniquesthat might be usedby
anadversaryto breachtheknowledgeunderlyinga knowl-
edge service. As we mentioned before, what consti-
tutes a knowledge breachingis dependentof the types
of the knowledge service and the type of the underly-
ing knowledge.To this end,theissuesraisedaremuchlike
thosein statisticaldatabaseswherea completeunderstand-
ing of theinferencetechniquesis a prerequisitefor design-
ing amechanismto protectthedataprivacy againststatistic
inference.In [22], we studieda simple form of knowl-
edge breachingwhere the target knowledge is a classi-
�cation model (such as a decision tree or a neural net-
work), thelearnedknowledgeis a Booleanvalueddecision
function of a conjunctive form, and the knowledge ser-
vice is a simple classi�cation service. We considered
two methodsthat may be usedby the adversary to de-
rive the learnedknowledge, one is basedon an active
learning method adaptedfrom the machinelearning lit-
erature,and the other is a heuristic methodof our own.
Evenwithin thisvery limited context, therearemany direc-
tionsfor furtherinvestigations:

� We only consideredtwo breachingstrategiesthat we
feel mostpractical.It is absolutelyworthwhile to in-
vestigatethe behaviors of more strategies,either by
designingnew methodsor by adaptingknown algo-
rithm (in dataminingandmachinelearning).

� We only considereddatadomainsthathave a total or-
der. It is usefulto extendthemethodsto accommodate
otherdatatypes(e.g.,categorical).

� How shouldan appropriatepricing mechanism(such
as a breaching-aware knowledgedisseminationpol-
icy) be devised and selected?Although a heuristic
mechanismcan be basedon the behaviors of a spe-
ci�c breachingstrategy, anoptimalmechanismwould
bebasedon theminimumnumberof queriesrequired
to extract the targetedknowledge.But which breach-
ing strategy is optimal?

� Initial trainingsamplesarerelevantin dataminingand
machinelearningbasedbreachingstrategies.What is
anoptimalinitial trainingsample?

� There is an needto develop techniquesto measure
thedegreeof knowledgeleakage.For example,given

that the numberof queriesis n and the signi�cance
level is � , what is the maximum � , such that the
current learnedfunction f K 0 representsa degree �
knowledgebreachingof K at level � ? Theanswerto
thisandothersimilarquestionsareespeciallyinterest-
ing in caseswherea collusionof multiple adversaries
presents.

� What if a knowledgeconsumerdoesnot want to leak
its instancedatato a knowledgeserver in their query-
answer interaction?Although this can be resolved
usingcryptographicsecurefunction evaluationtech-
niques,they are far from practical.So how can we
achieve it practically?

� Sinceneitherof thetwo known approachesto privacy-
preservingdatamining is satisfactory, any signi�cant
advancementin thesetechniquescanbe immediately
usedin the“knowledgeasaservice”paradigm.

Obviously, for moregeneralcasesof PBKM, therearemuch
moreissuesrelatedto breaching-awareness.

In additionto securityissues,thePBKM framework also
raisesissuesonknowledgeimprovement,thatis thediscov-
ery of deepknowledgefrom discoveredknowledgemod-
els obtainedby different knowledgeextractors.Using the
knowledgelearnedfrom datato directly solve application
problemsis not the only way to use the learnedknowl-
edge,althoughit is popularin currentpractice.Most com-
mon applicationsof datamining techniquestoday are to
analyzethe dataof a singleorganizationandto apply the
learnedknowledgeto solve problemsof the sameorgani-
zation.We call suchlearnedknowledgethe local primitive
knowledgebecauseit is oftenalimited abstractionof thelo-
cal (theorganizational)dataviewedataparticulartime(the
time of thedatamining) andbiasedby a particularanalyst
(throughherchoicesof mining algorithms,controlparam-
eters,trainingsamplesandtheir labeling,etc).In emerging
new applications,suchasHomelandSecurityapplications,
wheremultiple organizationsneedto collaboratein deci-
sion makingprocesseswith restrictedaccessto their local
databy otherorganizations(dueto sayneed-basedinforma-
tion sharingpolicy or privacy protectionrequirements),lo-
calprimitiveknowledgemaybeshared(say, throughagents
or services)amongcollaboratingorganizations.A naiveap-
proachto the sharingis by way of voting or arbitration
basedon thedecisiontreesof multiple organizations(again
maybethroughusing agentsor servicesof the organiza-
tions). A betterapproachis to combinethe decisiontrees
in a non-trivial way. Even moregenerally, it is alsopossi-
ble to learndeeperknowledge(atahigherabstractionlevel)
from thelocal primitiveknowledge(which is ata relatively
low abstractionlevel). Thetechniquesdevelopedin a num-
ber of datamining researchareassuchasdistributeddata



mining andmeta-learning[17] aregoodcandidatesfor be-
ing extendedto addresstheseissues.

Otherissuesof theknowledgemanagementincludethe
ef�cient andeffective storageand retrieval of knowledge,
visualization and analysisof knowledge, etc. Theseare
mushlike thecorrespondingissuesin aDBMS, excepthere
theobjectsto be managedareknowledgeratherthandata.
The needfor suchfunctionalitiesin a KMS is quite obvi-
ous. For example,supposeassociationrules are obtained
from mining a numberof databasesand is storedin the
KMS. Dueto theprivacy-preservation,a knowledgeserver
or a knowledgeconsumermaynothaveanaccessto or any
knowledgeabout the raw data,however, they are able to
accessto the discoveredassociationrules.In order to un-
derstandthe similarities, the differences,and other inter-
estingaspectsof the raw datasets,tools areneededto an-
alyze,compare,search,andchoosetheseassociationrules.
Although the extractedknowledgecanbe representedin a
numberof languagesor formats,thecurrenttrendis to rep-
resentthemin XML basedstandardlanguages.Thus,weex-
pecttheextractedknowledgeis a setof XML dataandthe
emerging XML databasesystemscanbe leveragedto pro-
videef�cient storageandretrieval for KMSs.

6. Conclusion

In this paper, we presenta systemframework for secure
knowledgemanagement,which in additionto standardse-
curity features,providesthreecrucialnew features,namely,
privacy-preservationwhich is ensuredin theknowledgeex-
tractionprocedure,breaching-awarenesswhich is incorpo-
ratedin theknowledgedisseminationprocedure,andabuse-
accountabilitywhich is providedthroughknowledgeman-
agement.Weexploretheframework by describingtheroles
playedby systemcomponents,therelationshipsamongvar-
iousroles,andhow theserolesarerelatedto existing tech-
nology, suchasdatabases,datamining,privacy preserving,
cryptography, etc. We show the generalityof the frame-
work by presentingthreespeci�c instancesof the frame-
work.Weidentify anumberof challengingissuesandinter-
estingproblemsfor furtherresearch.
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