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Abstract

In this paper we advocatereseach into techniquesthat
supportthe extraction, sharing and utilization of knowl-
edee for collaborative problem solving applications. We
presenta systenframevork for secue knowledg manae-
ment,called PBKM, which in addition to providing stan-
dard securitymedanismssud asaccessontrol, will pos-
sessthree crucial featues, namely privacy-peservation
which shouldbe ensuedin a knowledg-extraction proce-
dure, breaching-awaenessvhich shouldbetakeninto con-
sidefation in the knowled@-disseminatiomprocedue, and
abuse-accountabilityvhich is incorporatedin the manaye-
mentof knowled@. We explore this framevork by elabo-
rating on its componentsind their relationshipto existing
techniquessud as database cryptography data mining,
and madine learning We identify a numberof challeng-
ing issuesandinterestingproblemsfor further reseach.

Keywords: knowvledgemanagemenknowledgeextraction,
knowledge breaching,albuse accountability security pri-

vaoy

1. Intr oduction
1.1. Motivation

The advancementin networking, storage,and proces-
sor technologieshasbroughtin an unprecedentedmount
of digitalized information. In order to effectively uti-
lize collected data in applications, organizations rou-
tinely use DatabaseManagementSystems(DBMSSs) to
store, manage,and use the collected data. While it is
well-acceptedthat data has becomevital assetsof orga-
nizations,what mary decision-makingapplicationsreally
needis the knowledgehiddenin theraw data.For this rea-
son, knowledge-a&traction technologies such as data
mining and machinelearning have beendevelopedin re-
centyearsto make it feasibleto “re ne" large volumes

of raw data into succinct knowledge that can be di-
rectly utilized in decision-makingapplications.However,
most current data mining based applications are de-
signedto solve problemsfor the ownersof the data, that
is, thedataminingis performedon the dataof anorganiza-
tion to solve businessproblemsof the sameorganization.
Althoughstill very popular suchuseof dataminingis lim-
ited andneeddo beextended.

As the Internetquickly evolvesinto a global computa-
tional infrastructurejt providesa platform for new appli-
cationsthat allow autonomousrganizationgo collabora-
tively solve problemsusing datamining. Although collab-
orating partiesmay performdatamining by directly shar
ing their data,which is indeeda commonscenarioin cur-
rent practice,a direct datasharingis often limited or not
feasibledueto a numberof reasonsuchasthe datashar
ing policiesof organizationsthe concerrof privacy protec-
tion, thetechnicaldif culties in dealingwith heterogeneity
andthe sheervolume of the data,just namea few. On the
otherhand,sinceknowledgeextractedfrom the datais of-
tenmoreabstractindlessbulky thantheraw data the shar
ing of extractedknowledgemay be mucheasierand more
bene cialthansharingof datain mary problemsolvingsce-
narios.Thus,for suchapplicationsthereis a growing need
for theextractedknowledgeto be sharecamongcollaborat-
ing parties.

One desirable feature of this "knowledge-sharing"
paradigm is the distinction between the knowled@-
extraction processn which datamining algorithmsareap-
plied to discover the hidden knowledgein data,and the
knowledg-disseminationprocessin which the discos-
ered knowledgeis utilized in applicationsto solve prob-
lems. Suchdistinctionis naturaland sometimesecessary
for collaboratve problem solving applicationsthat uti-
lize a numberof emeging technologiesuchas software
agents,web services,and XML databasesFor exam-
ple, in an application involving collaborating software
agentsof different organizations,t is naturalto have an
agentto collectdatainto a databasea secondagentto ex-
tract knowledge from the collecteddataandto storethe



resultin a knowledge base,a third agentto usethe ex-
tractedknowledgeto make a decision,and a forth agent
to act on the decision.A similar scenariocan also oc-
curin theservice-orientedomputingparadigm.

Togethey the needsof knowledgesharingand the dis-
tinction betweerknowledgeextractionandknowledgedis-
seminationraise mary issuesregarding the creation,the
managemengndtheutilization of extractedknowledge.To
addresshesessuesthereis aneedfor a e xible framevork
for KnowledgeManagemen8ystemgKMSs) thatprovide
thebasicandcommonfunctionalitiesrequiredto effectively
coordinatethe knowledge extraction with the knowledge
disseminationlIn this paper we presentsucha framework
with anemphasi®n securityandprivacy protection.To the
bestof our knowledge,sucha framewnork hasnot beenpro-
posedn theliterature.

1.2. Our Contributions

Ourmaincontributionin this papers two-fold:

1. We arguefor theneedof a systematidnvestigatioron
KnowledgeManagemengystemsWe ervision thata
KMS hasthe functionalitiesin the avor of thetradi-
tional DatabasévlanagemenSystemgDBMSs): (1)
It facilitatesthe extractionof knowledgefrom existing

traditional databaseand/orknowledge-basesystems.

The extraction of knowledgemay be basedon some
datamining algorithms.(2) It facilitatesstorage re-
trieval, integration,transformationyisualization,and
analysisof extractedknowledgestructures(e.g., de-
cision trees,associatiorrules, neuralnetworks). Be-
sides,it alsosupportsconstructiomf new knowledge
structuresfrom those existing onesto form knowl-

edgethat is deeperthan the knowledgedirectly ex-

tractedfrom theraw data.(3) It facilitatesthe utiliza-

tion of the managecknowledge.The utilization may
be simply to give the knowledgeto a knowledgecon-
sumerorto answetheknowledgeconsumerstjueries
throughawebservice.

2. Besidestraditional security goals suchas authoriza-
tion, authenticationand accesscontrol, we specify
two new security goals of secureknowledge man-
agementsystems,namely privacy-peservationand
breading-awaeness where privacg/-preseration
meansthat the knowledge extraction processshould
not compromisethe privagy of the sourcedata,and
breaching-warenessneansthat a systempolicy re-
garding knowledge disseminationmust take into
accountthe seeminglyinevitable knowledgebreach-
ing. While these two properties are common to
most knowledge managementsystems, we intro-
duce anotherproperty called abuse-accountability

which is also crucial to mary knowledge man-
agement systems. The motivation is that akuse
of knowledge could result in much more catas-
trophic consequencethan aluse of data, and thus
we need technical meansto hold the abuser ac-
countable Thereby we presentand explore a frame-
work for secure knowledge managementcalled
Privagy-preserving and Breaching-aare Knowl-
edgeManagemen{PBKM).

1.3. Organization

The rest of this paperis organizedas follows. In Sec-
tion 2, we presentour privagy-preservingand breaching-
aware knowledgemanagemensystemframework. In Sec-
tion 3, we presenthreeexamplescenariogshatdemonstrate
the e xibility of the proposedramework. In Section4, we
discusswork relatedto ours.In Section5, we describea
numberof challengegandour on-goingresearctwork.

2. The PBKM Framework

The PBKM is a conceptualrole-basedsystemframe-
work of aknowledgemanagemergystenin whichloosely-
coupledautonomoussoftware systems,called the partic-
ipating systemsor the parties, collaboratein extraction
and disseminationof knowledge. Throughoutthis paper
we use the term knowled@ to refer to knowledge mod-
els, suchasdecisiontrees,associatiorrules,or neuralnet-
works, that are extractedfrom raw dataand expressedn
a representatiotanguage suchas extensiblemarkuplan-
guage(XML) [7]. By knowledg@ manajementwe mean
the methodologyfor systematicallyextracting and utiliz-
ing of the knowledge.A Knowledg ManagementSystem
(KMS) is a collection of collaboratve software systems
that collectively provide the functionality neededto per
form the tasksof knowledge managementThe purpose
of PBKM framework is to de ne variousroles that are
played by participatingsystems the relationshipsamong
different roles, and how they are relatedto the two key
functionalitiesof aKMS, namelyknowledge-etractionand
knowledge-disseminatiorand the security goals. In this
Section,we presenthe PBKM framework by specifyinga
systemmodel,the adwersaryandsecuritygoals.

2.1. A Model

As shawvn in Figure 1, at the heart of the PBKM is
a Knowledge ManagemenSystem(KMS), which can be
thoughtof abstractlyasa systenthattakesdataandrulesas
input, extractsknowledgefrom the data(possiblywith the
help of the input rules), manageshe extractedknowledge,
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Figure 1. The PBKM Framework

andprovidesknowledgebasedserviceso knowledgecon-
sumersTheinputsof theKMS aretakenfrom datasources
(for data)andrulesbasegfor rules)thatprovide controlled
accesgo their content.The hiddenknowledgeis extracted
by knowledgeextractorsand disseminatedhroughknowl-
edgesenersto knowledgeconsumersAll componentof
a PBKM are subjectedto attacksof an adwersary In this
framawork, all componentsas well as the adwersaryare
roles played by the participating systems(which are as-
sumedto be autonomousomputationalartifact, such as,
computemprogramsof differentorganizations)lt is impor-
tantto noticethatin aninstanceof the framework a party
may play multiple roles and one of the roles may be the
adwersary For example,a party may hasa databaseand
needto usethe knowledgeextractedfrom its own database
aswell asfrom databaseswned by other parties.In this
casethepartyplaystherolesof adatasourceanda knowl-
edgeconsumerbut not asotherroles.It is understoodhat
the knowledgeneededby this party will be extractedand
disseminatedby otherpartiesof the systemwhile they are
playingtheir respectie rolesde ned in the PBKM frame-
work. If in additionthis party also participatesn a multi-
party datamining actiity, it will also play the role of a
knowledgeextractor

In the following, we explore the PBKM framework by
describingthe rolesandtheir relationshipsn moredetails.

Althoughaninstanceof PBKM couldbe a centralizedsys-
tem (seeSection3 for more details),we believe that most
usefulinstancesaretypically distributed systemsWithout
lossgenerality we explore the modelwith an emphasion
its distributednature.

Input to KMS The input to a KMS is a set of datasets
andoptionally a setof rulesfrom databaseandrule-
basesrespectiely, wherea datasetmay containary
typeof data,suchas,structureddatafrom databaser
datawarehousesystems text/multimediadocuments
from informationrepositoriespr web pagesandthe
rulesmaybeexpressedn variousformats,suchasthe
productionrulesfoundin a typical expert system,or
derivation rulesin otherrule-basedsystemsThe in-
put rules may be extractedthrougha knowledgeen-
gineeringprocessor be learnedautomatically These
rules may be usedby knowledge extractorsin vari-
ousstageof knowledgeextraction,for example,in a
rule-basednformation extraction processduring the
preparatiorof dataset$or mining. In Fig. 1, theinput
to KMS includem raw dataset@andonesetof rules.

We stressthat the accesgo the datasetandrules
are protectedby their respectie sourceghroughap-
propriate security policies (e.g., Mandatory Access
Control, Discretionary Access Control, Role-Based



AccessControl), and that the contwolled accessmay

be enforced,for instance,by a security mechanism
implementedn a DBMS. Moreover, the datasetand

rulesmay be ownedby differentpartiesthat are pre-

sumably prohibited from sharing,or not willing to

share their datasets/rulesglthoughthey are allowed

to take advantageof the datain their own decision-
makingapplications.knwledge

KMS From a functionality perspectie, a KMS is analo-

gousto a traditional DatabaseManagementSystem
(DBMS). However, thereare somefundamentadif-
ferences:(1) The objects managedby a KMS are
knowledgemodelssuchas decisiontressor associa-
tion rules.Whereasthe objectsmanagedy a DBMS
areraw data.(2) Partiesareautonomousnda party
may play one or moreroles.* (3) A KMS is strictly
morepowerful thana DBMS, becausét mustensure
two propertiespamelyprivacy-preservingknowledg
extraction and breaciing-awae knowled@ dissemi-
nation Whereasno suchrequiremenis speci edin
atraditionalDBMS.

The KMS consistsof componentghat play three
typesof roles:knowledg@ extractor, knowledg server
andknowled@ manager. For example,in the speci ¢
instanceof KMS in Fig. 1 thereare one knowledge
extractorandn knowledgeseners,and eachone of
themalsois a knowledgemanagerThe functionality
of thesethreerolesareasfollows.

Knowledge Extractor. A knowledge extractor pro-
vides supportsfor knowledgeextractiontaskswhich
for examplemay includethe preparatiorof data,the
speci cationof extractiontasks,andthe executionof
extractionalgorithms.A knowledgeextractormay be
fully automatedbr interactve. Knowledgecanbe ex-
tractedfrom dataset®wnedby differentowners(that
is, parties)using an appropriatemethodsuchas dis-
tributeddatamining. A key featureof knowledgeex-
tractorsis thatthey mustguaranteehatthe extraction
of knowledgewill notcompromisendividual privacy.
This featurecanbe ensuredy the so-calledprivacy-
preservingdataminingtechniquegsee?.3.1).

KnowledgeSetrver. A knowledgesener providesser

vicesto knowledgeconsumersThe simplestform of

theserviceis to deliveranextractedknowledgemodel
to a knowledge consumerHowever, more sophisti-
cated,and value-addedservicesmay requirea non-
trivial utilization of extractedknowledge.For exam-
ple, aknowledgesener may provide a serviceby us-
ing the extractedknowledgeto answerqueriesposted

by adecision-makingpplicationof aknowledgecon-
sumer Suchservicesmay be implementedhrougha
variety of techniquessuchasweb servicesand soft-
ware agents.A key featureof knowledgesenersis
thatthey arebreading-awae (see2.3.2).

Knowledge Manager. A knowledge managerpro-

videssupportdor storageretrieval, analysis,jntegra-

tion, visualization, and transformationof extracted
knowledge. In other words, a knowledge manager
is to knowledge what a databasenanagemensys-
tem is to data. In a KMS, knowledge managers
are often not separabldrom other roles of the sys-
tem sincethey providesa setof functionality thatis

fundamentato bothknowledgeextractorsandknowl-

edgeseners.Extractedknowledgemay be expressed
in various representationlanguages, for exam-

ple, a particularlyusefulrepresentatioranguagenay

be the XML-based Predictve Model Markup Lan-

guage(PMML) proposedby the DataMining Group
as a data mining standard.With extracted knowl-

edgerepresenteds XML documentsthe emeging

XML databasemanagemensystemscan be lever

agedto implementknowledgemanagers.

Output of KMS The KMS disseminates knowledge
to knowledge consumers through an appropri-
ate interface (e.g., web services).For example, a
knowledge consumermay ask one or more knowl-
edgeseners certain questions so that the answer(s)
will be utilized in the knowledge consumers deci-
sion making procedureThe accesgo the knowledge
may be controlledvia an appropriatepolicy, anden-
forcedvia anappropriatesystem.

2.2. Adversary

An adwersaryis a software entity that may perform a
variety of actwities to compromisethe system.ln PBKM
framavork, anadwersarymay interactwith any component
of theKMS in variousways,including collusionwith other
adwersariesin a coordinatedattack. Speci cally, we con-
siderthefollowing actiities of anadwersary

Besideshaving legitimateaccesdo a datasourceor a
rule basehroughthecontrolledaccesinterfacede.g.,
authorizedqueriesto a database)the adwersarymay
have unauthorizechccesgo somedataor rules,per

hapsthroughthe underlyingsystemcomponentge.g.,
operatingsystems)In anextremecase the adwersary
may have completelycorruptedone or more of the
datasourcesandrule bases.

1 This may seemanti-intuitive, but cryptographidechniqueslo facili- The adwersary knows the internal structure of the
tateit. KMS. For example,it knows how theextractecknowl-



edgeareorganizedandstored,andwhich knowledge
extractionalgorithmsareutilized.

The adwersarymay have corrupteda subsetof par
ties in a distributed privacy-preservingknowledge-
extractionprocedureWe furtherelaborateon this be-
low.

Theadwersarymayhave accesso oneor moreknowl-

edgesenersviainterfaceghataredifferentfromthose
availableto knawledgeconsumersMoreover, the ad-
versarymay even be ableto bypassary providedin-

terfaceto directly accesghe knowledgeon a knowl-

edgesener.

Theadwersarymayhave corrupteconeor moreknowl-

edgeconsumersAs a consequencehe queriespre-
sentedby acorruptedknowledgeconsumemayspeed
up the breachingof the targetedknowledgestoredat
certainknowledgeseners.

By being aware of what an adwersarymay do to the sys-
tem,the systemcanbe protectedrom theattacksof thead-
versary Sucha protectionmustbe designedbasedon the
securityrequirementsf the systemandbeprovidedby ap-
propriatetechniquestall levelsof the system.

2.3. New Security Requirements

Besides traditional security requirements such as
access control, authorization, and authentication, a
KMS should satisfy three new security requirements:
privacgy-presenation, breaching-aareness and aluse-
accountability By privacy-preseration we meanthat the
knowledge-atraction procedure must protect individ-
ual privagy in the input datasetsBy breaching-awareness
we mean that the knowledge-disseminationproce-
duremusttake into consideratiorthe accumulatie leakage
of theknowledgeusedby knowledgeseners.

2.3.1. Privacy-Preserving Knowledge Extraction We
explore it by adoptinga cryptographic secue multi-party
computation approach. Suppose the knowledge ex-
traction procedure involves ° that
needto jointly extract knowledge from the input. Fur
ther, supposethat party P; 2 fP1;:::;Pmg (Mm )

f o fxqg;iin;xeg 70 fky;:::; kg be the knowledge ex-
traction function, wherek; (1 [ ") is the private
output (i.e., knowledge in a certain representatiorlan-
guage)to party P; (including ki =7?). Informally, by
privacy-peserving knowled@ extraction we mean that
thereis no adwersaryA thathascorrupteda subsetf par
ties fP1;:::;P-g canlearnary information about
Xi, whereP; 2 , morethanwhatis implied by the func-
tion f aswell asthe outputsy; and the inputs x; for

P; 2 . We refer the readerto [11] for a formal treat-
mentof this notion.

2.3.2. Breaching-Avare Knowledge Dissemination A
knowledg breading occursin the knowledgedissemina-
tion proceduravhenanadwersarylearnsthe knowledgeun-
derlyinga knowledgeservice(thatis a serviceprovided by
a knowledgesener) througha legitimateaccesgo the ser
vice. Exactly what constitutesa knowledgebreachingwill
dependon the type of knowledgeservice(alsothe type of
underlyingknowledge).Without loss of generality we de-
ne aknowledgeserviceasafunctionfx : Q! R, that
mapsa (possiblyin nite) setof servicerequest®, toa -
nite setof serviceresponseR usingthe underlyingknowl-
edgeK . Both the servicerequestsand serviceresponses
may be complex dataobjects,andthe mappingsfrom ser
vice requestgo serviceresponsegarede ned accordingto
the underlyingknowledge.For example,for a knowledge
servicethat classi esjob applicantsbhasedon existing em-
ployeesof acompaly, aservicerequestanbeadatarecord
describinga job applicant;the underlyingknowledgemay
be a decisiontree learnedfrom the employee databasef
the compaly andclassifyingthe employeesinto threecat-
egories:excellent,good,andfair; andthe serviceresponse
canbe the cateyory of the applicantpredictedby the deci-
siontree.

De nition 2.1 A breading of a knowled@ K , calledthe
target knowledge,occursif the adwersaryis ableto derive
aknowledgek ©, calledthe learnedknowledge,basedon a
sequencef servicerequestgo andserviceresponsdrom
the knowledgeservicef k. andde ne a knowledgeservice
fko: Q! R usingK? calledthe learnedservice,such
that,f x andf g o areindistinguishable.

Notice that, the learnedknowledgeK ° needsnot to be the
sameasthe target knowledgeK . We assumethat the ad-
versaryis an legitimate knowledge customerof the ser
vice, thussheis ableto issuea sequencef servicerequests
andusethe correspondingerviceresponseso derive K °.
Also noticethat the knowledgebreachings relevant only
to knowledgeserviceghatdo notexplicitly disclosethetar
getknowledgeK . Ontheotherhand sinceeachpair of ser
vice requestindserviceresponseliscloseto the adwersary
someinformationaboutK , aknowledgebreachings grad-
ual andseeminglyinevitable given unlimited accesgo the
knowledgeservice.

The KMS mustbe awareof possibleknowledgebreach-
ing and deal with it through appropriateknowledge dis-
seminationpolicies. We stressthat a KMS is requiredto
bebreaching-wareratherthanbreaching-proobecaus¢he
ultimategoal of the knowledgedisseminations to provide
knowledgeserviceso knowledgeconsumersisingthe ex-
tractedknowledge,andthe requirementf breaching-proof



mayseverelylimit thetypesof serviceghatcanbeprovided
by theKMS. In PBKM, weview breaching-warenesasan
requirementor the KMS to make appropriateknowledge
disseminatiorpolicies,suchashow the knowledgeextrac-
torsandknowledgesenersshouldbe compensated.

Sinceaknowledgebreachings agradualprocessatary
given point of this processthe learnedknowledgemay be
incompletethereforewill likely to causdghelearnedservice
to respondto a servicerequestdifferently from the given
knowledge service. As a requirementof the breaching-
awarenessit makessenseo measurghe degreeof knowl-
edgebreachingwhich is capturedby the following de ni-
tion.

De nition 2.2 Let fx be a knowledgeservicewith a tar
getknowledgeK andf x o beaservicede ned accordingo
alearnedknowledgeK ° derived by the adversary we say
thatK %causesdegree  knowledg breadiing of K atsig-
ni cance level , if the adwersaryis ableto derive K ©, so
thatPr(fxo(:) = fx (:)) >  with a probability 1 ,
where0 1,0 1,andPr(fxo(:) = fx () is
theprobabilitythatthetwo servicegjivethe sameresponse
to aservicerequest.

The KMS needsto provide supportto modelandto mea-
surethedegreeof knowledgebreachingor varioustypesof
knowledgeservices.

2.3.3. Abuse-Accountability Abuseof knowledgecould
resultin more catastrophicconsequencethan akusing of
data.Sowe needtechnicalmeango hold thoseabusersac-
countable This may be crucial to certainknowledgeman-
agementsystems(e.g., the systemscoordinatinggovern-
mentagenciescounterterroractiities).

3. ThreeExample Scenarios

In the following, we demonstratehe generalityof the
PBKM framework by describingthreespeci c instanceof
theframework.

3.1. A Simple Case

In the simplestcase we only considerthe settingwhere
thereis asingleorganizatiorthatownsthedata,buysadata
mining software, and runs the software to extract knowl-
edgethat will be exclusively usedby the organizationit-
self. In this case thereis perhapsno privacy-preseration
and breaching-aarenessssues.However, there may still
be issuesof aluse-accountabilitypecausdhe abuseof the
knowledgecanresultin signi cant consequences.

As afurthersteptowardswhatwe calledKMS, theorga-
nizationmay not have to buy the datamining software.In-
steadjt canusethatsoftwarethrough“applicationasa ser

vice". In this casetheissuesof privag/-preservingemenpe:
the applicationsener (i.e., datamining software owner)
shouldnot learnary information aboutthe organizations
datasetswhile allowing the organizationto obtainthe ex-
tractedknowledge.In principle, cryptographicmulti-party
computatiorcansolve this problem.

3.2. A BusinessCase

We now considera scenarioarising in an emeging
computingparadigmcalled“knowledge-as-a-servicg22],
which is a natural extensionof service orientedcomput-
ing, such as “application as a service" and “databaseas
a service"[13]. Theseserviceorientedparadigmsemege
as cost-efective businessmodelsin responseo increas-
ing businessompetitionandto the costof keepingthe de-
siredcomputationaldatamanagemengandknowledgedis-
covery capabilitiesthathasbecometoo high to be justi ed
for mary organizationsBy delegatingcomputationaldata
managementand knowledgediscovery tasksto appropri-
ate serviceproviders,organizationsan bettersatisfy their
information processingneedswith much lower costs.The
“knowledge-as-a-servicesenesanexampleof the separa-
tion of knowledgeextractionandknowledgeutilization,and
is justi ed for thefollowing reasons.

1. Therising costsof knowledgeextraction.Datamining
is a specializedand complex taskthat involvesmary
stepsand requireswell trained personnel.Despite
the tremendousadwvancein hardware, software, and
networking technologies the costs associatedwith
knowledgeextractionis still on the rise. Thesecosts
arefor theacquisitionof software,hardware,datasets,
andthemaintenancandmanagemerntf systemsThe
situationis further complicatedf oneneedsaccurate
knowledgeandstrict privacy in theknowledgeextrac-
tion procedurgseemorediscussiorbelow).

2. Restrictedaccesdo data.Although knowledgemod-
elsareoftenextractedby anorganizatiorfrom its own
datasetsmuch of useful knowledgemay be in data
owned by otherorganizationsAccessto dataof an-
otherorganizationmay be prohibitedby law or poli-
cies.For example the nationalcriminal databasesan
only be accessedy law enforcemenbrganizations.
Lik ewise, hospital patientsdatais only accessibldo
relevanthealth-carerganizationsYetanothertypical
scenariais that competitionrivals would never share
theirdata butwouldbene t from knowledgeextracted
from eachother'sdatasetsAs aconsequencgustlike
that dataarevaluableasset®f today's organizations,
knowledgemodelswill be valuableassetsof tomor
row'sorganizations.



3. Limited choiceof technologythat addressegrivacy
concerns.The emepging of the datamining industry
hasinspireda lot of concernson individual privacy
[6, 19]. To relieve theseconcernsprivagy-preserving
dataming techniqueshave beenproposedCurrently
thesetechniquesare still in an early stageof devel-
opment,and one may have to choosebetweentech-
niguesthat are ef cient but may generatdessaccu-
rate knowledgemodels(e.g.,perturbation-basedata
mining techniqued1, 8]) andtechniqueghat gener
ateaccurate&knowledgemodelsbut aremuchlessef -
cient(e.g.,cryptographicsecuramulti-partycomputa-
tion baseddatamining techniqueg14, 23, 12]). As a
consequenc@newhois interestedn accuraté&knowl-
edgeand strongprivacy guaranteanay be forcedto
conductcomputation-and communication-gtensve
taskswhich mayincur signi cant investment.

4. Different needsof knowledge by different applica-
tions. Thereare mary ways that knowledge models
canbeutilized. Two extremeexamplesare:(1) An ap-
plication needsto own an entire knowledge model.
(2) An applicationonly needsto apply (ratherthan
to own) a knowledgemodelto certaininstancedata.
The differencebetweerthesetwo typesof utilization
is comparabldo the differencebetweenbuying a car
and taking a taxi, or to the differencebetweenpur-
chasinganexpensvefull- edged softwaresystemand
payingonly for someof theneededunctionality.

As anexampleof “knowledge-as-a-servicetpnsidemrisk
assessmerdapplicationinvolving threeindependentnsur
ancecompaniessaytwo automobileinsurancecompanies
A andB, andalife insurancecompaiy C. In orderto de-
terminethelife insurancepremiumof anew client, Bob, so
thatto minimizetherisk of nancial lossandmaximizethe
prot, C would like to know the likelihood of Bob being
involvedin severecar accidentge.g.,thosewho drive ag-
gressively would moreoftencauseaccidentandshouldpay
morefor their life insurance)Clearly, a predictve model
learnedfrom the client databasesf carinsurancecompa-
niesA andB will be usefulto C. However, C doesnot
have accesdo the databasesf A or B, sincesuchaccesses
would necessarilycompromisethe client's privacy. More-
over, giventhatthedatasetef A andB aretheirassetsthey
would notallow X to minetheir datasetgvenif it is tech-
nically possible Fortunately a knowledgeserviceprovider
D canuseknowledgemodelsextractedfrom dataset®f A
andB to provide the likelihoodinformationneedecdby C
andmary otherinsurancecompaniesperhapsn away that
D paysthe dataset®wners,A andB, andgetspaid off by
theknowledgeconsumers.

In this example,companiesA andB play individually
the role of datasourceandjointly the role of knowledge

extractor Compaly C on the otherhand,playstherole of
knowledgeconsumerThe knowledgesener D providesa
simpletype of knowledgeservice calledclassi cation ser
vice, which classi esa customersupplieddatainstance(as
a servicerequest)basedon a knowledgemodel suchasa
decisiontreeor a neuralnetwork. The privacy-preseration
maybeguaranteetby a privagy-preservingnulti-partydata
mining protocol.Thebreaching-warenessaybeincorpo-
ratedinto the coststructureof the serviceprovided by D
(se€[22] for moredetails).

3.3. A Government Case

Supposemultiple governmentagencieshave their own
databasefor intelligenceinformation. They mightnotwant
to completelyopentheir databaset the otheragenciesin
fear of leakingthe informationtracedbackto the sources.
However, they needto collaboratein counterterror.

In this case,aluse-accountabilitys also be crucial if
the aluse of knowledge can resultin much more catas-
trophicconsequencgsay thanthoseincurredby theahuse
of data).For example,if the knowledgeis extractedfrom
terroristsdatabaseandenableghelaw-enforcemento pro-

le terroriststhenahuse(say leakagedueto aninsiderat-
tack) of this knowledgemay signi cantly increasehedif -
cultiesof thelaw-enforcemenin counterterror.

4. RelatedWork

On the evolution of sewice basedcomputing paradigms.
Serviceorientedcomputingis an active researchareaand
anumberof servicetypescanbeidenti ed, including “ap-
plication asa service","databaseasa service"[13], “data
mining modelasa service”[18], andthe moregeneralno-
tion of “web service”. The PBKM frameavork emphasizes
onthesecurityissuef thetypesof serviceghatarebased
on extractedknowledgemodels.As a speci ¢ instantiation
of theabove PBKM, we exploredthe notionof “knowledge
asa service"in a settingwherea serviceprovider canbe
compensatefP?]. This is particularlyrelevantin applica-
tions suchasrisk management-or example,a life insur
anceprovider may minimize the risk by determiningthe
premiumof anew clientbasednthelik elihoodof theclient
beinginvolvedin afatalcaraccidentwhichis aknowledge
that a car insurancecompaty could provide. Evenin this
speci ¢ setting,therearemary questiondeft open.Within
this framawork, we focusedon a crucial issue,knowledge
breachingundertwo speci ¢ adwersariaktratgies:the rst
oneis a new algorithm,andthe secondis adaptedrom a
known active machindearningalgorithm.Throughsystem-
atic experimentgwith variousheuristicoptimizations) we
shaved that knawledgebreachings seeminglyinevitable.
This naturally suggestawo counterstratgies:to have the



knowledgeprovider getpaidoff (via anappropriatepricing

mechanismandto restrictthenumber(or types)of queries.
We believe thatthe formeris more practicalbecauseafter
all, theprimarydriving forcebehindtheemeging of knowl-

edgeserviceis theeconomidncentves.

On the relationship to privacy protection of data. The
notionof privagy protectionhasreceivedtremendousitten-
tion in variousresearctcommunitiesand contexts. For ex-

ample therehave beenmary usefultechniquegontributed
by the cryptographycommunity (cf. [3, 4, 5] and their
follow-ons). Thesetechniquestarget at protectingusers'
anorymity while allowing themto shaw their legitimacy.

On the other hand, accesscontrol protectssensitve data
from unauthorizedlisclosurevia directaccessedlowever,

it cannotprevent indirect accesses-or example,indirect
datadisclosurevia inferencechannelsoccurswhen sen-
sitive information can be inferred from non-sensitie data
and meta-dataWe refer the readerto [9] for a suney of

inferencecontrol in various systemsettings(e.g., statis-
tical databasesinultilevel securedatabasesgeneralpur-

posedatabases)Very recently interestingframework and
methodfor eliminatingbothunauthorizedccesseandma-
licious inferencesin the context of OLAP (on-line ana-
lytic processingjvasinvestigated20]. Moreover, asystem-
atic studyof theinformation-disclosur@roblemin dataex-

changeapplicationsvaspresentedn [15]. We remarkthat
all thesetechniquesdon't addresshe problem of knowl-

edgebreachingn the contet of knowledgeasaservice.

On the relationship to data mining and machine learn-
ing. Ononehand,a KMS relieson privacy-preservinglata
mining techniquesto extract knowledge from raw data.
Privagy-preservingdatamining achieves the goal of pre-
servingthe secrey of individual datarecordswhile allow-

ing the derivation of useful patterns.There are two ap-
proachego privagy-preservingdatamining. The rst ap-
proachis to randomizethe valuesin individual recordq[1].

A modelis thenbuilt over the randomizeddata,after rst

compensatindpr therandomizatior{atanaggreyatelevel).

Thisapproachs potentiallyvulnerableto privacy breaches:

basedon the distribution of the data,one may be ableto

learn with high con dence that someof the randomized
recordssatisfya speci ed property(eventhoughprivagy is

preseredonaverage)ln generalthis approachs still in its

early stage(see[8] for the subtletiesn capturingthe right

de nition of privacy) anddoesnot provide accurateknowl-

edge.The secondapproachis basedon cryptographicse-
curemulti-party computatiortechniqueg23, 12, 14]. This

approactdoesprovide accurateknowledgeanda strict pri-

vagy guaranteebut is typically muchlessef cient. In spite
of somerecentadvancesn cryptographye.g.,[10]), signif-

icantperformancemprovementsarevery muchneeded.

On the otherhand,an adwersarymay achieve a knowl-
edge breachingusing data mining and machinelearning

techniqueslin [22], we investigatedfor a specialknowl-
edgeservicecalledthe classi cation service,a knowledge
breachingstratgly basedon anactive machinelearningal-
gorithm.Evenfor this specialcasea numberof very inter
estingquestionsareleft open(seenext section).

On the relationship to knowledge sharing. Knowledge
sharinghasbeenrecognizedalongtime agoin the Al com-
munity [16] asanimportantissuein building intelligentsys-
tems,wherethe emphasisvason the sharingof knowledge
presentedn various knowledge-baseand expert systems
and on reusingcomponentof systemshells. The emeg-
ing semantioweb techniqueg2] continuethe questby in-
corporatingnteroperablesoftwareagentsaandsharedntol-
ogy (which canbe viewedasknowledgeacquiredrom hu-
manexperts)in thescaleof the World Wide Weh Theshar
ing of a speci ¢ type of knowledge,namelythe datamin-
ing models,hasrecentlyattractedanincreasinglymoreat-
tentionof researcherm the databas@nddatamining com-
munity [7, 18, 21]. The Predictve Modelling Markup Lan-
guage[7] hasbeenproposedby the Data Mining Group
asa standardormat of datamining models.Sereral pop-
ular commercialdatamining productsaswell asa number
of researctprototypedatamining software, suchas[21],
have alreadyincludedPMML basedmport/export capabil-
ities. The generalconceptof “data mining modelasa ser
vice” hasbeenproposedn [18]. Theseefforts arefocused
eitheron the mechanismshat enabledatamining systems
to transferdiscoseredmodelsto applicationprogramsgpron
thetypesof servicesn whichthediscoreredmodelscanbe
useful. The PBKM framawork describedn this paperpro-
videsa generakystemframenork thatsenesasa platform
to integratetechnique®f knowledgeextraction,knowledge
sharingandknowledgeutilizationin asecuresrvironment.
Obviously, the“dataminingmodelasaservice”is aspecial
instanceof theframework, andthe securityrequirementsf
PBKM greatlyenrichthe functionality of knowledgeshar
ing systems.

5. Challengesand On-going Works

The PBKM framework raises mary interesting re-
searchissuesand there are mary challengesin devel-
oping techniquesthat are necessaryfor ensuring the
privagy-preservingknowledge extraction and breaching-
aware knowledge dissemination.In the following, we
outline some of the most important issues and chal-
lenges.

Onechallengeis to to develop ef cient andsecuredata
mining techniquedor knowledgeextraction. The state-of-
the-artprivagy-preservinglataminingtechniquesirestill in
its infangy. As mentionedn Sectiord, two linesof research
can be identi ed: cryptographicapproachesand database
approachesThe cryptographicapproachesepresentethy



the privagy-preservingmulti-party data mining methods,
exhibit strongsecurityfeaturesandare capableof generat-
ing accurat&knowledgemodels But thesetechniquesufer
from high complexity, thus,arelessscalablehandatabase
basedapproacheOnthe otherhand,databasapproaches,
asrepresentetly perturbation-baseghethodsexhibit good
performancewith large datasetsbut suffer from deriing
lessaccurateknowledgemodels.

The breaching-ware knowledge disseminationis a
brandnew areaof researchThe biggestchallengein this
areais to understandhe techniqueghat might be usedby
anadwersaryto breachthe knowledgeunderlyinga knowl-
edge service. As we mentioned before, what consti-
tutes a knowledge breachingis dependentof the types
of the knowledge service and the type of the underly-
ing knowledge.To this end,theissuesaisedaremuchlike
thosein statisticaldatabasewherea completeunderstand-
ing of theinferencetechniquess a prerequisitefor design-
ing amechanisnio protectthe dataprivacy againststatistic
inference.In [22], we studieda simple form of knowl-
edge breachingwhere the target knowledge is a classi-
cation model (such as a decisiontree or a neural net-
work), thelearnedknowledgeis a Booleanvalueddecision
function of a conjunctve form, and the knowledge ser
vice is a simple classi cation service. We considered
two methodsthat may be usedby the adwersaryto de-
rive the learnedknowledge, one is basedon an active
learning method adaptedfrom the machinelearning lit-
erature,and the other is a heuristic methodof our own.
Evenwithin thisverylimited context, therearemary direc-
tionsfor furtherinvestigations:

We only consideredwo breachingstratgiesthat we
feel mostpractical.lt is absolutelyworthwhile to in-
vestigatethe behaiors of more strateyies, either by
designingnenv methodsor by adaptingknown algo-
rithm (in dataminingandmachineearning).

We only consideredlatadomainsthathave atotal or-
der It is usefulto extendthemethod4o accommodate
otherdatatypes(e.g.,cateorical).

How shouldan appropriatepricing mechanisnm(such
as a breaching-ware knowledge disseminationpol-
icy) be devised and selected?Although a heuristic
mechanisnmcan be basedon the behaiors of a spe-
ci ¢ breachingstrateyy, anoptimalmechanisnwould
be basedon the minimumnumberof queriesrequired
to extractthe tamgetedknowledge.But which breach-
ing stratgy is optimal?

Initial trainingsamplesrerelevantin dataminingand
machinelearningbasedreachingstratgies.Whatis
anoptimalinitial trainingsample?

Thereis an needto develop techniquesto measure
the degreeof knowledgeleakage For example,given

that the numberof queriesis n andthe signi cance
level is , what is the maximum , suchthat the
currentlearnedfunction f x o representsa degree
knowledgebreachingof K atlevel ? Theanswerto
thisandothersimilar questiongareespeciallyinterest-
ing in casesvherea collusionof multiple adwersaries
presents.

Whatif a knowledgeconsumedoesnot wantto leak
its instancedatato a knowledgesener in their query-
answerinteraction?Although this can be resohed
using cryptographicsecurefunction evaluationtech-
niques,they are far from practical. So how canwe
achieveit practically?

Sinceneitherof thetwo known approacheto privacy-

preservingdatamining is satishctory arny signi cant

adwancementin thesetechniquesanbe immediately
usedin the"knowledgeasa service”paradigm.

Obviously, for moregeneratase®f PBKM, therearemuch
moreissuegelatedto breaching-avareness.

In additionto securityissuesthe PBKM framework also
raisegssueson knowledgeimprovementthatis thediscov-
ery of deepknowledgefrom discoreredknowledge mod-
els obtainedby differentknowledgeextractors.Using the
knowledgelearnedfrom datato directly solve application
problemsis not the only way to usethe learnedknowl-
edge,althoughit is popularin currentpractice.Most com-
mon applicationsof datamining techniquestoday are to
analyzethe dataof a single organizationandto apply the
learnedknowledgeto solve problemsof the sameorgani-
zation.We call suchlearnedknowledgethe local primitive
knowledg becausd is oftenalimited abstractiorof thelo-
cal (theorganizationalpataviewedat a particulartime (the
time of the datamining) andbiasedby a particularanalyst
(throughher choicesof mining algorithms,control param-
eters training samplesandtheir labeling,etc).In emeging
new applicationssuchasHomelandSecurityapplications,
wheremultiple organizationsneedto collaboratein deci-
sion making processesvith restrictedaccesgo their local
databy otherorganizationgdueto sayneed-basethforma-
tion sharingpolicy or privagy protectionrequirements)lo-
cal primitive knowledgemaybesharedsay throughagents
or servicespmongcollaboratingorganizationsA naive ap-
proachto the sharingis by way of voting or arbitration
basedn the decisiontreesof multiple organizationgagain
maybethrough using agentsor servicesof the organiza-
tions). A betterapproachs to combinethe decisiontrees
in a non-trivial way. Even moregenerally it is alsopossi-
bleto learndeepeknowledge(atahigherabstractiorievel)
from thelocal primitive knowledge(whichis atarelatively
low abstractiorlevel). Thetechniqueglevelopedin a num-
ber of datamining researchareassuchas distributed data



mining andmeta-learning17] aregoodcandidategor be-
ing extendedo addressheseissues.

Otherissuesof the knowledgemanagemenincludethe
efcient and effective storageand retrieval of knowledge,
visualization and analysisof knowledge, etc. Theseare
mushlik ethecorrespondingssuesn aDBMS, excepthere
the objectsto be managedare knowledgeratherthandata.
The needfor suchfunctionalitiesin a KMS is quite obvi-
ous. For example, supposeassociatiorrules are obtained
from mining a numberof databasesnd is storedin the
KMS. Dueto the privacy-preseration,a knowledgesener
or aknowledgeconsumemaynot have anaccesgo or ary
knowledgeaboutthe raw data, however, they are ableto
accesdo the discoveredassociatiorrules. In orderto un-
derstandthe similarities, the differencesand other inter-
estingaspectf the raw datasetstools are neededo an-
alyze,compare searchandchoosetheseassociationules.
Althoughthe extractedknowledgecanbe representedh a
numberof language®r formats,the currenttrendis to rep-
resenthemin XML basedstandardanguagesThus,we ex-
pectthe extractedknowledgeis a setof XML dataandthe
emeging XML databaseystemsanbe leveragedo pro-
vide ef cient storageandretrieval for KMSs.

6. Conclusion

In this paper we present systemframenork for secure
knowledgemanagementyhich in additionto standardse-
curity featuresprovidesthreecrucialnew featuresnamely
privagy-presenationwhichis ensuredn theknowledgeex-
tractionprocedurepreaching-aarenessvhich is incorpo-
ratedin theknowledgedisseminatioprocedureandaluse-
accountabilitywhich is provided throughknowledgeman-
agementWe exploretheframework by describingtheroles
playedby systemcomponentstherelationshipamongvar-
iousroles,andhow theserolesarerelatedto existing tech-
nology, suchasdatabasesiatamining, privagy preserving,
cryptography etc. We shav the generalityof the frame-
work by presentingthreespeci ¢ instancesof the frame-
work. Weidentify anumberof challengingssuesandinter-
estingproblemdor furtherresearch.
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