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Abstract

This paper presents two specialized approaches to the de-
sign of a database incorporating cryptography in a fundamental
way. Most processing is carried out on the encrypted version
of the database at an insecure central site. Query initiation and
final query interpretation occur at a secure local workstation.
The first approach implements a text file with searches based
on keywords. The second approach uses subfields and homo-
phonic representations to create a secure database with fairly
broad capabilities.

1. Introduction

There is an obvious role for encryption in the transmission
or storage of any sensitive data, in particular of the data in a
database. The need for a decryption key provides an extra
layer of security beyond simple physical security. Encryption
can also provide simple implementations of specialized
functions, such as multilevel security via different encryption
keys or secure filters via signatures. (See Section 2.)

One could just separately encrypt each record of a database
and decrypt as needed. This involves a great deal of encryption
/ decryption and complicates or eliminates efficient lookup
schemes, join operations, associative memory schemes, and
other features of a modern database management system
(DBMS) that we have come to expect.

A true encrypted database should have a DBMS that
works directly on the encrypted version of the data. Our model
consists of an encrypted database at an untrusted central site.
Queries are coded for the encrypted data. Most query pro-
cessing occurs at the central site with a final interpretation
occurring at a secure local workstation, along with query
initiation and coding.

We do not know methods which would provide the
functionality of a modern DBMS within this model. However,
we believe there are specialized applications where security can
be enhanced without affecting the application.
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It is useful to identify attacks against an encrypted
database. In a searic atrack, an opponent acquires a copy of the
database as it exists when not in use. (With an unencrypted
database, the opponent will then have succeeded completely.
With an encrypted database, this attack might yield information
even if the opponent is not able to decrypt.) In an offline static
attack, an opponent gets a single copy of the database, while in
an online static attack, an opponent gets any number of copies,
including copies that differ only by one or a few transactions.

With a dynamic attack, an opponent can monitor the pro-
cessing of the database at the central site, observing queries and
the resulting processing. We have the known guery version,
where opponents also know the original uncoded form of
queries, and the chosen query version, where opponents can
originate arbitrary queries.

Section 2 below gives an overview of security approaches.
Section 3 discusses a specialized method that uses encrypted
blocks with a separate concordance of pointers into these
blocks. For this specialized application, the method seems to
provide good security even against dynamic attacks. Section 4
discusses a more general approach based on homophonic ci-
phers. This approach seems to give good security against static
attacks, though the security is somewhat data dependent. It
also gives moderate security against dynamic attacks.

2. Overview of approaches to database security

In attempting to enhance the security of a database,
researchers have considered a number of different approaches.
We give brief descriptions of some of these approaches ((a)
through (h) below), followed by brief references to the two
specialized approaches considered in this paper ((i) and (j)).

(a) Trusted kernel. Here one isolates a security kernel in the
DBMS software, and proves that the kernel can enforce
security and that it is correct. This is a very promising
approach that is being actively pursued. It does not in-
volve encryption at all. Notice that the software which has
been proved correct must be compiled with a secure com-
piler and must run in unaltered form on a secure operating
system [Tho&4].

(b) Trusted filter. Here a simple trusted filter is placed be-
tween an untrusted DBMS and its users. The method uses
cryptographic checksums to insure that data does not
directly leak out to users not cleared for the data [Den84a







