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Abstract. This
discussion of the
fingerprinted data.

paper presents a general
use of fingerprints, especially
Fingerprinting 1is classified

in four orthogonal ways, and some illustrative
examples are given. The basis for a statistical
analysis of altered fingerprints is presented,
along with an example simulation. The possibility

of more subtle fingerprints is discussed.

1. Introduction

Fingerprints are characteristics of an object
that tend to distinguish it from other similar
objects, Fingerprinting refers to the process of
adding fingerprints to an object and recording

them, or of identifying and recording fingerprints
that are already intrinsic to the object,

Fingerprinting is now in wide use. Typical
examples include:
o Human fingerprints have had numerous

applications for centuries.

0 We routinely match typed characters with
a specific typewriter, or a fired bullet
with a specific weapon, etec.

with a
such as
goods.

0 Many objects are now provided
unique identification string,
the "serial number" on consumer

o Similar advertisements are often
in different magazines with
varying return addresses, so that one
can determine which magazine gave the
best response. (Thus an advertisement
in "Scientific American" might have
"Dept. SA" as part of its return
address.)

placed
slightly

manufactured
particles that can be
found after an explosion. Examination
of the particles will yield the place
and approximate time of sale [Sci80].

0 Some explosives
with tiny coded

are now

o Tables of logarithms have been generated
with some of the least significant
digits altered to protect copyright
[Mi178, p.1301.
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0 Maps are sometimes drawn with slight
deliberate variations from reality, in
order to identify copiers.

We suggest that fingerprinting might be
employed more systematically and on a larger scale
than at present. While fingerprinting in itself

provides only detection and not prevention, the

ability to detect may help deter individuals from
committing the acts being detected.
The next section gives a partial

classification of fingerprinting, while Section 3
focuses on statistical aspects. Section 4 gives
more examples, and Section 5 discusses subtle kinds
of fingerprinting.

2. Taxonomy of Fingerprinting

We wish to classify fingerprinting. Let us
first identify the types of individuals who might
manipulate fingerprints. The distributor is the
authorized supplier of fingerprinted objects to
users. Users are individuals (or agencies) who are
authorized to gain access to the objects. In many
cases users will be aware that certain objects are
fingerprinted. The opponent is an individual (or
agency) who gains unauthorized access to objects
(or makes unauthorized use of objects), through one
or more users., The opponent might be a user or
might have compromised a user.

The distributor's goal is to identify the user
or users whom the opponent has compromised.
Usually the distributor will examine a copy of an
object which has been used in an unauthorized way
and will try to employ the fingerprints to trace
the object back to a specific user, or to several
specific users,

The opponent's goal is to prevent
identification of the compromised user or users by
the distributor. The opponent will often try to
subvert the distributor's task by manipulations and
alterations of the fingerprints.

In the remainder of this section
four more-or-less
fingerprinting.

we consider
mutually orthogonal divisions of







