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Abstract

This article presents a two-stage encryption
method for sharing access to a database where no
single agency or device can ever encrypt or decrypt
the data directly. Thus an attack by an opponent
would have to succeed at two separate points. The
main tool needed is a secure cryptosystem closed
under composition: encrypting and re-encrypting
using two successive keys is equivalent to a single
encryption using some third key. An example
cryptosystem satisfying this condition is
exponentiation modulo a fixed prime.

1. Introduction

Suppose we wish to allow n wusers to share
access to a single encrypted file A
Straightforward systems might employ one of two
basic types of approaches:

(a) give each user the key KF to the
file, or

(b) let each user employ a separate key
K. (1 < i < n) and allow some trusted central
authority, which we call the Data Distributor
(DD), to give parts of F to the user by
decrypting with K and encrypting with ki'

Approach (a) has the disadvantage of wide
distribution of the file key KF' A breach in the
security of any single user compromises the
security of the entire file. Approach (b), the
natural choice for high security, has many
* variations and extensions. There are methods
requiring relatively little space which allow the
DD to derive any number of file keys for different
coalitions of users [Den81]. There are proposals
which avoid storing the various Ki or KF in the

clear [Dif76], [EvaT74] and proposals requiring
several users to give their keys to the DD for
combination into the file key K. [Bla79], [Sha79].
However, in each case the DD employs the file key
directly for decryption and produces parts of the
file as cleartext. The file key and the cleartext
exist in the hands of the DD, at least transiently.
At best we could limit the cleartext to a brief
existence in a sealed piece of hardware before it
was re-encrypted for a given user, But a better
solution, which we propose here, would prevent the
cleartext from existing in any form until final
decryption by an individual user.

Normally it is the goal of ecryptography to
reduce the possible weak points of a system to a
single cryptographic key. However, here we are
trying to extend security beyond this -- to a
system which requires an opponent to compromise the
system at two separate points.

This paper presents a scheme involving the
factoring of the key K. any number of ways as the
composition of a user key Ki and a complementary

key I..i held by the DD. These factored keys are a
generalization to several users of a simple
two-stage encryption scheme for one user. (Notice
that we are factoring keys, not numbers. The
factoring described here has no direct connection
with the factoring of integers that is part of the
security of the RSA cryptosystem [Riv78].)

For simplicity we will use the same symbol for
a key and for the encryption function which uses
the key. Thus the function which encrypts using
key K is denoted by {-}K or just by K. Assuming
the messagespace is the same as the cipherspace,
double encrytion by successive keys K1 and K2 will

be denoted by { {~}K1}K2 or just by K oX Notice

2"
that K1o K2 means first K1 and then K2, since we
are writing encryption functions on the right. For

an encryption function K, denote by k' the

corresponding decryption function.

One simple approach to writing KF as Kio Li
for any number of i would choose Ki randomly and

set L1 = Ki'1° Kg. Alternatively we could choose

L; randomly and set K, = Ko Li"T. However, these

approaches are only satisfactory if the compesition
can be rewritten as a single unified operation not
explicitly invelving KF' Unless so unified, the
first form would violate our desire never to have
the cleartext exist until the final decryption.
The second form, again unless so wunified, would
place KF into the hands of the user.

2. Keys closed under composition

For simplicity we make a stronger assumption
than just that keys can be factored. Assume we are
working with a cryptosystem satisfying the
following properties:
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