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Abstract

The primary original design goal for email was to
provide best-effort message delivery. Unfortunately, as
the ever increasing uproar over SPAM demonstrates, the
existing email infrastructure is no longer well suited to
the worldwide set of email users - particularly email re-
ceivers. Rather than propose yet another band-aid solution
to SPAM, this paper rethinks email from the requirements
perspective, albeit with the constraint of designing a sys-
tem suitable for incremental adoption in the current envi-
ronment. Our result to this exerciseis a policy driven email
service in which the interests of each principal can be ar-
ticulated and accommodated. Our scheme rewards faithful
senders with better quality of service and discourages mis-
behavior. Our scheme provides receivers with policy-driven
control over whether and how a given message appearsin
the reci pients mailbox.

1. Introduction

We replace the current notion that an arbitrary user has
an implicit right to place a message in anyone’s mailbox
with a scalable, attribute-based access control policy in
which a sender’s access to a recipient’s mailbox is con-
trolled by the recipient. In this work we view a mailbox
as a network resource of the recipient and email messages
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as access requests from senders, requesting write access to
a mailbox. In addition to the sender and receiver, there are
two other principals directly associated with the email pipe,
namely the sender’s and receiver’s email service providers.
Also, there are important third party participants in the
scheme that provide reputation and adjudication services.
\We take the position that any solution that does not address
the needs of all of the principals is unlikely to achieve its
objectives. Our approach complements many existing pro-
posals to improve email, such as the Project Lumos’s ini-
tiative to control bulk email servers and Razor’s reputation
service for identifying SPAM.

The place to start with email service is sender authen-
tication. Any approach to email that fails to incorporate
some notion of sender authentication seems limited, at best.
Somewhat surprisingly, sender authentication is widely be-
lieved to be a hard problem, usually due to an assumption
that a widespread PKI infrastructure is necessary to support
it. For example, Eric Allman’s excellent overview of the
SPAM problem [1], [2] takes exactly this position. How-
ever, as noted in the Project Lumos’s white paper [6], most
senders send email through an account with an Email Ser-
vice Provider (ESP), and there is typically some sort of lo-
gin required before mail can be sent. As for the ESP it-
self, there is already some infrastructure in place that al-
lows mail servers to identify themselves when transmitting
email. The fact that there are vastly fewer mail servers than
there are email senders makes the task of securely authenti-
cating ESPs (or, more specifically, an ESP’s Mail Transfer
Agent or MTA) far more manageable.



At the point at which a message originates, the sender’s
ESP typically can associate a password-authenticated ac-
count with the message, or, stated another way, the ESP
knows which of the ESP’s customers sent the mail. While
this is not true for all email, it is true (or could be made to
be true with relatively little effort) for most legitimate email.
There are valid exceptions, such as deliberately anonymous
email. While anonymous email is outside the scope of the
current work, our policy-based approach certainly does not
prohibit anonymous email. Rather, it is simply up to the
recipient’s policy whether and how to handle such email.
In some cases, such as a corporate organization, the ESP
knows quite a bit about the customer. Even in cases such
as a HotMail message, the ESP is in a position to know, for
example, how many email messages that customer has sent
in the past hour. If the ESP passes this knowledge to the
receiver, the receiver will be in a better position to decide
how to handle the mail.

From our perspective, we view the level of sender au-
thentication provided by email accounts at ESPs as rela-
tively weak, but serviceable. The fact that the approach is
essentially implemented and deployed makes it far more at-
tractive than a full blown PKI approach. One of the inter-
esting attributes of email account approach is that it gives
the sender’s ESP a central role in a policy based email ap-
proach. Specifically, an ESP is in a position to know what
volume of email the sender has transmitted in the past, what
complaints, if any, have been lodged against sender, and so
forth. If information about how an ESP manages its cus-
tomers is made public, which seems to be the direction in
which the internet community is traveling, then ESPs that
permit senders to misbehave will suffer a backlash from the
outside world, which will, in turn, drive legitimate senders
away from the ESP. Thus the sender and the sender’s ESP
each can have legitimate, but widely different, interests in
the transmission of a given message. Sensible email poli-
cies need to accommaodate both of these parties.

On the receiving end, users typically receive email
through another ESP. In correspondence with the sender,
both the receiver and the receiver’s ESP have legitimate, but
different, policy interests in how to process incoming email.
The fact that there are also privacy interests involved com-
plicates the issue. For example, a receiver may not wish
to make public the fact that he or she rejects (or accepts)
certain types of email.

Figure 1 illustrates the principals in a secure email pipe.
In addition to the sender, the receiver, and the correspond-
ing ESPs, the figure shows third party reputation and ad-
judication servers. These services provide evaluations of
particular messages, senders, or ESPs. Recipients, or re-
cipient ESPs provide the raw data that these servers use
to make their evaluations. Adjudication services provide
a third party mechanism for satisfying obligations that may

be incurred as the result of delivering a mail. For exam-
ple, a sender or a sender’s ESP may post a small bond as a
guarantee to ensure recipient satisfaction.

The key contributions of this paper are the content of
sections 3 and 4. Specifically, in section 3, the heart of
the paper, we contribute 3 new types of policies. The first
type of policy, a Service Level Agreement Policy (SLAP),
addresses how a receiving ESP decides to interact with a
given sending ESP that has announced that it has mail.
The second type of policy, a Message Scheduling Policy
(MSP), is the output of a SLAP evaluation, and specifies
how each message at the sending ESP should be treated.
The third type of policy, a Message Resource Allocation
Policy (MRAP), encodes the specific requirements of an in-
dividual mail recipient, and is used to determine how (and
whether) messages are presented to the actual human recip-
ient. In section 4, we explain how the SMTP protocol can
be extended to accommodate each of these three policies,
thereby making an argument that the policies are plausible
given the current protocol for sending email.

The paper is organized as follows. In the next section,
we review the current mechanism for exchanging mail, the
SMTP protocol, and enumerate its shortcomings. In sec-
tions 3 and 4, we present our main contributions in the form
of 3 new types of policies and their relation to the exist-
ing SMTP protocol and introduce a candidate base set of
predicates that principals in an email exchange could use to
evaluate a given email message. Section 5 discusses related
work, and section 6 concludes the paper.
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Figure 1. Principals in a Secure Email Pipe

2. Current SMTP Protocol

The current Internet mail system (or e-mail system) has
three major components: user agents, mail servers, and the



SmpleMail Transfer Protocol (SVITP) [21]. A typical mes-
sage starts its journey from the sender’s user agent, travels
to the sender’s mail server, and then travels to the recip-
ient’s mail server, where it is deposited in the recipients’
mail box [12]. SMTP, defined in RFC 2821 [21] transfers
messages from the sender’s mail server to the recipients’
mail server. First, the SMTP client (running on the sending
mail server host) has TCP establish a connection on port 25
to the SMTP server (running on the receiving mail server
host). If the server is down, the client tries again later. Once
this connection is established, the server and client perform
some application-layer handshaking. During this handshak-
ing phase, the SMTP client indicates the email address of
the sender and the email address of the recipient. Next, the
client sends the message. The client then repeats this pro-
cess over the same TCP connection if it has other messages
to send to the server, otherwise it instructs TCP to close the
connection [12]. An simple explanation (not complete) of

the protocol is provided in figure 2.
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Figure 2. Current SMTP Protocol

Notation 1
Internet mail system entities discussed here are referred

to by their descriptionsin [12]. For ease of understanding
and brevity following notations are used interchangeably:

| Symbol | Description |
Sender, Recipient Human users
MTA Mail Transfer Agent [21]
ESP Email Service Provider

Table 1. Industry Standard Symbols

| Symbol | Description |
SMTA, RMTA Sending MTA, Recipient MTA
SESP, RESP Sending ESP, Recipient ESP
SLAP Service Level Agreement Policy

MSP Message Scheduling Policy
MRAP Mailbox Resource Allocation Policy

Table 2. Symbols introduced in the paper

Pseudo code in figure 13 in the Appendix provides a brief
description of the algorithm that manages the state changes
at the SMTA. A similar algorithm is presented in figure 12
in the Appendix which shows state changes for the RMTA.

2.1. Problemswith the current protocol

The essence of the problem with original protocol is that
the RMTA acts as a slave of the SMTA. The RMTA has
no discretion regarding which and how many messages it
receives, nor from whom. Numerous times in the past,
this fact has been exploited by malicious entities to send
unsolicited mail or spam [17], to the detriment of power-
less recipient’s. RFC 3207 [23] and RFC 2554 [22] add
to SMTP support for authentication of SMTAs. They pre-
vent impersonation of SMTASs, and so enable the RMTA to
refuse service to specific SMTAs. This is an improvement,
but does not provide a basis for accepting some messages
(e.g., a personal message) from a given SMTA, but not oth-
ers (eg., bulk). It gives no basis for assessing whether a
given, clearly identified SMTA is trustworthy. Moreover, it
provides no control to the recipient, who is clearly an in-
terested party. Factors other than the origin of a message
could have an impact on its treatment, such as how the mes-
sage is characterized by its sender (personal, bulk, ...), the
current work-load level at the RMTA, or whether there are
active virus alerts or the RMTA is under denial-of-service
attack. In essence, what is absent in current email protocol
is a framework for managing the allocation of mail-delivery
resources based on the myriad of factors that could be of
concern to the interested parties, i.e.the owners of those re-
sources. In the next section we propose such a framework.



3. Policy driven email transfer

In this section we present a policy architecture for con-
trolling the email pipeline. The goal of this architecture is
to give the interested parties (viz.,, the RESP and the recip-
ient) control over the use of email-delivery resources (viz,
delivery service and mailbox access), thereby overcoming
the shortcomings of the current SMTP protocol discussed
above and enabling RESPs and recipients to prevent what
they consider to be misuse of their resources.

The architecture consists of three forms of policy, in-
troduced in each of the three subsections below. The first
is associated with the RESP, and specifies what SESPs it
will accept messages from, when, and under what terms;
we call this Service Level Agreement Policy (SLAP). The
second is optionally provided by the RESP(RMTA) to the
SESP(SMTA) to specify which message should be sent
when; we call this Message Scheduling Policy (MSP). The
third is specified by the recipient, and is used to provide
customization concerning whether email is accepted, and to
which mailbox folder; we call it Mailbox Resource Alloca-
tion Policy (MRAP).

3.1. Service Level Agreement Policy (SLAP)

Connection-level actions of an RESP(RMTA) are gov-
erned by its Service Level Agreement Policy (SLAP), which
is pictured in figure 3.

Reputation Services

Query Information

Source ESP Identity MSP

Environmental
Conditions
atRMTA

Figure 3. Service Level Agreement Policy
(SLAP)

The inputs to SLAP include identity of the SESP, en-
vironmental conditions at the RESP, and the reputation of
the SESP. This reputation is presumed to summarize past
experiences in dealing with the SESP. These may be expe-
riences that the RESP has had, or experiences had by third
parties, which are then maintained and distributed by repu-
tation services. The latter could take the form of white lists
or black lists (such as provided by Open Relay Blacklists),
or they could take some other, more dynamic form. The
essential requirement is that the reputation service charac-
terizes the past behavior of SESPs so that the SLAP can

give preferential treatment to SESPs with long records of fa-
vorable behavior. Relevant environmental conditions might
include work load at the RMTA or Virus Alerts, etc. To-
gether these inputs characterize the current SMTP session;
based on them, the SLAP defines (i.e., returns) a specifica-
tion of what to do with messages waiting for transmission.
Candidate specifications include: send them now (“as is”);
send them later (“later”); do not accept messages from this
SESP (“never”). In the most general case, however, this
specification is itself a policy, called a Message Scheduling
Policy (MSP), that considers each message in turn, and de-
termines whether and when it should be transmitted. MSP
will be discussed further in the next section. SLAP’s are not
shared, so their format is organization-determined.

Example 1l A certain ESP uses SESP identity and reputa-
tion to map each would-be sender to one of the following
profiles. Business Partner, Trusted, Suspect, Black-listed,
Unknown. Trusted SESPs are trusted by the ESP (RESP)
to receive an MSP, and to apply it to waiting messages to
determine whether and when to transmit them. The policy
format used by the ESP is as follows:

if(profile==Partner) return “ asis’
if(profile==Black-listed) return “ never”

if(load==heavy & & profile==Trusted) return A/.S Pequy
if(load==light && profile==Trusted) return M .S P;gp:
if(Mrusalert && profile==Suspect) return “ later”
if(load==heavy & & profile==Unknown) return “ later”

M S Phequy indicates that messages labeled “ bulk” should
be delayed, while M S P4+ permitsthemto be transmitted.

3.2. Message Scheduling Policy (M SP)

Send Now

Send Later

Figure 4. Message Scheduling Policy (MSP)

Message

Bucket
Priority

Message Scheduling Policy (MSP) is applied to each
message awaiting transmission to determine whether and
when it should be sent from the SMTA to the RMTA. The
scheduling of a message will depend on characteristics of
the message itself and of its sender, as well as the means of
sender authentication. We model each of these characteris-
tics as a predicate that takes a message and returns true if the



message, its sender, or the SMTA involved has the charac-
teristic in question; otherwise it returns false. The following
is a (partial) list of such predicates:

Sender Attributes

1. Sender Auth: { Certificate | Password | None }

2. Reputation of sender provided by sending ESP: { Rep-
utation Service specific }

3. Sender Activity in time 7" { No. of Messages in 7 }

4. Sender membership duration: { Duration of associa-
tion with ESP }

M essage Attributes

1. Bonded: { Guarantor, Bond }

2. Virus Scanned: { Scanner, version, patch-level }

3. Project Lumos attribute: { PLT-Personal | PLT-Service
| PLT-First Class | PLT-Bulk }

MSPs are of two types: portable and local. The differ-
ence lies in where the policy is evaluated. A portable MSP is
transmitted from the RMTA to the SMTA, which is trusted
to apply the MSP to determine which messages to transmit.
A local MSP can be used when the RMTA wishes to fil-
ter the messages transmitted, but does not wish to entrust
the MSP and its application to the SMTA. When local MSP
is used, the SMTA must transmit messages headers, which
the RMTA then uses to evaluate the MSP on each waiting
message. RMTA then provides the SMTA with instructions
regarding if and when to transmit the waiting messages.

The format of local MSP is ESP-determined, but, be-
cause it is evaluated remotely, the format of portable MSP
must be universal. In either case, the RMTA has the capabil-
ity to check whether its MSP was adhered to by the SMTA,
and contribute this information to build SESP reputation.

Example2 There are four messages mj ---my in the
transmit queue at the SVITA. These messages have follow-
ing characteristics:

my — sender auth: Password, Lumos-labeled Bulk

mo — NoO Sender authentication

mg — Bonded Mail, No sender authentication

my4 — Sender auth: Password, Lumos-labeled Personal

Given its current load and environment, the MSP of the
RMTA for the Sender in question is:

if(Password auth & & Lumos-labeled Personal) send now
if(Bonded) send now

if(Lumos-labeled Bulk) delay

if(No sender authentication) discard

The application of this MSP to message (headers) in the
Sender’stransmit queue yiel ds the following:

Send now — my, ms

Delay — m;

Discard — m

3.3. Mailbox Resource Allocation Policy (MRAP)

Mailbox Resource Allocation Policy (MRAP) is specified
by mail recipients and controls the utilization of their mail-
box folders. User mail-reception preferences are captured
and converted to MRAPs, which are evaluated at the user’s
ESP as part of the process of delivering a message to the
user. MRAPs are pictured in figure 5. The input to MRAP
includes: the complete message (including content); sender
identity, characteristics, and reputation; SESP identities and
reputations; message attributes; mailbox state. The result of
MRAP evaluation is either to discard or bounce the mes-
sage, in which cases the message is not delivered to the
mailbox, or to assign a discrete category (i.e., a mailbox
folder) to route the message to.

Example 3 The five messages shown in table 3 are sent.
Evaluating the recipients MRAPs on those messages has
the following results:

Alices evaluates m; by using reputation service X — dis-
cards.

Bob evaluatesm by using reputation service X — accepts
— Bob's preferences lead himto a different action than Al-
ice's, although he is sent the same message and gets the
same information about it (from X).

Carol gets the same message as Alice and Bob, but does
not consult a reputation service. Instead, she notes that the
sender of mg has sender activity > 100 messages/ hour —
discards.

Bob evaluates m,4 with reputation service Y, which ranks
it “unobjectionable’; Bob then notes that his Advertisement
folder is over 80% full — rejects.

Bob evaluates m 5 with reputation service Y, which ranksit
‘interesting’; notwithstanding that his Advertisement fol der
is over 80% full — accepts.

Reputation Sources,
Scan Results,
Filters and other processing

Sender,
Message,

Sending ESP
Discard/Bounce

Discrete Categories

Predicate
Values

Mailbox State

Figure 5. Mailbox Resource Allocation Policy
(MRAP)



M essage From To Content
m unknown  Alice arbitrary string
ma unknown Bob same as m
ms unknown  Carol same as m;
my commercial Bob  advertisement
ms commercial Bob  advertisement

Table 3. Messages with some characteristics

4. Proposed Extensionsto SMTP

In this section we present how to modify the SMTP pro-
tocol to implement the decisions made by policy architec-
ture introduced in section 3. The revised protocol is de-
scribed in figure 6 and three additional message headers are
described in figure 7.

To indicate policy based decision support, the EHLO [24]
command is replaced by SHLO. SHLO should support all
features of EHLO and in addition indicate extended hand-
shake as shown in figure 6. SHLO implies authentication of
MTA (as in [22],[23], [14] etc.), and in addition the SMTA
would sign a hash of all the message headers and the hash
of complete message and include it in the message as addi-
tional headers (see figure 7).

4.1. Extended Handshake

The first extended handshake command SHLO includes
keywords for : server’s identity, Message characterizations
and other attributes like reputation references or certifica-
tions (keywords not defined) apart from the STARTTLS
[23] or AUTH [22] and other usual EHL.O parameters. The
RMTA completes the negotiation by returning the keywords
it supports. Figure 6 skips rest of the handshake commands
and replies but details the identity and parameters trans-
ferred from SMTA to RMTA and the RMTA response. The
SMTA reports the subset of the base predicates it supports
described in section 3.2 (in the X-attribute header -figure
7) for the RMTA to define the MSP. Reputation references
and certifications are included to get a higher priority SMTP
session with the RMTA.

Reputation information is important for decision making
at the RMTA. Source of reputations could be past behavior
[8] with the same SMTA (maintained by RMTA) or a dis-
tributed information sharing mechanism like SpamNet [4]
etc., open relay blacklists or provided by the SMTA (certi-
fications on the lines of TRUSTe [26]). The onus to collect
reputation lies on the RMTA (line 5 fig 8). RMTA evalu-
ates these parameters based on its Service Level Agreement
Policy and decides on the Message Scheduling Policy to ap-
ply to the Session. As will be discussed further in the next
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Figure 6. Proposed extensions to SMTP Pro-
tocol

Usual Headers [18]
e Mail From: Sender address

Additional Headers for policy support

o X-Attributes: Comma separated attribute list
e X-HdrHash: Signed hash of headers
e X-Hash: Signed hash of the complete message

Figure 7. Message Headers for Policy Support



1 1if(state == connected)

2  then Wait for request;

3 if(request.hasParams)

4 then Parse params;

5  Reputation = getRep(params.ID);

6  MSP = SLAP(params, Reputation, Environ);
7 if (MSP.type==portable)

8 then Response = {Code, MSP};

9 state=portable;

10  else Response = {Code, send-Headers};
11 state=local;

12 Send Response;

Figure 8. Extended Handshake at RMTA

Send Command = {Identity, Params};

Wait for response;

if(response == 250 OK && response.hasParams)
then Parse Params;
MSP = response.Params;

if (MSP # send-Headers)
then state = schedule messages,

else state= send \ector;

00 NO Ul WN PP

Figure 9. Extended Handshake at SMTA

section, message scheduling can be performed at either the
SMTA or at the RMTA. In the latter case, the RMTA sends
in the MSP parameter a keyword meaning “send all head-
ers,” which indicates to the SMTA that it should send a Vec-
tor of all transmit queue messages to the RMTA before any
message is transferred. The pseudo code is described in
lines 3 to 12 figure 8 (which replaces the steps between lines
5and 6 in figure 12). Thus the handshake is completed.

4.2. M essage Evaluation

At the SMTA, if the MSP parameter of the 250 O K mes-
sage is the keyword for “send all headers”, then the next step
for the SMTA is to provide a vector of all message headers
in the transmit queue. It then waits for RMTA’s response on
the message scheduling of its messages (see lines 3 to 8 in
figure 9). Otherwise, the SMTA proceeds to apply the re-
ceived MSP to outbound queue and send messages in send
now queue beginning with message headers (figure 10).

On receiving a message headers vector, the RMTA looks
up its MSP to sort messages into different buckets of send
now, later, discard etc It then sends the updated vector back
to the SMTA (figure 11).

In the case that the MSP specified by the RMTA is
portable, both parties proceed to the message-transfer stage.

if(state == send \ector)
then (command = Header Vector(message queue))
Send command;
Wait for response;
if (response.hasParameters) then
MSP = response.Parameters;
state = schedul e messages;
i f(state == schedule messages)
Send now queue = response.SendNow;
Send later = response.SendLater;
Discard = response.Discard,;
state = send sender ; ;
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Figure 10. MSP set up at SMTA

if(state==local) && request.hasParameters)

then (Header Vector = request.Parameters)

Send now queue = getNow(Header Vector);

Send later = getLater(Header Vector);

Discard = getDiscard(Header Vector);

response = Order(Send now queue, Send later, Dis-
card);

Send response;

state = connected;

o Ol WN B

o

Figure 11. MSP set up at RMTA

On receipt of headers for a message, the RMTA can op-
tionally verify that the MSP has been applied and, after the
X-HdrHash header is transmitted, it can send back 250 OK
response or a Denied response (see figure 11).

After a message arrives at the RMTA, the current SMTP
session is not concerned with its further handling. Its dispo-
sition thereafter is controlled by MRAP, which reflects user
preferences, and can depend on the complete body of the
message. MRAP-determined bounce decisions are relayed
as error messages out of band from the session in which
the original message was transfered. The content of such
feedback and whether any is provided depend on the level
of trust that the RMTA places in the SMTA. This is a mat-
ter of policy for the RMTA, which can be controlled via an
additional component of the SLAP policy.

5. Related Work

At the forefront of solutions against fraudulent email or
spam are laws and | egislative provisions. Laws are essential
and helpful but certainly not the silver bullet we have been
searching for, as summed up in [2]. They have limited juris-
diction and are ineffective against global spammers. Laws
without technical support can be ill-directed. We aim to



provide such a basis for laws to be effective.

Content based filtering solutions parse the content of a
message (for keywords or phrases) to determine the proba-
bility of it being spam. Some of these approaches are show-
cased in ([9], [20], [28]). Naive Bayesian filters are consid-
ered most effective of all filtering solutions. Even though
false positives might not be a big problem with them [11],
the approach is reactive and does not discourage spammers
from spamming. In fact, they work to defeat such filters
and simply increase the number of messages sent. Our ap-
proach can take advantage of such pre-delivery processing
of messages and add other essential mechanisms to be more
proactive in reducing spam messages transmitted.

Project Lumos [6] includes the same notion of two-level
sender authentication that we propose to use. The differ-
ence with the current work is that Lumos is set up, at heart,
to serve the interests of the large commercial bulk mailers.
The idea is to register bulk mailers, require them to respond
to reports of abuse, and publish the corresponding reputa-
tions. If Lumos really does make headway in the market-
place, our scheme would be easier to implement, since we
rely on the similar notions of sender authentication. Also,
Lumos would be an excellent reputation service to include
in an MSP or MRAP. Other examples of proposed or ex-
isting reputation services are Razor [19] and CloudMark
[4], which aim to identify individual SPAM messages, and
SmartScreen [16], which is a Microsoft effort with the same
objective. Both Razor and SmartScreen would fit well with
the approach that we propose. A weaker source authenti-
cation scheme proposed by Boykin and Roychowdhury [3]
takes advantage of social networks to construct a list of
trusted senders. The authors achieve limited success with
this approach and note that the technique alone is insuffi-
cient to catch all spam in email. Spammer monitoring a
network can get by such whitelist based solutions. Strong
authentication based solutions [25] are clearly unscalable
for email applications.

The third genre of email abuse solutions involve eco-
nomic solutions like bonded mail [13], e-stamps [5], Penny
Black [15] or computational or memory based costs [10].
These solutions would reduce spam drastically, but every
one has to bear the cost and it is against the open internet
flavor. In general, we would like the email service not to
punish legitimate users for misbehavior of others. However,
some organizations might have a realistic need for such a
solution and we provide a model in which economic solu-
tions can work on an incentive, rather than a punitive, basis.
Specifically, it is straightforward to write an MSP or MRAP
so that mail that otherwise might be reject is accepted if
it is bonded. A sender who really wants to get through,
and is prepared to pay a price set by the receiver, will get
through. The important aspect we introduce is that the re-
ceiver, through an MRAP, has control over the ultimate de-

cision of whether to accept a mail message with a specified
set of attributes. Through appropriate additional attributes,
buying interrupt rights ([7],[13]) is possible in our scheme.

Challenge/Response systems [27] hold promise by re-
quiring the sender to pass challenge-response tests for hu-
man initiation; which would be a big improvement, al-
though, overlaying SMTP with an interactive protocol sig-
nifies a substantial change in the way email is delivered and
must be mandated by careful network traffic studies. Also,
distinguishing a human from an automated program may
not be enough for spam control, as recipients may need a
finer grained control over the messages they accept or re-
ject. In any case, our approach would only benefit from a
challenge response mechanism as it can be included as an-
other attribute to specify rules around.

Our approach provides an umbrella under which most
realistic needs can be expressed as policies and negotiated
during the SMTP connection set up. This involves extend-
ing the SMTP, but adoption is possible incrementally with-
out breaking existing implementations.

6. Conclusion

In this paper, we have argued that email needs an end-to-
end overhaul if it is to continue to serve as the valuable re-
source that it has been in the past. In particular, small, point
patches cannot correct the fundamental design problem of
the existing email system, namely, that by default arbitrary
users have write access to arbitrary mailboxes and filtering
solutions though effective are only a stop gap solution. As
noted by author of sendmai1l, solutions which do not in-
crease the cost of sending spam are insufficient as the spam-
mer can get around such a solution. In essence, we need
a feedback mechanism to allow recipients select the clients
they communicate with and hence discourage the process of
sending mails at will. We began our review by noting that
a weak but serviceable notion of sender authentication for
email is within reach of the existing internet infrastructure.
Our main contributions are three types of policies:

e Thefirst, Service Level Agreement Policy or SLAP, al-
lows a RESP to determine the conditions under which
it will communicate with a given SESP ((SLAP) in fig-
ure 1). Past experience with the sending ESP, third
party evaluations of the SESP’s reputation, the set of
services supported by the SESP, and the RESP’s load
level all serve as inputs into a SLAP (figure 3).

e The result of evaluating SLAP is a Message Schedul-
ing Policy or MSP, which is instructs the SESP on
whether and when to send each particular message
((MSP) in figure 1). In contrast to the existing SMTP
protocol, which sends every message as soon as pos-
sible in first come, first served order, an MSP evalu-
ates the specific attributes of each email message and



uses these attributes to assign the message a priority
for transmission, a deferred transmission time, or a flat
out rejection (figure 4).

e The last, Message Resource Allocation Policy or
MRAP, allows an individual user to specify how in-
coming mail should be evaluated prior to appearing in
the (human) user’s mailbox. The attributes used by
MSP are all available to the MRAP as well, and it is
expected that the MRAP will use these attributes in a
more restrictive manner than does the MSP ((MRAP)
in figure 1). In addition, an MRAP may request third
party reputation evaluation, and also base decisions
on local state information, such as how full the user’s
mailbox is. The net result is to give each receiver fine-
grained, attribute-based control over their mailbox.

We show how to integrate each of SLAP, MSP, and
MRAP with the existing SMTP protocol, thereby complet-
ing our case that our proposal is reasonably compatible with
existing email infrastructure. Twin issues of controllabil-
ity achieved through these policies, and resolution of pol-
icy conflicts are not discussed in this work. Intuitively,
the policies introduced allow a rich set of rules to be ex-
pressed (like selectiveness in SMTP communications based
on SESP identity and prioritizing "good quality’ messages)
and in future work we propose to investigate if these are
enough to address the spam problem.

We envision an incremental adoption scheme in which
SESPs that adopt the scheme are rewarded with better ser-
vice for their customers. When adoption reaches a given
point, those who lag behind in adoption will find themselves
discriminated against by the SLAP policies of RESPs.

We deliberately do not attempt to detect misbehavior in
our scheme. Instead, we expect that misbehavior will be
noted externally - in part by end users who file complaints.
Mechanisms to support this are already quite common on
the Internet. The hashes on mail provided by the send-
ing ESP help regulate complaints by ensuring that a ac-
tual email message can verifiably be associated with ev-
ery complaint. Feedback about misbehaving ESPs or end
users makes its way into the application of SLAP, MSP and
MRAP policies to future mail.
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state = not connected;
while (1) (
Wait for request from client; /* initiation */
if (request=HELO AND state == not connected)
then state =connected;
Send (250 OK) response;
Wait for request;
else state = not connected;
if (request=MAIL TO && state == connected))
then state = received sender;
Send (250 OK) response;
Wait for request;
if (request = RCPT TO && state
sender)
then state =received rept;
Send (250 OK) response;
Wait for request;
if (request = DATA && state == received rept)
then state = receiving data;
Send (334 Enter Mail) response;
Wait for request;
if (request = CRLF && state == receiving data)
then state = received data;
Send (250 OK) response;
Wait for request;
if (request = QUIT && state == received data)
then state = not connected;
Send (221 Connection closing) response;
Jendwhile

received

Figure 12. Parts of RMTA algorithm for com-
munications with SMTA
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while (1) (

Wait to receive message from clients; /* Message
Queue initialization. (Network service listening on
port 25)*/

state = not connected,;

if (message received) then append to message

queue;
while (message queue not empty)(
message = message queue.next();

if (state == not connected)

then state = connecting;
Send HELO / EHLO to SMTP server;
Wait for response;
if (response == (250 OK))
then state =send sender;
else break;
if (state == send sender)
then Send MAIL FROM: sender@domain.com;
Wait for response;
if (response = (250 OK))
then state = send recipient;
else remainin line 15;
if (state = send recipient)
then Send RCPT TO: recipient@recipient.com;
Wait for response;
if (response = (250 OK))
then Send DATA;
else remainin line 21;
Wait for response;
if (response = (354))
then input message body;
state = data;
else remainin line 25;

if (message body.end()) thenSend CRLF;

Wait for response;

if (response = (250 OK))

then go to line 5;
else append message in message queue;

)Jendwhile

)Jendwhile

Figure 13. Parts of SMTA algorithm for com-
munications with RMTA



