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Principles of Information Security
CS 5323 Lecture Six

Prof. William Winsborough
September 13, 2007
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Business

• Recall: test on the password material in 
Anderson Chapter 3 on Tuesday 9/18

• Read Gollmann Chapter 4 for Tuesday 
9/18
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Final Discussion on Protocols 
• Formal verification of protocols is an active 

research area
• Several techniques

– Belief logic
• Best known: BAN Logic 

(Burrows, Abadi, Needham)
– Random oracle model

• Favored by cryptographers
– Other formal methods

• Model checking

• We’ll illustrate using BAN Logic
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Typical Smartcard Banking 
Protocol

• Simplified version of COPAC, a protocol 
used by VISA 
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BAN Logic

• One formal method for protocol verification
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Some of the Rules of Inference
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Verifying the Payment Protocol

• Want to show the retailer is entitled to trust 
the check X
– R |≡ X


