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Abstract subject’s identity, but arbitrary properties of a subject and

Distributed software subjects face the problem of its relationships with other subjects. To support service
determining one another’s trustworthiness. The problemauthorization, a client can attach appropriate credentials
considered is managing the exchange of credentialstO Service requests.
between strangers for the purpose of property-based Trust establishment between strangers is particularly
authentication and authorization when credentials are important in the context of e-business. Credential
sensitive. An architecture for trust negotiation between €xchange between strangers promises to enable software
client and server is presented. The notion of a trust@gents to establish trust automatically with potential
negotiation strategy is introduced and examined with business partners. For instance, a software agent might
respect to an abstract model of trust negotiation. Two be charged with finding new candidate suppliers of
strategies with very different properties are defined and commodity goods and services. ~ Even when an
analyzed. A language of credential expressions isautomatically generated list of such candidates eventually
presented, with two example negotiations illustrating the would be culled by a human, information such as
two negotiation strategies. Ongoing work on policies requirements and availability could be sensitive,
governing credential disclosure and trust negotiation is requiring trust establishment as part of the automated
summarized. process of identifying candidates.

This paper presents automated trust establishment

Keywords: Trust Establishment, Trust Management, between strangers through credential exchange when

Agent Negotiation, Access Control, Digital Credentials, credentials are themselves potentially sensitive. A
Certificates, Privacy. sensitive credentiabontains private information. For

instance, access to a credential containing medical

] information could be restricted to primary care physicians

1. Introduction and HMO staff. Access to a credit card credential could
Distributed software subjects face the problem of P& limited to busmesseshthat are a_uﬂ:_onzetlect@pt a

determining one another's trustworthiness.  Current V!SA card and that adhere to guidelines for securing

mainstream approaches to establishing trust presume th4t'€dit card numbers.  Prior truat establishment systems |
communicating subjects are already familiar with one based on credential exchange have addressed credentia

another. There are essentially two approaches based oft"'Sitivity only manually, requiring a user at the client to
this assumption. The first is identity-based: identifying a decide which credentials to submit to each new service.
subject is often a sufficient basis for doing business. The!l addition to requiring human intervention, this
second is capability-based: subjects obtain capabilities?PProach provides to the human making the trust
that are specific to the resources they wish to use. BotHl€cision no assistance in evaluating the trustworthiness
approaches require that familiarity be established out of®f the Server. _ for cli

band. Identity- and capability-based approaches are both NS paper presents an architecture for client-server

unable to establish trust between complete strangers@pplicaﬁons in which client and server each establishes a

Other solutions are needed in open systems, such as th%redential access polidCAP) for each of its credentials.
web, where the assumption of familiarity is invalid. A credential is disclosed only when its CAP is satisfied

Property-baseddigital credentials [1] (or simply by credentials obtained from th_e_ opposing soﬁware_agent.
credential3 are the on-line analogues of paper When an agent needs_: additional credentlalsz it can
credentials that people carry in their wallets. They request them. Credentials flow between _the client ar_1d
present a promising approach to trust establishment irServer through a sequence of alternating credential
open systems. Credentials, which generalize the notiof€duests and disclosures, which we call taust
of attribute certificates[19], can authenticate not just the "€gotiation
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type = reference type = reference
relationship = shippingClient relationship = shipper
issuer = subjectAKey —> issuer = subjectBKey
owner = subjectBKey owner = subjectCKey
Credential 1 Credential 2

Figure 1. Two credentials forming a chain. Credential 2 was issued by subject B, the owner
of Credential 1. In Credential 1, subject A asserts that subject B is a consumer of shipping
services. In Credential 2, subject B asserts that subject C is a shipper. If we trust subject A's
judgment that subject B is a consumer of shipping, presumably subject B is in a position to
know that subject C is a shipper. Additional credentials owned by subject B can be used to
engender trust that subject B is a reliable authority on the asserted attributes of subject C.

A negotiation strategy determines characteristics of aissuer’s private key and verified using the issuer’s public
negotiation such as which credentials are requested an#ley [12]. A credential aggregates one or mattebutes
when the negotiation is halted. @ We discuss two of the owner, each consisting of an attribute name/value
negotiation strategies with very different properties. pair and describing some property of the owner asserted

Participants using the first strategy turn over all their by the issuer. Each credential also contains the public
credentials as soon as theiARs are atisfied, without key of the credential owner. The owner can use the
waiting for the credentials to be requested. For thiscorresponding private key to answer challenges or
reason we call it areager strategy. It is simple and otherwise demonstrate possession of that private key to
efficient, and leads to successful negotiation wheneverestablish ownership of the credential. The owner can
possible. However, it discloses more credentials thanalso use the private key to sign another credential, owned
necessary to achieve most trust requirements.by a third subject. In this wagredential chainscan be
Participants using the second strategy exchangecreated, with the owner of one credential being the issuer
credential requests that focus the credential exchangeof the next credential in the chain.
achieving a kind of local minimality of disclosures. For Credential chains can be submitted to trace a web of
this reason, we call it parsimoniousstrategy. It is also trust from a known subject, the issuer of the first
reasonably efficient, and succeeds whenever possiblecredential in the chain (e.g., subject A in Figure 1), to the
However, it has the drawback that the credential requestsubmitting subjec¢t in which trust is needed. The
can disclose sensitive information about the subjects’submitting subject is the owner of the last credential in
credentials and properties. This paper discusses thestne chain (e.g., subject C) and can demonstrate
tradeoffs and techniques for managing them. ownership of that credential, as outlinedboee.

Section 2 introduces credentials and explains how theySupportingcredentials are owned by subjects with whom
can be used to establish trust between strangers. Sectidihe submitting subject has a direct or indirect
3 introduces credential sensitivity, clarifying the present relationship, and, although they are not owned by the
technical contribution.  Section 4 presents a trustsubmitting subject, the submitting entity does collect,
negotiation architecture and an abstract model of trustkeep, and submit copies of them. Each supporting
negotiation that is used in Section 5, where eager andredential contains the public key whose private-key mate
parsimonious negotiation strategies are discussed. Sectiosigned the next credential in the chain, enabling reliable
6 presents two expression languages that can be usecerification that the attribute claims made in that next
within the trust negotiation architecture to express CAPscredential were made by the owner of the supporting
and credential requests. Section 7 presents two examplexredential.
of trust negotiation, illustrating the eager and The submitted credentials attempt to demonstrate a
parsimonious negotiation strategies, respectively. Sectionpossibly indirect) relationship between the submitting
8 discusses related work. Section 9 draws conclusionsubject and the known subject that issued the first

and presents future research directions. credential in the chain. The nature of that relationship
. can be inferred by inspecting the attributes of the
2. Credential-based Trust credentials in the chain. Multiple chains can be

A credential is a digitally signed assertion by the submitted to establish a higher degree of trust or to
credential issueabout thecredential owner Credentials ~ demonstrate additional properties of the submitting
can be made unforgeable and verifiable by using modernsubject and its relationships with known subjects.

encryption technology: a credential is signed using the A credential expressigny, is a logical expression
over credentials with constraints on their attributes. A
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credential expression serves to denote the combinationsase on first access—a security agent representing the
of credentials, C, that satisfy it. We call those server sends the client an explanation of the relevant
combinations thesolutions of the expression. For the portions of the policy. The client’'s agent analyzes the
purpose of trust negotiation, credential expressions can bserver’s policy to determine which credentials are needed
used to convey requests for credentials between client antb support the service request. It makes a decision on
server. In this context, credential expressions denotewhich credentials to send to the server (based on a pre-
chains of credentials that end with credentials owned bydefined client submission policy and interaction with the
the submitting subject. A credential expression can alsouser). The client agent then attaches the selected
be used as @olicy governing access to a resource. credentials to subsequent requests for the service.
Access to the resource is granted to a subject when a Winslett et al. note the relevance of such machinery
solution is presented that consists of one or more chaindor the reverse scenario, in which servers encourage
ending in credentials owned by the subject. The resourcelients by presenting their own credentials, and a client
is unlockedby the solution. may request credentials from a server. Such a reversal
A policy is mobile if it is sent from one subject to provides a good basis for clients establishing the trust in
another as part of automatic or semiautomatic trustservers required before disclosing sensitive credentials.
establishment. Mobile policies are used in prior systemsHowever, [16] is unclear about the details of how this
to express requirements a client must meet to obtainkind of trust can be established. The current paper
service. When insufficient credentials accompany adescribes recent work on amtating the establishment of
service request, the server returns skevice-governing  trust between strangers througitrementalexchange of
policy (SGP). Communicated in this way, the SGP acts sensitive credentials.
as a request for the credentials needed to unlock the One straightforward approach that unfortunately does
resource. Such mobile policies enable clients to select anot work is as follows. The client establishes a policy
minimal set of credentials whose submission will identifying credentials required from the server prior to
authorize the desired service. The client can then issue ¢he client disclosing any credentials. The client sends
second request for service with those credentials attachedhis policy to the server as a counter request whenever it
and upon verifying the credentials, the server providesreceives from the server a cretieahrequest, such as a
the desired service. Policy mobility has two significant SGP. The problem is that it would then be useless for the
advantages. First, it offloads from the server to the clientserver to request client credentials before disclosing its
the work of searching the client’'s credentials. Second, itown credentials, as doing so would introduce a cyclic
enables trust to be established in the client without thedependence and deadlock. This simplistic approach fails
client revealing irrelevant credentials. because it governs all client credentials with the same
policy, so each request by the server for client credentials

3. When Credentials are Sensitive leads to an identical counter request from the client.

A client wishing to do business with a new service
may be unwilling to disclose sensitive credentials until
some degree of trust has been established in that service. Section 4.1 presents a high-level architecture that
Current credential systems do not address credentiabupports fully automated trust negotiation between client
sensitivity. The decision to disclose a sensitive credentialand server. Section 4.2 then introduces an abstract model
to a new service is left up to a user at the client. Moreof trust negotiation. The model is used in Section 5 to
specifically, client-credential submission policies specify formalize and analyze two negotiation strategies.
which credentials can be submitted with any request to a In both architecture and model, each credential is
specified class of service and which credentials requireprotected by a CAP that controls the credential's
explicit authorization before they are submitted. This disclosure based on credentials presented by the other
mechanism requires a user be available to make trushegotiation participant.  Throughout, credentials are
decisions when new service classes are contacted. It doadisclosed only in observance of these CAPs. Citalen
not address how the user decides to trust a service. requests can also be exchanged to guide the credential

In [16], Winslett et al. recognize the potential to use exchange.
server credentials to establish client trust, though they
focused mainly on server trust in clients. They present
detailed mechanisms for clients to submit credentials to  Each of our negotiation participants is represented in
servers. Each service provider establishes a polictrust negotiations by @ecurity agent(SA), as in the
governing access to its resources. Upon receiving asimple negotiations of Ching et al. [5] and Winslett et al.
request with insufficient credentials attached—often the

4. Negotiation Architecture and Model

.1. Trust Negotiation Architecture
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Figure 2. The role of security agents in trust negotiation.

200 Server Site

[16]. The role of the SA is illustrated in Figure 2, which credentials attached to satisfy t8&P, it sends the SGP
depicts the client security agent (101) and the serverto the client SA as a request for client credentials (302).
security agent (201) and several contextual factors thafThe client SA can then select a combination of
each SA considers during negotiation. The client SA credentials that satisfies ttf®GP, and camttach those
manages the disclosure of client credentials (102) and theredentials (304) to a repetition of the original service
server SA manages disclosure of server credentials (202)equest (305).
Like any protected resource, each credential is governed An important issue in this scenario not addressed in
by an access policy (103, 203) that has the same form aprevious trust systems is how to enable the client SA to
a SGP. The CAP identifies crediebs from the other = make independent trust decisions about which credentials
negotiation participant that would unlock disclosure of to provide to an unfamiliar server. O8As use CAPs
the local credential to that subject. (103, 203) when selecting credentials to disclose. If the
The client (10) initiates the trust negotiation by client SA cannot satisfy th&GP by using credéals
making a service request. The client SA intercepts thewhose CAPs are unprotected, it can, asrtbgotiation
request and relays it to the server SA. The service (20) ignstigator, introduce further stages to the trust
accessible only via the server SA. Upon receiving anegotiation by requesting server credentials (303). These
request for service (305), the server SA makes anstages seek to build mutual trust through credential
authorization decision based on the appropriate SGPexchange, eventually to unlock client credentials that
(206). When the client SA is familiar with tf8GP, it satisfy the SGP. Client credeials are unlocked by
can attach appropriate credentials (304) to the servicencoming server credentials (301); however, as an
request so that the service will be authorized. The serveoptimization, the client may also cache and use for this
SA determines whether the credentials that arrive with purpose server credentials ieceived in prior stages
the service request satisfy tI®GP. If the policy is  (104). (The abstract model of trust negotiation
satisfied, the trust negotiation has completextassfully; introduced in Section 4.2 does not capture this
the service is authorized and the request is forwarded t@ptimization.)
the application server, which provides the service to the In each negotiation stage, the active subject responds
client. to an incoming request for credentials either by providing
Initially, the client is unfamiliar with theSGP, so  credentials, by formulating a counter request for
attaching satisfactory credentials to an initial service credentials (302, 303), or both. In some strategies, the
request is impractical. A trust negotiation strategy canclient SA can also repeat one of its previous request (105)
overcome this problem by using mobile policies. When afor credentials that has not yet been satisfied. By
server SA receives a request for service without sufficientexchanging credentials and requests for credentials, the
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two subjects endeavor to establish trust required tocredential expressions. The trust requirement of primary
authorize service. Eventually, either the negotiation concern in this paper is the server’s policy governing
succeeds or the client SA must abandonattempt. The  access to a service: the SGP. However, a client might
negotiation soceeds when the client SAatssfies the also set a trust requirement that it enforces before doing
original SGP by disclosing sufficient unlocked business with a server.
credentials. At the same time, the client SA repeats the A trust negotiation issuccessfulwith respect to a
original service request (305), this time with sufficient server-set trust requirementy, if the client's final
credentials attached (304) to authorize service. disclosure satisfiesy, i.e., sat(Cy, w). A trust
negotiation issuccessfulith respect to a client-set trust
requirementy, if the server’s final disclosure satisfigs

In this section we introduce the abstract model used ini.e., sat(Co+1, ). When it is implicit whetheny is
Section 5 to define and analyze two negotiation client- or server-set, we just say th&i}oo,2n+1) Satisfies
strategies. That abstract model formalizes a trusty. In negotiation strategies where they provide a goal
negotiation as a sequence of credential disclosures thathat focuses the credential exchange, we call trust
alternate between the two participants, optionally requirementsrust targets
augmented by a sequence of credential requests that serve In some trust negotiation strategies introduced in
to guide the disclosures. Section 5, disclosures are guided drgdential requests

The participants in a trust negotiatiame the client  that are also exchanged by the negotiation participants.
and server. Each owns a set of credentials, which weCredential requests are formalized by a sequence of
denote by ClientCreds and ServerCreds, respectively.  credential expressions that accompanies the trust
Access to each credenti@in ClientCreds or ServerCreds is negotiation and that has the same length as the sequence

4.2. Trust Negotiation Model

governed by a policy, denotegbveien(C) OF gOVsener(C), of disclosures. For a given trust negotiatioGi} {0,2n+1)
respectively. If a credential expressign,is satisfied bya  an accompanying sequence of credential requests has the
set of credential€, we writesat(C, ). We writey=y’ form {w}ico.2n+1p

if for all credential set<, sat(C, v) iff sat(C, v'). |If

CcClientCreds and cOServerCreds such that sat(C, 5. Negotiation Strategy

govsener(C)), Or if C=ServerCreds and clCClientCreds such In our trust negotiation architecture, the negotiation
that sat(C, goveien(C)), we write unlocked (c, C). If strategy determines the search for a successful
unlocked (c, 0), ¢ is unprotected Lifting to sets of  negotiation. The strategy controls which credentials are
credentials,C’, we write unlocked (C’, C) if unlocked (c, disclosed, when they are disclosed, and which credentials
C) holds for eacleIC". are requested from the other subject to unlock local
A trust negotiationis formalized by a sequence of credentials. Stcessful trust negotiation is not always
credential disclosures,G}icjo.2n+1) = Co,Ca,-+-,Conss, fO possible. One subject or the other may not possess
some natural number, that alternates between the two Nneeded credentials, or subjects may govern their
subjects, i.e., C,ClientCreds and Cy.,OServerCreds for ~ credentials by policies that, together, impose cyclic

alli, 0 < i <n Each disclosure corresponds to a dependencies. The strategy determines when the
message. The number of disclosures is even, modeling Regotiation instigator—the client in our architecture—
sequence of roundtrips. gives up on a negotiation.

The credentials in each disclosure are required to be Some desirable properties of negotiation strategies are
unlocked by credentials from the other negotiation @S follows. A strategy should lead to a successful
participant in the previous disclosure, which means thatnegotiation whenever one exists; that is, it should be
the first disclosure consists entirely of credentials that arecomplete It should terminate with failure whencaiess
unprotected. That is, we haualocked (Co, ) and is |mpo§5|ble. Ideally, it should avoid dlsclosmg. any
unlocked (Ciq, G)) for all 0< i < 2n. Any disclosure can credentials th.at are not needed for the negotiation to
be empty, provided the subsequent disclosure consists cfucceed.  Fally, a strategy should be reasonably
unprotected credentials. (This possibility is exercised, foreﬁ'c'e”t; We analyzg the extent to which these properties
instance, when modeling client/server interactions where@re satisfied by using the abstract model defined in

the first disclosure is done by the server or the IastSECti.O”.“-z- _ .
disclosure is done by the client.) Within the context of the abstract model, we identify

Both client and server may setist requirementshat each negotiation strategy with a set of trust negotiations.
a trust negotiation may or may not cemed in  'his high level of abstraction focuses our attention on the

establishing.  Trust requirements are formalized by €SSential relationships betweeARs and the disclosures
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and requests that flow between client and server SAs inoptimization, one may choose to have the server return
each strategy. Some practical matters are not formalizedhe SGP asy;. One may modify the eager strategy
here: what is an effective procedure for constructing slightly, making the first two disclosures empty, allowing
counter requests; how to truncate negotiations early wherthe service request and SGP to flow first. After those first
success is impossible; and when do service requests flowvo messages, if the client has unprotected credentials
We discuss these matters informally. that satisfy th&SGP, it discloses them with a repeat of the

This section defines and analyzes two negotiation service request. If the client does not have such
strategies. The first, owagerstrategy, is complete and credentials, it terminates the negotiation without sending
efficient. However, it discloses many credentials any credentials. If the client has satisfactory but locked
needlessly. The second, our parsimonious strategycredentials, it continues the negotiation by sending its
begins by exchanging credential requests, but nounlocked credentials and requesting the server’s unlocked
credentials, exploring (backwards) all possible sequencesredentials, checking at each round whetherSG€ can
of disclosures that lead to the satisfaction of a given trustnow be satisfied with its unlocked credentials.
target. The sequence of requests reaches a request thBventually, either thesGP can be adisfied—in which
can be satisfied by unprotected credentials at exactly theease the client resends the service request along with the
point where the backwards exploration of fruitful required credentials—or the client determines that
disclosure sequences reaches the beginning of the shortesegotiation has failed.
sequences. Starting at that point, the strategy performs a An alternative deployment does not use mobile
credential exchange that is minimal in length and that policies: the SGP is never sent to the client. With each of
makes a locally minimal disclosure at each step. its disclosures, the client repeats the service request, until
Unfortunately, because of limits on the degree of either service is granted, or no new credentials are
cooperation between the two participants in this strategy,disclosed and the negotiation fails.

a globally minimal disclosure is not guaranteed. The strengths of the eager strategy are its simplicity
and the fact that no information about policies or
credentials is disclosed except wher&RS are atisfied.

In this simple strategy, two security agents take turnslts weakness is that it discloses credentials without regard
sending each other every credential they have that igo their relevance to the present negotiation: there is no
currently unlocked. As credentials are exchanged, moreprovision for disclosing on a need-to-know basis.
credentials become unlocked. The client terminates
negotiation when itaceives a set of cred#ls from the
server that it has already received (no new crigalsh or Eager negotiations begin exchanging credentials
the set it receives unlocks no new client crédén essentially immediately. They make little or no use of

Definition. A trust negotiation, €} injo,zn+13 iS in the credential requests, since all unlocked credentials are
eager strategyif each C; is the maximal set such that disclosed without regard for those requests. This section

5.1. An Eager Strategy

85.2. A Parsimonious Strategy

unlocked (Co, O) and unlocked (Ciyq, C) for all 0< i < 2n defines and analyzes thgarsimonious strategywhich
andCy, = C for all 0 < i < 2n-2. We call any differs from the eager strategy in these respects. An
negotiation in the eager strategyeager negotiation intuitive explanation prcedes the fonal definition. The

The strategy is reasonably efficient: the number of numbering in that intuitive explanation corresponds to
credential exchanges is bounded by the number ofthe numbering in the formal definition below.
credentials each participant has. A tighter bound is the1l, Requests are exchanged to guide the negotiation
length of the longest chain of dependencies among toward satisfying a particular trust target, A trust

credentials possessed by the two participants. target is a specific credential expression, such as a

Claim 1 (Efficiency of eager negotiation The SGP or a trust requirement set by the client. To
length, 21+2, of any eager negotiationCginjo,2n+1; iS at simplify the presentation, we assume the trust target
most Zmin(|ClientCreds|, ServerCreds]). is a SGP. The specifiion and ensuing results can

Claim 2 (Completeness of eager negotiatjonFor easily be generalized to cover the case of a trust target
any credential expressiony, if there exists any trust set by the client as well. Under this assumption, the
negotiation satisfyingy, then there exists an eager first credential request from the server is the trust
negotiation satisfyingy. target.

For a given target credential expression, such as the. When and if a request is sent that can be satisfied by
SGP of the service, it is not always necessary to perform unprotected credentials, those credentials are
an entire eager negotiation. To facilitate this disclosed in the next stage.
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To be aparsimonious negotiation with respect to the trus
target w, a trust negotiation, Gi}igp2n+1; Must be

accompanied by a sequence of credential requests
{w}icp2nsyand must satisfy the following:
1.
2.

. Each successive credential request is derived from its

. After a request is satisfied by a disclosure of

. As mentioned above in point 2, when and if a request

. Initial credential disclosures are all empty, until a i, 2<j <2k (if any). Ifkis odd, we require.; =

credential request occurs that can be satisfied by . for oddj, 1<j < 2n—k (if any).

unprotected credentials. If no request is ever sent thab. If k < 2n+1, we require tha€,., = C, and for allj, 1<
can be satisfied by unprotected credentials, the j < 2n-k, (if any) Ci.y is @aminimal set satisfying
negotiation terminates without disclosing any sat(Csjras Wiei)-

credentials. In the following discussionClientCreds, ServerCreds,

OVeiient, aNAgovsener are fixed but arbitrary.

Claim 3 (Determinacy of Requests in Parsimonious
Negotiatio): Given two different parsimonious
negotiations with the same trust target and with
associated credential requests given py}ifjo,2n+1 and
J¥'}ioozmay we havey =y for alli, 1<i <k, wherek
is either the least index such that can be satisfied by
unprotected credentials,n21, or Zr+1, whichever is
least.

Claim 4 (Correctness of Parsimonious Negotiatipn

is sent that can be satisfied by a set of unprotecteoLet {Gliozny be a parsimonious _negotiation W.ith
credentials, aminimal such set is disclosed in the respect to trust targey with associated credential

next stage. Each successive step also discloses FAUESts given byyi}ico.2nay I there exisk andC with
minimal credential set that satisfies a credential 1 < K< 2n+1 and € < ClientCreds or C < ServerCreds)
request, working backwards through the requests thaSuch thatsat(C, i) and unlocked (C, U), then there
occurred thus far. The client, which drives the €XiStS a parsimonious negotiationCgic2my that
negotiation, will have recorded each of the requestsSatisfiesy and that is the same a6 21y €xcept for
that has flowed. It refers to requests it received from POSSibly being longer.

the server when selecting credential disclosures; it Claim 5 (Completeness and Efficiency of
resends the requests it sent to the server, as outlinefarsimonious Negotiation If there exists a trust
in point 5 above. Each disclosure unlocks the next,negotiation that satisfieg, then (1) every sufficiently

until a disclosure satisfying the original trust target is |0Ng parsimonious negotiation with trust targetalso
unlocked. satisfiesy and (2) no parsimonious negotiation with trust

target ¥ has length greater thanxmin(|ClientCreds|,
t [ServerCreds|).

Any deployment of the parsimonious strategy should
take advantage of the fact that, if a successful negotiation

predecessor in a manner that makes satisfying that
request a necessary and sufficient condition for a
disclosure to unlock credentials that satisfy the
predecessor.

unprotected credentials, the client then resends it
prior requests, going through them backwards, at the
same time disclosing appropriate credentials to
unlock solutions to those requests.

Definition. Let the target credential expressionyhe

éxists, the initial exchange of credential requests will
encounter a request that can be satisfied by unprotected

V=Y. credentials within the first @ requests, wheren =

If there exists &, 0 < < 2n+1, and aC, C < (ClientCreds|. If such a request has not occurred, the

ClientCreds or C < ServerCreds, such thatsat(C, ) negotiation should be terminated.

andunlocked (C, ), then letk be the least sughand An issue faced deploying this strategy is effective

fix C to be aminimal correspondingC. Otherwise,  derivation of credential requests that satisfy the

letk = 2n+1. requirements stated in the construction. As long as the

For alli, 0<i<k, C=10. credential language is able to represent logical “and” and

For alli, 0<i <k, w; and yi.; have the following  “or,” these counter requests can be constructed. A “brute

relationship: force” approach constructs counter requests as follows.
For allC, with respectivel\C < ClientCreds or C < (A more efficient approach for the credential expression
ServerCreds, we havesat(C, i.,) iff there exists a language presented in Section 6 can be constructed. It is
C’, with respectivelyC’ < ServerCreds or C' < not presented here due to space constraints.) Assume
ClientCreds (opposite ofC), such thatsat(C’, y;) that A andV/ denote “and” and “or,1i.e., that for allC,
andunlocked (C’, C). we havesat(C, A{wo, w1, ..., wn)) iff sat(C, ;) for each

Prior client requests (which have even indexes) arej 1 _j < m andsat(C, V{wo, w1, ..., wad) iff sat(C, w)

replayed. Ik is even, we requir@i.; = v\ for even  for somei, 1<i <m. Counter requests can be computed
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by the server from the incoming request by using 6. Credential Expression Languages
countersener(i) = V{g0oVeene(C) | sat(C, w)}, where
govsener(C) = A{govsener(C) | cOC}. Counter requests can
be computed analogously by the client.

Example. We illustrate the parsimonious strategy by
ignoring several issues. We ignore the fact that

\(;\r/edier;]tlarllstsreinfubm:ttetd V;"th S;Jppo(;tm? fred\ilm'als'complexity of authenticating strangers by using
€ 1ghore the intérnal structure of credentials. € US€ redentials obtained for other purposes. Deriving

an unrealistic creden'ti.al expreesion language that treat?elevant properties from such credentials requires care
credenna_ls as propositional variables. and expertise. It is important to separate this task from
Let ClientCreds={a, b, c, d, ServerCreds={x, that of defining access requirements for individual
goveien={a, b, C-X, doy}, and govsene={x~avb, services and credentials. For this reason, our credential
y~avb}. In the exchanges, we useto represent values  gynression language comprises two parts, separating
that are not determined or used by the parsimonious hentication from authorization. For authentication,
negotiation. Recall thay, represents the trust target—  redentials are mapped to roles: for authorizatiooess

Credential expressions could specify combinations of
credentials directly, for instance by representing
credential requirements aBoolean combiations of
specific credentials. However, by layering levels of
abstraction, we aim to provide a basis for overcoming the

an. SGP: Vo=t _l//l:(ai\d_)\/((z\b)’ WamXVy, ys=avb, requirements are expressed as combinations of roles.
Ya=XVY, Ws=L, Ye=L, =L, Ci=d, C=0, C=0, Cs=I, The language we present is incomplete and not a
C={a}, C={x}, G={bg, C;=L. The total set of formal language-design proposal.  However, two

credentials disclosed by the client in this negotiation is language features, introduced and discussed in this
not minimal, because the client could have disclds&d  section, make or reiterate important points that will guide
C, instead of. However, if the client had tried this, the fyrther work in this area. First, role attributes enhance
server c_howe irCs _could instead have been to disclose expressiveness.  Second, the monotonic relationship
{y}, forcing the client to disclosea{d} in Cs, which  petween credentials andcess is essential in any context
again is not minimal. This example illustrates the \yhere a subject can withhold disclosure of its own
difficulty of devising a negotiation strategy in which the redentials.
two participants cooperate in exchanging a globally  Thjs section presents ouRole-based Authorization
minimal set of credentials. Language (RAL) used in the example negotiation
5.3. Hybrid Strategies presented in'Section 7. Aeruthori'zation polieydefined
in RAL consists of arole-constraint expressionwhich

This section sketches informally an approach to expresses requirements for access to the service or
combining eager and parsimonious strategies in an efforcredential that it governs. These requirements are
to use each with the credentials for which it is better expressed in terms of roles of the subject seeking access.
suited. CAPs can be made two-part, comprising not onlyThese roles are defined by authentication policy
a credential expression, but also a flag to select betweeRyritten in our Property-based Authentication Language
parsimonious and eager disclosure. A credential flaggeqPAL), which is also presented in this section. A PAL
for eager disclosure would be disclosed freely to all sitesauthentication policy assigns a subject to roles based on
that present credentials that satisfy the credential-subject properties derived from credentials owned by the
expression component of its CAP.  One flagged subject and from the roles of the issuers of those
“parsimonious” would be disclosed only as part of a credentials. This assignment is independent of the
locally minimal exchange and aeessful negotiation. A question of the subject’s access to the service. Thus, a
hybrid strategy begins with a phase that uses an eagepAL role is not a capability, but represents a derived
strategy to attempt to negotiate using only credentialsproperty of the subject.
flagged for eager disclosure. If success is possible using Section 6.1 introduces PAL, which maps credentials to
just those credentials, the negotiatioscgeds during the  roles. Section 6.2 then introduces RAL, which uses those
eager phase. If not, phase two uses a parsimoniousoles to define access requirements. Section 6.3 discusses

strategy to attempt to establish trust by using all the significance and impact of supporting role attributes.
credentials. Phase two takes advantage of credentials

exchanged during phase one. In a hybrid negotiation, thé-1. Property-based Authentication Language

client determines when phase one has completed A pAL authentication policy defines one or more
unsuccessfully and phase two begins.  The clientigles. A role is a property of subjects defined in terms of
indicates in each request to the server which strategy it ighe credentials they possess and the attribute values of

currently employing. those credentials. The notion of assigning subjects to
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hasCredit(Amount) ~ LetterOfCredit : credit,
creditor(LetterOfCredit.issuer), Amount = LetterOfCredit.amount.
creditor « Creditor : creditor, self(Creditor.issuer).
knownClient() — Ref : reference, self(Ref.issuer),
Ref.relationship = “shipping client”.
knownClient() —~ Refl : reference, Ref2 : reference,
Refl.issuer # Ref2.issuer, shipper(Refl.issuer), shipper(Ref2.issuer),
Refl.relationship = “shipping client”, Ref2.relationship = “shipping client”.
shipper() — Ref : reference, self(Ref.issuer), Ref.relatiship = “shipper”.
shipper() —« Refl : reference, Ref2 : reference, Refl.issue# Ref2.issuer,
knownClient(Refl.issuer), knavnClient(Ref2.issuer),
Refl.relationship = “shipper”, Ref2relationship = “shipper”.

Figure 3. Six PAL Rules

roles based on credentials goes back to Bina et al. [1]. IrRoles, credential types, and credential attributes have
Seamons et al. [13] policies are Prolog programs.names that start with lowercase letters.
However, with the exception of a few features, PAL is  Within a given rule, the subject being categorized
based on the Trust Policy Language (TPL) of Mass et al.owns each credential denoted by a credential variable in
[10]. TPL introduced two intertwined innovations, which that rule. The rule states that the subject can authenticate
we adopt: the role is TPL’'s sole procedural abstraction;to the rolerole with role attributesAttributes if the
TPL assigns a role not only to the submitting subject, butsubject owns a combination of credentials of the
also to each owner of one of the supporting credentials. designated types such that each of the rule’s requirements
PAL's role attributes enhance TPL, as discussed inholds. These requirements are of two kinds. The first
Section 6.3. PAL also differs from TPL in that roles are requires that the issuer of a credential belongs to a given
monotonic functions of credentials: disclosing more role. Such arssuer-role constrainis an application of a
credentials cannot decrease the roles to which a subjeatole to a credential-issuer key and role attribute variables,
authenticates. This is a requirement in trust negotiationand is illustrated by role;(CredentialVar.issuer,
because subjects have control over the credentials thewttributes;). Note that the subject key is identified
disclose, but not the credentials they obtain. explicitly in role applications that appear in a rule body.
For presentation purposes, we give PAL a conciseEach credential variable must appear in exactly one
notation derived from syntax of constraint logic issuer-role constraint. The second kind of requirement is
programming languages. A PAL role is a user-defined a general constrainion the attributes of the credentials
predicate over the public keys of subjects. Role attributesand roles appearing in the rule. These are typically
take the form of additional parameters. A PAL relational expressions, using operators such as and
authorization policy consists of a set mfles each of <. Although not specified in this paper, user defined

which has the following form: functions and operators may also be used. In addition to
role(Attributes, ...) ~ CredentialVar : imposing requirements on the credentials denoted by the
credentialType, ..., credential variables, general constraints serve to define
role;(credentialVar.issuer, Attributes;), ..., the attributes of the role in the rule head.
credentialConstraints, .... Figure 3 shows six PAL rules. The first rule defines

Theheadof the rule, to the left of the arrow, consists of a one way a subject can be shown to be inhhsCredit
single role, applied to an implicit subject key and to zerorole. If the full authentication policy contained other
or more explicit role attributes, illustrated here by rules that definechasCredit, those rules would state
Attributes. Together, the rules with the same role in other ways to authenticate to the role. The rule here
their head define that role. Thieody of the rule states that a subject is in thasCredit role if it owns a
comprises the portion of the rule to the right of the arrow. credit credential issued by a subject in #reditor role.
One or more credential variables are introduced, each byrhe rule also states that role attribut®mount, is

a variable type declaration, as illustrated by defined by credential attributamount.

CredentialVar : credentialType. The attributes of a To be satisfied, the rule must be evaluated in the
credential are denoted with the syntax presence of theredit credential mentionedbave, as
CredentialVar.attribute. Credential variables and role well as credentials, owned by theedit credential's
attributes have names that start with capitol letters.issuer, that satisfy a rule defining tbeeditor role. The
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type =creditor type =LetterOf Credit
issuer = Selfkey issuer = entityAKey
owner = entityAKey —p> owner = entityBKey
amount = $10,000

Credential 1 Credential 2

Figure 4. A chain that proves subject A is in the creditor role and subject B is in the
hasCredit role, as those roles are defined in Figure 3

reputation(Rating) —~ Membership : businessOrgMember,
businessOrganization(Membership.issuer), Rating = Membership.rating.
businessOrganization(} ....
clientWithAccount(AccountNumber) ~ Account : account,
self(Account.issuer), AccountNumber = Account.number.
newShippingdient(Pickup, Delivery) ~ Destiniation : contract, Warehouse : lease,
knownBusiness(Destination.issuer), warehouseOwner(Warehouse.issuer),
Pickup = Warehouse.location, Delivery = Destination.deliveryLocation.
knownBusiness(} ....
warehouseOwner(}- ....

Figure 5. Role definitions that, together with those in Figure 3, compose the example’s
authentication policies. We present the authentication policies defined by the client and the
server together here, as some rules are used by both subjects. Note that three rules are
incomplete. Their content and the credentials needed to satisfy them are elided from the
example presentation to save space.

second rule shown in Figure 3 is such a rule. It states o
that a subject is in thereditor role if it owns acreditor 6.2. Role-based Authorization Language
credential issued by a member of gudf role. Theself This section introduces the Role-based Authorization
role is unlike other roles. It is predefined and its sole Language (RAL). A RAL authorization policy comprises
member is the owner of the policy, referred tsald A a role-constraint expression, together with a PAL
credential issued by the policy owner issalf-signed  authentication policy defining each role used therein. A
credential as introduced by Mass et al. Unlike other role-constraint expression is a logical formula consisting
credentials, self-signed credentials are part of anof role applications and attribute constraints combined
authentication policy; they define the valid roots of all with the logical connectives AND and OR. (These
credential chains. A chain of credentials that supportsconnectives give exactly the monotonic formulas
membership in thhasCredit role is shown in Figure 1 discussed above.) A role apglion consists of a role

By making use of the TPL notion of role as a name applied to a subject (in the example, just one of the
procedural abstraction mechanism, an authorizationreserved wordsClient or Server) and role attribute
policy can trace chains of unbounded length [10]. Rulesvariables. Attribute constraints are arbitrary constraints
3 through 6 in Figure 3 define two roldsyownClient on the role attributes appearing in the rule. An
andshipper. A subject is in th&nownClient or shipper authorization policy that governs a service may also use
role if it has a corresponding self-signedference service parameter names in these constraints. As in PAL,
credential from the policy owner. A subject is also in the user defined functions may be used.

knownClient role if it has a reference from tvahipper Example. The following authorization policy could
members. Similarly, a subject is also in gigpper role govern a request for a service that schedules shipping.
if it has a reference from twaownClient members. The parameters of the request dP&ckuplLocation,

To summarize, an authentication policy has three Destination, andTons.
parts: a set of rules, a set of self-signed credentials, and a  hasCredit(Client, Amount) AND

set of user defined functions. In this paper we generally Amount = Tons x
exhibit only the rules. However, in any mobile policy, all costPerTon(PickupLocation, Destination)
three parts must flow. This policy requires that the client be in thesCredit

role with theAmount attribute value at least sufficient to
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clientwithAccount(Client, AccountNumber) OR
(reputation(Client,Rating) AND Rating O {good, excellent} AND
(knownClient(Client) OR
(newShippingdient(Client, Pickup, Delivery) AND
PickupLocation = Pickup AND Destination = Delivery)) AND
hasCredit(Client, Amount) AND Amount=TonsxcostPerTon(PickupLocation, Destination))

Figure 6. Policy governing the service, “Schedule Shipping.” Parameters of the service request
include: PickupLocation, Destination, and Tons.

type = contract type = reference
deliveryLocation = Vancouver, BQ relationship = shipper
issuer = Widget Outlet issuer = manufacturer 1.
owner = Acme Widget owner = Al Shipping
Contract Ref-1
type = lease type = credit type = reference
location = Hong Kong amount = $15,000 relationship = shipper
issuer = Port of Hong Kong issuer = Mattress issuer = manufacturer 2.
owner = Acme Widget Bank owner = Al Shipping
Warehouse owner = Acme Widet Ref-2
type = businessOrgMember type = businessOrgMember
rating = excellent rating = good
issuer = Better Widget Bureay issuer = Intl. Shippers Assoc.
owner = Al Shipping owner = Al Shipping
B-Ora-C B-Ora-S
Client Credentials Server Credentials

Figure 7. The credentials owned by each negotiation participant. Each credential is labeled
by a name used to refer to it in the example.

pay the cost of the desired shipping.  The function different credentials in a chain to be compared. For
costPerTonis user defined. instance, they could be used to compare attributes of a
When an authorization policy is combined with an credential owner with attributes of the credential’s issuer.
authentication policy that defines all the roles it uses, theSecond, role attributes can be used to keep track of and to
two together define a set sblutions Each solution is a  bound the length of a credential chain. Consider the
minimal set of credentials that proves that the subject inshipper role defined in Figure 3. While it is very
guestion (client or server) belongs to the required rolesconvenient to let shippers and shipping clients vouch for
with the required attributes. each other, as the number of subjects in a chain goes up,
. the policy writer's confidence in the last subject’'s role
6.3. Role Attributes may go down. An attribut&ZhainLength, can be added
The association between attributes and roles enableto each ofshipper andknownClient. By initializing it
the policy writer to make credential attributes, exported to zero in the rules that use self-signed credentials, and
as role attributes, available in authorization policies. incrementing it in each of the (mutually) recursive rules,
This enables authorization to depend on attributes—suctthe length can be computed. An authorization policy can
as credit line, rating, or age—without the inconveniencethen easily impose an upper bound on the length of
of defining special purpose roles that impose the acceptable chains.
constraints within the authentication policy. .
Role attributes also have at least two other advantagez . Example Negotiations
in the context of TPL-style role definitions. First, by  This section presents two example trust negotiations
exporting credential attributes, they enable attributes ofpased on the eager and parsimonious strategies. In the
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Client Credential &cess Policies:
Contractc = shipper(Server) AND reputation(Server, Rating) AND Rating {good, excellent}
Creditc = reputation(Server, Rating) AND Rating O {good, excellent}
Warehouse; = shipper(Server)
B-Org-Cc =true
Server Credential écess Policies:
Ref-15 = reputation(Server, Rating) AND Rating O {good, excellent}
Ref-25 = reputation(Server, Rating) AND Rating O {good, excellent}
B-Org-Ss = true

Figure 8. The CAPs that govern each credential in the example. Only the authorization portion of
each policy is shown. The authentication portion comprises the relevant rules from Figure 3 and
Figure 5. The policy by which the client and server, respectively, govern a credential is designated
by the credential's name with subscript C and S, respectively.

Roles defined bthe client that the server can authenticate [to

p shipper

V rentitation

Contract Warehouse Credlt BeEIr: B-Org-S, Ref-1 Ref2

& reputation /
hasCredit

newShippingClient

Roles defined bwthe server the client can authenticate|to

Figure 9 A graph showing the client’s credentials to the left and the server’s credentials to the right.
Incoming arcs to the credentials show the dependency to roles the credential owner can
authenticate to using the credentials. Outgoing arcs show the dependency to roles that govern
access to the credential. Credentials with no outgoing arc are freely available. Only the roles
actually used in the example negotiation are shown.

examples, a negotiation is undertaken to authorize on-<credentials, one owned by manufacturer 1 and one by
line scheduling of shipping services by a small, fictitious manufacturer 2, both withrelationship = “shipping
widget manufacturer, Acme Widget. The negotiation client”.
successfully establishes the trust required to authorize the Figure 6 presents the authorization policy that governs
service request and schedule shipping. the service requested. Figure 7 shows the client and
Figure 3 and Figure 5 present the role definitions usedserver credentials. Figure 8 shows th®P€ of each of
by the authentication portions of tI&&P and CAPs, as those credentials. Figure 9 shows the dependencies
well as the requests for credentials that may flow duringbetween credentials, roles governingcess to those
the negotiation. To save space, we list each rule onlycredentials, and credentials that authenticate their owner
once, although it may have to appear in several places iro a given role.
the various policies and requests. Although not shown, For the negotiation based on the eager strategy, the six
the authentication policies includecessary self-signed stages of the negotiation are described below. Following
credentials. In particular, the server’'s authentication the initial request for service in stage 1, each stage shows
policies that definecreditor also include a self-signed the unlocked credentials that are disclosed.

creditor credential owned by Mattress BanlSimilarly, Stage 1. Client sends (via client SA) request to
the client's authentication policies that define schedule shipping 5 tons of cargo.
knownClient also include two self-signedeference Stage 2. Server SA sendB-Org-S to client.
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Stage 3 Client SA repeats request to schedule Identity is not a useful basis for our aim of establishing

shipping and send3-Org-C, Credit to server. trust among strangers. Property-based credentials were
Stage 4. Server SA send3-0rg-S, Ref;, andRef,. introduced by Bina et al. to incorporate the binding of
Stage 5.Client SA repeats service request and sendsarbitrary attributes. Trust establishment between

B-Org-C, Credit, Contract, andWarehouse strangers can be based on the properties of the subjects
Stage 6. Server SA receives service request and Without requiring familiarity with the actual subjects.

authorizes it, as attached credentials satishB@BE. Systems have emerged recently that use property-based

For the negotiation based on the parsimoniouscredentials to manage trust ieogntalized, distributed
strategy, the eight stages of the negotiation are describe@ystems [6][10][13][16]. =~ Capability-based systems
below. For each stage where an incoming request forl2][3][4][18], discussed further below, manage delegation
credentials iseceived, the description shows the solution of authority to operate on a particular application.
to the request (a list of local-site credentials) that is Capability-based systems are not designed for
selected by the SA. Credentials that are locked appeagstablishing trust between strangers, since clients are
underlined in the solution. Counter requests combine thedssumed to possess credentials that authorize specific

CAPs of these locked credéads actions with the application server.
Stage 1. Client sends (via client SA) request to Winslett et al. [16] focus on establishing trust between
schedule shipping 5 tons of cargo. strangers. They present an architecture for using
Stage 2. Server SA returns the SGP. credentials to authorizeceess to distributed resources.

Stage 3 Client SA’s solution to incoming request: Client and server security assistants manage both the
Contract, Warehouse Credit. Outgoing request for ~credentials and the policies governingess to sensitive

credentialsreputation(Server, Rating) AND Rating e resources. They emphasize the need for credential and
{good, excellent}AND shipper(Server). policy exchange with little intervention by the client.
Stage 4. Server SA’s solution to incoming requeBt: ~ Séamons et al. [13] continue in this vein, developing
Org-S, Ref;, Ref,, Outgoing request for credentials: policies. writtep in Prolog that use credentials and
reputation(Client, Rating) AND Rating e {good, credential attributes to authenticate clients to roles that
excellent}. have attributes, which can be used in authorization
Stage 5. Client SA’s solution to incoming reques: decisions. This work addresses credential sensitivity by

Org-C. Outgoing request for credentials (repeating using mobile policies to support private client selection of

request sent in Stage 3)eputation(Server, Rating) credentials to submit for authorization.

AND Rating « {good, excellentAND shipper(Server). Johnston et al. [6]. use both attribu'tt.a certiﬂqates
Outgoing credentials (which solve the request sent by(property—based credentials) and use-condition certificates
server SA in Stage 4B-Org-C. (policy assertions) to determine access control. Use

condition certificates enable multiple, distributed
stakeholders to share control over access to resources. In
their architecture, the policy evaluation engine retrieves
the certificates associated with a user to determine
whether all use conditions are met. The certificates are
assumed not to be sensitive.

The Trust Establishment Project at the IBM Haifa
Research Laboratory [10][11] has developed a system for
establishing trust between strangers according to policies
that specify constraints on attribute-contents of public-key
8. Related Work certificates. Servers use a collector to gather supporting

) L .. credentials from issuer sites. The system assumes that
Credential-based authentication and authorization .roqentials are not sensitive. The companion Trust

systems can be divided into three groups: identity—basedF,O”Cy Language (TPL) is a special-purpose logic
property-based, and capability-based systems. Theprogramming language, with XML syntax, that maps
original, public key certificates, such as X.509 [19] and cerfificate holders to roles. TPL policies also map the
PGP [17], simply bind keys to namesithough X.509  jsquers of each supporting credential to a role. These
version 3 certificates later extended this binding 10 (jies can be used by existing role-based access control
general properties). Such certificates form the foundationmechanisms. The example negotiations presented in

of identity-based systems, which authenticate a subject'sgaction 7 use a simplified language based on TPL.
identity or name and use it as the basis for authorization.

Stage 6. Server SA’s solution to incoming requeBt:
Org-S, Ref;, Ref,, Outgoing request for credentials:
None. Outgoing credential83-0Org-S, Ref;, Ref,

Stage 7. Client SA repeats service request from Stage
1, attaching credentials that solve {8&P sent by the
server SA in Stage 2. Outgoing credenti@entract,
Warehouse Credit.

Stage 8. Server SA receives service request and
authorizes it, as attached credentials satisfStBE.
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The capability-based KeyNote system of Blaze et al. The parsimonious strategy conducts a minimal-length
[2][3][4] manages delegation of authority. A KeyNote exchange in which each disclosure is a locally minimal
credential is an assertion that describes the conditionset. It does this by conducting an exchange of credential
under which one principal authorizes actions requestedrequests that in effect considers every possible successful
by other principals. Apolicy is also an assertion that exchange. It remains open how to ensure that the union
delegates authority on behalf of the associated applicatiorof each participant’s disclosures is minimal. Achieving
to otherwise untrusted principals. Thus an application’s global minimality remains a goal.
policy defines the root of all delegation chains. KeyNote  The strategies presented here assume that both
credentials express delegation of authority in terms ofparticipants cooperate in using the strategy. Further
actions that are relevant to a given application. KeyNoteresearch is required to determine whether and how that
policies do not interpret the meaning of credentials for assumption can be relaxed. A parsimonious negotiation
the application. This is unlike policies designed for use guarantees locally minimal credential disclosure only
with property-based credentials, which derive roles from when both parties “bargain in good faith.” This means
credential attributes, or otherwise bridge the divide that each SA assumes the following about the other SA.
between the application and credentials that were issuedWhen the other SA responds to an incoming request by
for unrelated purposes. The IETF Simple Public Key issuing a counter request, if that SA subsequently
Infrastructure [18] uses a similar approach to that of receives creddials that satisfy the counter request,
KeyNote by embedding authorizations directly in together with a repetition of the original request, it will
certificates. return credentials that satisfy that original request. One

SSL [6], the predominant credential-exchange advantage of a hybrid negotiation strategy, such as the
mechanism in use on the web today, and its successoone sketched in Section 5.3, is that the eager phase could
TLS [6][7], support credential exchange during client be used to establish trust that the other negotiation
and server authentication. There is no opportunity for partner will bargain in good faith before entering a
the server to authenticate any information about the clientparsimonious negotiation.
before disclosing the server's credential. That is, Further research is also needed in dimensions of
sensitive server credentials cannot be protected.credential-governing policy that determine or influence
Furthermore, if the credential disclosed by the server doesegotiation strategy. In addition to the credential
not satisfy the client, the client has no opportunity to expression whose satisfaction unlocks credential
request additional credentials from the server. Thisdisclosure, additional policy content may assist in
presents a serious problem when the client and server ardetermining credential disclosures and requests. Two
strangers: it is unlikely that any single issuer would be anorthogonal issues that a credential-governing policy
acceptable authority oall server attributes of interest to might address are as follows. The first is whether
all potential clients. voluntary credential disclosure is permitted whenever the

. credential is unlocked or whether the credential must first
9. Conclusions and Further Work be explicitly requested (presumably implying that its

We have presented a model and an architecture fordisclosure is necessary for successful negotiation). The
incrementally establishing mutual trust between clients second is whether it is permitted to issue counter requests
and servers. The architecture solves the problem ofvhen the credential is requested, potentially disclosing
establishing trust sufficient to allow disclosure of that the credential is held without disclosing the
sensitive credentials that must be exchanged to authoriz€redential itself. The hybrid strategy presented in Section
application-level operations. 5.3 assumes that each credential either can be voluntarily

We have discussed two negotiation strategies, onedisclosed or can have a counter request issued in an effort
eager and one parsimonious_ The eager Strategyo unlock it. A natural generalization captures the other
negotiates efficiently, sceeding whenever possible. It two possibilities: that a credential (1) camth be
does not exchange credential requests, or otherwis@/oluntarily disclosed and have counter requests issued
attempt to minimize credential disclosures. There is anand (2) canneither be voluntarily disclosed nor have
advantage in this: credential requests can disclosecounter requests issued. It seems intuitive that some
sensitive information. Credential requests exchanged incredentials would naturally fall into each of these
the parsimonious strategy can reveal a great deal abougategories, based, for instance, on whether possession or
which credentials—and properties—a subject has.contents of the credential were more sensitive, and the
Although the eager strategy may reveal a credentialreasons for the sensitivity.

unnecessarily, it does so only in accordance with the The potential impact of these policy concepts on
CAP. hybrid negotiation strategies needs to be examined
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