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Abstract

We envision knowledge management systems as a plat-
form facilitating the extraction, storage, retrieval, in-
tegration, transformation, visualization, analysis, dis-
semination, and utilization of knowledge. We present
a system framework for secure knowledge manage-
ment systems which, in addition to implementing the
functionality of knowledge management and provid-
ing standard security mechanisms such as access con-
trol, possesses three new features: privacy-preservation
which should be ensured in a knowledge-extraction pro-
cedure, breaching-awareness which should be taken into
consideration in the knowledge-dissemination proce-
dure, and abuse-accountability whereby an abuser (typi-
cally an insider) or the abusers can be held accountable.
We explore this framework by elaborating on its compo-
nents and their relationship to existing techniques such as
database, cryptography, data mining, and machine learn-
ing. We also identify a number of challenging problems for
further research.

Keywords: knowledge management, knowledge extraction,
knowledge breaching, abuse accountability, security, pri-
vacy

1. Introduction

1.1. Motivation

The advancement in networking, storage, and proces-
sor technologies has brought in an unprecedented amount
of digitalized information. To effectively utilize such infor-
mation, organizations use Database Management Systems
(DBMSs). While it is well accepted that data (i.e., raw data,
or dataset) has become a vital asset of its owner organi-
zation, what is perhaps more important and useful is the
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knowledge1 hidden in the data. For this reason, knowledge-
extraction technologies such as data mining and machine
learning have been developed to make it feasible to “re-
fine" large volumes of raw data into succinct knowledge
that can be directly utilized in decision-making applica-
tions. However, knowledge extraction has so far typically
been performed on the dataset of a single organization. This
paradigm imposes a significant limitation on its usefulness
because it does not take into consideration the knowledge
hidden in datasets owned by other organizations (even com-
petition rivals), which could be even more useful.

In order for multiple organizations to share the knowl-
edge hidden in their datasets, they can simply put their
datasets together and then perform the desired knowledge
extraction tasks. However, such a sharing at the data level is
likely prohibited for a variety of reasons such as policy/law
regulations. A more promising approach is for them to ex-
tract knowledge out of the joint dataset while minimizing
the exposure of their own datasets to the others; for exam-
ple, privacy-preserving multi-party data mining has been
known for some time. In this paper, we move a step forward
by exploring a flexible knowledge management2 framework
that not only fulfills a set of necessary functionalities of
multi-party knowledge extraction, but also deals with var-
ious security issues (including privacy-preservation).

1.2. Our Contributions

We argue the need for a systematic investigation on
Knowledge Management Systems (KMSs). A KMS is a col-
lection of collaborative software components that collec-
tively provide the functionality needed to perform the tasks
of knowledge management. We believe that a flexible KMS

1 In this paper, we use the term knowledge to refer to knowledge mod-
els, such as decision trees, association rules, or neural networks, that
are extracted from raw data and expressed in a certain knowledge rep-
resentation language such as the Predictive Model Markup Language
(PMML) proposed by the Data Mining Group[5].

2 In this paper, knowledge management means the methodology for sys-
tematically extracting and utilizing of knowledge.



should facilitate the distinction between the knowledge-
extraction processes in which knowledge-extraction algo-
rithms are applied to discover knowledge hidden in the
data, and the knowledge-dissemination processes whereby
the discovered knowledge can be utilized. This is necessary
for many applications such as those involving collaborating
software agents of different organizations, since it is natural
to have an agent collect data into a database, a second agent
extract knowledge from the collected data and store the re-
sult in a knowledge base, a third agent use the extracted
knowledge to make a decision, and yet another agent act on
the decision.

We initiate the investigation of a specific system frame-
work for knowledge management systems. The framework
is called Privacy-preserving and Breaching-aware Knowl-
edge Management (PBKM). We envision a PBKM as an
analogy to a DBMS, and should facilitate the following
functionalities: (1) the extraction of knowledge from ex-
isting database and/or knowledge-base systems using some
knowledge extraction (e.g., data mining) algorithms; (2) the
storage, retrieval, integration, transformation, visualization,
and analysis of extracted knowledge structures (e.g., deci-
sion trees, association rules, neural networks); and (3) the
utilization of extracted knowledge through dissemination
services. Moreover, a PBKM should specify, besides tradi-
tional security requirements such as authorization, authenti-
cation, and access control, three new security requirements:
(1) privacy-preservation meaning that the knowledge ex-
traction process should not compromise the privacy of the
source data, (2) breaching-awareness meaning that a sys-
tem policy regarding knowledge dissemination must take
into account the seemingly inevitable knowledge breach-
ing in the process of knowledge utilization, and (3) abuse-
accountability meaning that the system should be able to
identify and track down the abuse of knowledge so that the
abusers can be hold accountable.

2. The PBKM Framework

PBKM is a system framework of secure knowledge man-
agement which enables loosely-coupled autonomous soft-
ware systems to collaborate for the extraction, storage, dis-
semination, and utilization of knowledge. In the following,
we explore PBKM by specifying the system model, adver-
sary, and security requirements.

2.1. A System Model

As shown in Figure 1, at the heart of the PBKM is a
Privacy-preserving and Breaching-aware Knowledge Man-
agement System (PBKMS), which takes datasets and rules
as input, extracts knowledge from the datasets (possibly
with the help of the input rules), manages the extracted

knowledge, and provides knowledge to knowledge con-
sumers. All entities involved in this framework including
those components inside the PBKMS are autonomous soft-
ware systems.

Although PBKMS could be a centralized system, we be-
lieve that most useful instances are typically distributed.
Thus, without loss of generality, we explore the model with
an emphasis on its distributed nature.

Input to PBKMS An input dataset may contain data of
any type. For example, an input can be a set of struc-
tured data from database or data warehouse systems,
text/multimedia documents from information reposi-
tories, or web pages. The input rules may also be of
various types, such as production rules found in typ-
ical expert systems or derivation rules in some logic
languages. These rules may be extracted through a
knowledge engineering or an automatic learning pro-
cess, and be used by knowledge extractors in the pro-
cess of knowledge extraction (e.g., a rule-based infor-
mation extraction during the preparation of datasets
for mining). In Figure 1, the input to the PBKMS in-
cludes m datasets and one set of rules.

We stress that access to input datasets and rules
are protected through certain security policies (e.g.,
Mandatory Access Control, Discretionary Access
Control, Role-Based Access Control), thereby con-
trolled access may be enforced, for instance, by a
security mechanism implemented in a DBMS. More-
over, the datasets and rules may be owned by different
parties who are presumably prohibited from shar-
ing, or not willing to share, their datasets/rules, al-
though they are allowed to take advantage of the data
for their own decision-making.

PBKMS As mentioned before, the functionality of a
PBKMS is analogous to that of a secure DBMS. This
is so because a PBKMS needs a knowledge man-
ager to facilitate the storage and retrieval of knowl-
edge, a knowledge extractor to extract knowledge
from datasets, and a knowledge server to enable the
utilization of knowledge. However, there are follow-
ing fundamental differences. (1) The objects managed
by a PBKMS are knowledge models such as deci-
sion tress or association rules represented in a suit-
able language. Whereas, the objects managed by
a secure DBMS are raw data. (2) The compo-
nents of the PBKMS are autonomous and can play
multiple roles.3 Whereas the components of a se-
cure DBMS typically belong to a single owner, and
do not play multiple roles, even if they are distributed

3 This may seem anti-intuitive, but cryptographic techniques do facili-
tate it.
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Figure 1. The PBKM Framework

(e.g., a loosely-coupled federated database environ-
ment). (3) A PBKMS is strictly more powerful than
a secure DBMS, because it must satisfy three ad-
ditional requirements, namely, privacy-preserving
knowledge extraction, breaching-aware knowl-
edge dissemination, and abuse-accountability.
Whereas, no such requirement is specified for a tra-
ditional secure DBMS. For example, in the specific
instance of PBKMS in Figure 1, there are one knowl-
edge extractor and n knowledge servers, and each one
of them has its own knowledge manager that is not ex-
plicitly presented (see reason below). Now we
elaborate on the functionality of knowledge ex-
tractors, knowledge servers, and knowledge man-
agers.

• Knowledge Extractor. A knowledge extractor sup-
ports knowledge extraction tasks which, for exam-
ple, may include preparation of data, specification of
knowledge models to be extracted, and execution of
extraction algorithms. A knowledge extractor may be
fully automated or interactive. Knowledge can be ex-
tracted from datasets owned by different organizations
using an appropriate method such as distributed data
mining. A key feature of knowledge extractors is that
they must guarantee that extraction of knowledge will
not compromise individual data. This feature can be
ensured by the so-called privacy-preserving data min-
ing techniques (see 2.3.1).

• Knowledge Server. A knowledge server provides ser-
vices (referred to as knowledge services) to knowl-

edge consumers. The simplest form of the service is
to deliver an extracted knowledge model to a knowl-
edge consumer. However, more sophisticated, and
value-added services may require a non-trivial uti-
lization of extracted knowledge. For example, a
knowledge server may provide a service by us-
ing the extracted knowledge to answer queries
posted by a decision-making application. Such ser-
vices may be implemented through a variety of tech-
niques, such as web services or software agents. A
key feature of knowledge servers is that they are
breaching-aware (see 2.3.2).

• Knowledge Manager. A knowledge manager pro-
vides supports for storage, retrieval, analysis, inte-
gration, visualization, and transformation of extracted
knowledge. In other words, a knowledge manager is
to knowledge what a database management system is
to data. We stress that the functionality of knowledge
manager might have become native to components of
a PBKMS, just like standard data structure has be-
come invisible in the components of a DBMS. This
is why we do not explicitly specify knowledge man-
agers in Figure 1. For example, if the extracted knowl-
edge is represented as XML documents, the emerging
XML database management systems can be leveraged
to implement knowledge managers.

Output of PBKMS The PBKMS disseminates knowledge
to knowledge consumers through an appropriate inter-
face (e.g., web services). For example, a knowledge
consumer may ask one or more knowledge servers cer-



tain questions, so that the answer(s) will be utilized
in the knowledge consumer’s decision making proce-
dure. We remark that access to the knowledge may be
controlled via an appropriate security policy, and en-
forced via an appropriate security system.

2.2. Adversary

In the PBKM framework, an adversary is a probabilis-
tic polynomial-time algorithm, and may interact with any
component of the system in various ways as elaborated be-
low.

• Besides having legitimate access to a data source or a
rule base through the controlled access interfaces (e.g.,
authorized queries to a database), the adversary may
have unauthorized access to some data or rules, per-
haps through the underlying system components (e.g.,
operating systems). In an extreme case, the adversary
may have completely corrupted one or more of the
data sources and rule bases.

• The adversary knows the internal structure of
the PBKMS. For example, it knows how the ex-
tracted knowledge are organized and stored, and
which knowledge extraction algorithms are uti-
lized.

• The adversary may have corrupted a subset of par-
ties in a distributed privacy-preserving knowledge-
extraction procedure. We further elaborate on this in
the next subsection.

• The adversary may have access to one or more knowl-
edge servers via interfaces that are different from those
available to knowledge consumers. Moreover, the ad-
versary may even be able to bypass any provided in-
terface to have direct access to the knowledge on a
knowledge server.

• The adversary may have corrupted one or more knowl-
edge consumers. As a consequence, the queries pre-
sented by a corrupted knowledge consumer may speed
up the breaching of the targeted knowledge stored at
certain knowledge servers.

2.3. Security Requirements

As mentioned before, besides traditional security re-
quirements such as access control, authorization, and au-
thentication, a PBKMS should satisfy three new security re-
quirements: privacy-preservation, breaching-awareness and
abuse-accountability.

2.3.1. Privacy-Preserving Knowledge Extraction We
explore it by adopting a cryptographic secure multi-party
computation approach [9]. Suppose the knowledge ex-
traction procedure involves ` parties P1, . . . , P` that
need to jointly extract knowledge from the input. Fur-
ther, suppose that party Pi ∈ {P1, . . . , Pm} (m ≤ `)
has its private input dataset or rule set xi, and that party
Pj ∈ {Pm+1, . . . , P`} has its input xj =⊥ (i.e., null).
Let f : {x1, . . . , x`} 7→ {k1, . . . , k`} be the knowl-
edge extraction function, where ki (1 ≤ i ≤ `) is the
private output (i.e., knowledge in a certain representa-
tion language) to party Pi (including ki =⊥). Infor-
mally, privacy-preserving knowledge extraction means
that there is no adversary A that has corrupted a sub-
set of parties ∆ ⊂ {P1, . . . , P`} can learn any information
about xi or ki, where Pi /∈ ∆, more than what is im-
plied by the function f as well as the inputs xj and the
outputs kj for Pj ∈ ∆.

2.3.2. Breaching-Aware Knowledge Dissemination It
may be true that sometimes the knowledge is extracted for
an exclusive knowledge consumer, in which case knowl-
edge breaching is irrelevant. However, in general many
knowledge consumers may obtain a certain partial knowl-
edge from a single knowledge server through an appropri-
ate interface, which is referred to as a knowledge service.
For example, consider a knowledge service provided by a
human-resource consulting firm. The service is based on
the knowledge extracted from the employee databases of
companies in an industry (this is certainly possible using
privacy-preserving knowledge extraction algorithms). Sup-
pose the knowledge is a decision tree that classifies the
employees into three categories: excellent, good, and fair.
Then, a company can make its decision on hiring by query-
ing the potential performance of its job applicants. In this
case, an adversary may indeed be a legitimate knowledge
consumer. After making a number of queries, the adver-
sary may be able to derive a knowledge, called the learned
knowledge, that is strictly more than what is conferred by
the knowledge servers’ responses. As a consequence, the
knowledge underlying the service, called the target knowl-
edge, is breached. Worse yet, the learned knowledge needs
not to be exactly the same form as the target knowledge.

Without loss of generality, we define a knowledge ser-
vice as a function fK : Q 7→ R, that maps a (possibly infi-
nite) set of service requests Q, to a finite set of service re-
sponses R using the underlying knowledge K, where both
Q and R may contain complex data objects. For 0 ≤ σ ≤ 1,
0 ≤ α ≤ 1, we say that there is a degree σ knowledge
breaching of K at the significance level α, if the adversary
is able to define a knowledge service fK′ according to a
learned knowledge K ′, so that Pr(fK′(.) = fK(.)) > σ
with a probability 1 − α, where Pr(fK′(.) = fK(.)) is the



probability that the two services give the same response to
the same service request.

2.3.3. Abuse-Accountability In certain systems (e.g., the
systems coordinating government agencies’ counter-terror
activities), abuse of knowledge could result in more catas-
trophic consequences than abuse of data. So we need tech-
nical means to hold the abusers accountable. In particular,
we must deal with knowledge abusers that typically are cor-
rupt authorized users or insiders. The accountability mech-
anism should at least help system management identify sus-
picious activities and even trace them back to the abusers.

As an analogy, traditional information systems have
adopted the concept of auditing. We stress that abuse-
accountability is a much more broad and general concept,
because it may rely on existing mechanisms such as au-
diting and intrusion detections. Moreover, it is highly
desirable that the accountability mechanism can be auto-
matically triggered by the transaction data, even if the data
are encrypted.

3. Related Work

On the evolution of service oriented computing
paradigms. Service oriented computing is an active re-
search area and a number of service types can be identified,
including “application as a service", “database as a ser-
vice" [11], “data mining model as a service” [14], and
the general notion of “web service”. Our PBKM frame-
work emphasizes on security issues of those services that
are based on extracted knowledge models. As a specific in-
stantiation of the PBKM, we explored in [16] the no-
tion of “knowledge as a service", where a service provider
can be compensated. As another example, consider the fol-
lowing scenario: a life insurance provider may mini-
mize the risk of loss by determining the premium of a
new client based on the likelihood of the new client be-
ing involved in a fatal car accident, which is a knowledge
that a car insurance company could provide. In this con-
text, we investigate knowledge breaching by exploring two
specific adversarial strategies: one is based on a new algo-
rithm, and the other is based on a known active machine
learning algorithm. Through systematic experiments (with
various heuristic optimizations), we showed that knowl-
edge breaching is seemingly inevitable.
On the relationship to privacy protection. The notion
of privacy protection has received tremendous attention in
various research communities and contexts. For example,
there have been many useful techniques contributed by the
cryptography community (cf. [2, 3, 4] and their follow-
ons). These techniques target at protecting users’ anonymity
while allowing them to authenticate themselves. On the
other hand, access control protects sensitive data from unau-
thorized disclosure via direct accesses. However, it cannot

prevent indirect accesses. For example, indirect data disclo-
sure via inference channels occurs when sensitive informa-
tion can be inferred from non-sensitive data and meta-data.
We refer the reader to [7] for a survey of inference control
in various system settings (e.g., statistical databases, mul-
tilevel secure databases, general purpose databases). Very
recently, interesting framework and method for eliminating
both unauthorized accesses and malicious inferences in the
context of OLAP (on-line analytic processing) was investi-
gated [15]. Moreover, a systematic study of the information-
disclosure problem in data exchange applications was pre-
sented in [13]. We remark that all these techniques do not
address the problem of knowledge breaching in the context
of knowledge as a service, although inference can be seen
as an attack similar to knowledge breaching.
On the relationship to data mining and machine learn-
ing. On one hand, a PBKMS relies on privacy-preserving
knowledge extraction (e.g., data mining) techniques to ex-
tract knowledge from raw data, so that the goal of pre-
serving the secrecy of individual data records is achieved
while useful patterns are derived. There are two approaches
to privacy-preserving data mining. The first approach is to
randomize the values in individual records [1] and then to
extract a knowledge model from the randomized data, af-
ter first compensating for the randomization (at an aggre-
gate level). This approach is potentially vulnerable to pri-
vacy breaches since based on the distribution of the data,
one may be able to predict with high confidence that some
of the randomized records satisfy a specified property (even
though privacy is preserved on average). In general, this ap-
proach is still in its early stage (see [6] for the subtleties
in capturing the right notion of privacy) and does not ex-
tract accurate knowledge. The second approach is based on
cryptographic secure multi-party computation techniques
[17, 10, 12]. This approach does extract accurate knowledge
and provide a strict privacy guarantee, but is typically much
less efficient. In spite of some recent advances in cryptog-
raphy (e.g., [8]), significant performance improvements are
very much needed. On the other hand, an adversary may
achieve a knowledge breaching using data mining and ma-
chine learning techniques. As mentioned before, in [16] we
investigated a knowledge breaching strategy based on an ac-
tive machine learning algorithm.

4. Challenges and On-going Works

The PBKM framework raises many interesting re-
search issues and there are many challenges in devel-
oping techniques that are necessary for ensuring the
privacy-preserving knowledge extraction, breaching-aware
knowledge dissemination, and abuse-accountability. In the
following, we outline some of them.



One challenge is to develop practical and provably-
secure data mining techniques for knowledge extraction.
The state-of-the-art privacy-preserving data mining tech-
niques are still in its infancy. As mentioned in Section 3,
both the perturbation based and the cryptographic privacy-
preserving data mining techniques require a lot more fur-
ther research.

The breaching-aware knowledge dissemination is a
brand new area of research. The biggest challenge in this
area is to understand the techniques that might be used by
an adversary to breach the knowledge underlying a knowl-
edge service. As mentioned before, what constitutes a
knowledge breaching depends on the types of the knowl-
edge service and of the underlying knowledge. However,
even for the simple type of knowledge breaching stud-
ied in [16] where the target knowledge is a classifica-
tion model (such as a decision tree or a neural network),
the learned knowledge is a Boolean valued decision func-
tion of a conjunctive form, and the knowledge service
is a simple classification service, there are many direc-
tions for further investigation. We list some of them in the
following.

• We only considered two breaching strategies that we
feel most practical. It is absolutely worthwhile to in-
vestigate the behaviors of more strategies, either by
designing new methods or by adapting known algo-
rithm (in data mining and machine learning).

• How should an appropriate pricing mechanism (such
as a breaching-aware knowledge dissemination pol-
icy) be devised? Although a heuristic mechanism can
be based on the behavior of a specific breaching strat-
egy, an optimal mechanism would be based on the
minimum number of queries required to derive the tar-
geted knowledge. But which breaching strategy is op-
timal?

• We only considered data domains that have a total or-
der. It is useful to extend the methods to accommodate
other data types (e.g., categorical).

With regard to abuse accountability, we need to somehow
“extract” useful information from large volumes of transac-
tion data, so that the system management can hold abusers
accountable. This should be true even if the transaction data
is encrypted, and the system management is simply not al-
lowed to require the decryption of the whole data.

Other issues of the knowledge management include effi-
cient and effective storage and retrieval of knowledge, visu-
alization and analysis of knowledge, etc.
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