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Abstract

We envisionknowledgemanagementsystemsasa plat-
form facilitating the extraction, storage, retrieval, in-
tegration, transformation, visualization, analysis, dis-
semination, and utilization of knowledge. We present
a system framework for secure knowledge manage-
ment systemswhich, in addition to implementing the
functionality of knowledge management and provid-
ing standard security mechanismssuch as accesscon-
trol, possessesthree new features: privacy-preservation
which should be ensured in a knowledge-extraction pro-
cedure, breaching-awarenesswhich should be taken into
consideration in the knowledge-dissemination proce-
dure, and abuse-accountabilitywhereby an abuser (typi-
cally an insider) or the abusers can be held accountable.
We explore this framework by elaborating on its compo-
nentsand their relationshipto existing techniquessuch as
database, cryptography, data mining, and machine learn-
ing. We alsoidentifya numberof challengingproblemsfor
further research.

Keywords: knowledgemanagement,knowledgeextraction,
knowledge breaching,abuse accountability, security, pri-
vacy

1. Intr oduction

1.1. Moti vation

The advancementin networking, storage,and proces-
sor technologieshasbroughtin an unprecedentedamount
of digitalizedinformation.To effectively utilize suchinfor-
mation,organizationsuseDatabaseManagementSystems
(DBMSs).While it is well acceptedthatdata(i.e.,raw data,
or dataset)hasbecomea vital assetof its owner organi-
zation,what is perhapsmore importantand useful is the
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knowledge1 hiddenin thedata.For this reason,knowledge-
extraction technologiessuchas datamining and machine
learninghave beendevelopedto make it feasibleto “re-
�ne" large volumesof raw data into succinctknowledge
that can be directly utilized in decision-makingapplica-
tions. However, knowledgeextractionhasso far typically
beenperformedonthedatasetof asingleorganization.This
paradigmimposesa signi�cant limitation on its usefulness
becauseit doesnot take into considerationthe knowledge
hiddenin datasetsownedby otherorganizations(evencom-
petitionrivals),whichcouldbeevenmoreuseful.

In order for multiple organizationsto sharethe knowl-
edgehidden in their datasets,they can simply put their
datasetstogetherandthenperformthe desiredknowledge
extractiontasks.However, suchasharingat thedatalevel is
likely prohibitedfor a varietyof reasonssuchaspolicy/law
regulations.A morepromisingapproachis for themto ex-
tract knowledgeout of the joint datasetwhile minimizing
theexposureof their own datasetsto theothers;for exam-
ple, privacy-preservingmulti-party data mining hasbeen
known for sometime.In thispaper, wemoveastepforward
by exploringa�e xible knowledgemanagement2 framework
that not only ful�lls a set of necessaryfunctionalitiesof
multi-party knowledge extraction, but alsodealswith var-
ioussecurityissues(includingprivacy-preservation).

1.2. Our Contributions

We argue the need for a systematicinvestigationon
KnowledgeManagementSystems(KMSs).A KMS isacol-
lection of collaborative software componentsthat collec-
tively providethefunctionalityneededto performthetasks
of knowledgemanagement.We believethata �e xible KMS

1 In this paper, we usethetermknowledge to refer to knowledgemod-
els,suchasdecisiontrees,associationrules,or neuralnetworks, that
areextractedfrom raw dataandexpressedin acertainknowledgerep-
resentationlanguagesuchasthePredictive Model MarkupLanguage
(PMML) proposedby theDataMining Group[5].

2 In thispaper, knowledge managementmeansthemethodologyfor sys-
tematicallyextractingandutilizing of knowledge.



should facilitate the distinction betweenthe knowledge-
extraction processesin which knowledge-extractionalgo-
rithms are applied to discover knowledge hidden in the
data,andthe knowledge-disseminationprocesseswhereby
thediscoveredknowledgecanbeutilized.This is necessary
for many applicationssuchasthoseinvolving collaborating
softwareagentsof differentorganizations,sinceit is natural
to haveanagentcollectdatainto adatabase,asecondagent
extractknowledgefrom thecollecteddataandstorethere-
sult in a knowledgebase,a third agentuse the extracted
knowledgeto makeadecision,andyetanotheragentacton
thedecision.

We initiate the investigationof a speci�c systemframe-
work for knowledgemanagementsystems.Theframework
is calledPrivacy-preservingand Breaching-aware Knowl-
edge Management(PBKM). We envision a PBKM as an
analogyto a DBMS, and should facilitate the following
functionalities:(1) the extraction of knowledgefrom ex-
isting databaseand/orknowledge-basesystemsusingsome
knowledgeextraction(e.g.,datamining)algorithms;(2) the
storage,retrieval, integration,transformation,visualization,
andanalysisof extractedknowledgestructures(e.g.,deci-
sion trees,associationrules,neuralnetworks); and(3) the
utilization of extractedknowledge through dissemination
services.Moreover, a PBKM shouldspecify, besidestradi-
tionalsecurityrequirementssuchasauthorization,authenti-
cation,andaccesscontrol,threenew securityrequirements:
(1) privacy-preservationmeaningthat the knowledgeex-
tractionprocessshouldnot compromisethe privacy of the
sourcedata,(2) breaching-awarenessmeaningthat a sys-
tem policy regardingknowledgedisseminationmust take
into accountthe seeminglyinevitable knowledgebreach-
ing in theprocessof knowledgeutilization, and(3) abuse-
accountabilitymeaningthat the systemshouldbe able to
identify andtrackdown theabuseof knowledgesothatthe
abuserscanbeholdaccountable.

2. The PBKM Framework

PBKM is asystemframeworkof secureknowledgeman-
agementwhich enablesloosely-coupledautonomoussoft-
waresystemsto collaboratefor theextraction,storage,dis-
semination,andutilization of knowledge.In thefollowing,
we explorePBKM by specifyingthesystemmodel,adver-
sary, andsecurityrequirements.

2.1. A SystemModel

As shown in Figure 1, at the heartof the PBKM is a
Privacy-preservingandBreaching-awareKnowledgeMan-
agementSystem(PBKMS), which takesdatasetsandrules
as input, extracts knowledge from the datasets(possibly
with the help of the input rules), managesthe extracted

knowledge, and provides knowledge to knowledge con-
sumers.All entitiesinvolved in this framework including
thosecomponentsinsidethePBKMS areautonomoussoft-
waresystems.

AlthoughPBKMScouldbeacentralizedsystem,webe-
lieve that most useful instancesare typically distributed.
Thus,without lossof generality, weexplorethemodelwith
anemphasison its distributednature.

Input to PBKMS An input datasetmay contain dataof
any type.For example,an input canbea setof struc-
tureddatafrom databaseor datawarehousesystems,
text/multimediadocumentsfrom information reposi-
tories,or web pages.The input rules may alsobe of
varioustypes,suchasproductionrulesfound in typ-
ical expert systemsor derivation rules in somelogic
languages.Theserules may be extractedthrough a
knowledgeengineeringor anautomaticlearningpro-
cess,andbeusedby knowledgeextractorsin thepro-
cessof knowledgeextraction(e.g.,a rule-basedinfor-
mation extraction during the preparationof datasets
for mining). In Figure1, the input to thePBKMS in-
cludesm datasetsandonesetof rules.

We stressthat accessto input datasetsand rules
are protectedthroughcertainsecuritypolicies (e.g.,
Mandatory Access Control, Discretionary Access
Control, Role-BasedAccessControl), therebycon-
trolled accessmay be enforced,for instance,by a
securitymechanismimplementedin a DBMS. More-
over, thedatasetsandrulesmaybeownedby different
parties who are presumablyprohibited from shar-
ing, or not willing to share,their datasets/rules,al-
thoughthey areallowedto take advantageof thedata
for their own decision-making.

PBKMS As mentioned before, the functionality of a
PBKMS is analogousto thatof a secureDBMS. This
is so becausea PBKMS needsa knowledge man-
ager to facilitate the storageand retrieval of knowl-
edge, a knowledge extractor to extract knowledge
from datasets,anda knowledge serverto enablethe
utilization of knowledge.However, thereare follow-
ing fundamentaldifferences.(1) Theobjectsmanaged
by a PBKMS are knowledge modelssuch as deci-
sion tressor associationrules representedin a suit-
able language.Whereas,the objects managedby
a secure DBMS are raw data. (2) The compo-
nentsof the PBKMS are autonomousand can play
multiple roles.3 Whereasthe componentsof a se-
cure DBMS typically belongto a single owner, and
donot play multiple roles,evenif they aredistributed

3 This may seemanti-intuitive, but cryptographictechniquesdo facili-
tateit.
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Figure 1. The PBKM Framework

(e.g., a loosely-coupledfederateddatabaseenviron-
ment). (3) A PBKMS is strictly morepowerful than
a secureDBMS, becauseit must satisfy three ad-
ditional requirements,namely, privacy-preserving
knowledge extraction, breaching-aware knowl-
edge dissemination, and abuse-accountability.
Whereas,no suchrequirementis speci�ed for a tra-
ditional secureDBMS. For example,in the speci�c
instanceof PBKMS in Figure1, thereareoneknowl-
edgeextractorandn knowledgeservers,andeachone
of themhasits own knowledgemanagerthatis notex-
plicitly presented (see reason below). Now we
elaborate on the functionality of knowledge ex-
tractors, knowledge servers, and knowledge man-
agers.

� Knowledge Extractor. A knowledgeextractor sup-
ports knowledge extraction taskswhich, for exam-
ple, may includepreparationof data,speci�cationof
knowledgemodelsto be extracted,andexecutionof
extractionalgorithms.A knowledgeextractormaybe
fully automatedor interactive.Knowledgecanbeex-
tractedfrom datasetsownedby differentorganizations
usingan appropriatemethodsuchasdistributeddata
mining. A key featureof knowledgeextractorsis that
they mustguaranteethatextractionof knowledgewill
not compromiseindividual data.This featurecanbe
ensuredby theso-calledprivacy-preservingdatamin-
ing techniques(see2.3.1).

� KnowledgeServer. A knowledgeserverprovidesser-
vices (referredto as knowledgeservices)to knowl-

edgeconsumers.The simplestform of the serviceis
to deliver an extractedknowledgemodelto a knowl-
edge consumer. However, more sophisticated,and
value-addedservicesmay require a non-trivial uti-
lization of extracted knowledge. For example, a
knowledge server may provide a service by us-
ing the extracted knowledge to answer queries
postedby a decision-makingapplication.Such ser-
vicesmaybe implementedthrougha varietyof tech-
niques,suchas web servicesor software agents.A
key feature of knowledge servers is that they are
breaching-aware(see2.3.2).

� Knowledge Manager. A knowledge managerpro-
vides supportsfor storage,retrieval, analysis,inte-
gration,visualization,andtransformationof extracted
knowledge.In otherwords,a knowledgemanageris
to knowledgewhata databasemanagementsystemis
to data.We stressthat thefunctionalityof knowledge
managermight have becomenative to componentsof
a PBKMS, just like standarddatastructurehasbe-
comeinvisible in the componentsof a DBMS. This
is why we do not explicitly specifyknowledgeman-
agersin Figure1. For example,if theextractedknowl-
edgeis representedasXML documents,theemerging
XML databasemanagementsystemscanbeleveraged
to implementknowledgemanagers.

Output of PBKMS ThePBKMSdisseminatesknowledge
to knowledgeconsumersthroughanappropriateinter-
face(e.g.,web services).For example,a knowledge
consumermayaskoneormoreknowledgeserverscer-



tain questions,so that the answer(s)will be utilized
in theknowledgeconsumer's decisionmakingproce-
dure.We remarkthataccessto theknowledgemaybe
controlledvia an appropriatesecuritypolicy, anden-
forcedvia anappropriatesecuritysystem.

2.2. Adversary

In the PBKM framework, an adversaryis a probabilis-
tic polynomial-timealgorithm,andmay interactwith any
componentof thesystemin variouswaysaselaboratedbe-
low.

� Besideshaving legitimateaccessto a datasourceor a
rulebasethroughthecontrolledaccessinterfaces(e.g.,
authorizedqueriesto a database),the adversarymay
have unauthorizedaccessto somedataor rules,per-
hapsthroughtheunderlyingsystemcomponents(e.g.,
operatingsystems).In anextremecase,theadversary
may have completelycorruptedone or more of the
datasourcesandrulebases.

� The adversary knows the internal structure of
the PBKMS. For example, it knows how the ex-
tracted knowledge are organized and stored, and
which knowledge extraction algorithms are uti-
lized.

� The adversarymay have corrupteda subsetof par-
ties in a distributed privacy-preservingknowledge-
extractionprocedure.We further elaborateon this in
thenext subsection.

� Theadversarymayhaveaccessto oneor moreknowl-
edgeserversvia interfacesthataredifferentfromthose
availableto knowledgeconsumers.Moreover, thead-
versarymay evenbe ableto bypassany provided in-
terfaceto have direct accessto the knowledgeon a
knowledgeserver.

� Theadversarymayhavecorruptedoneormoreknowl-
edgeconsumers.As a consequence,the queriespre-
sentedby acorruptedknowledgeconsumermayspeed
up the breachingof the targetedknowledgestoredat
certainknowledgeservers.

2.3. Security Requirements

As mentionedbefore, besidestraditional security re-
quirementssuchas accesscontrol, authorization,and au-
thentication,aPBKMSshouldsatisfythreenew securityre-
quirements:privacy-preservation,breaching-awarenessand
abuse-accountability.

2.3.1. Privacy-Preserving Knowledge Extraction We
explore it by adoptinga cryptographic secure multi-party
computationapproach[9]. Supposethe knowledge ex-
traction procedure involves ` parties P1; : : : ; P` that
need to jointly extract knowledge from the input. Fur-
ther, supposethat party Pi 2 f P1; : : : ; Pm g (m � `)
hasits private input datasetor rule set x i , and that party
Pj 2 f Pm +1 ; : : : ; P` g has its input x j = ? (i.e., null).
Let f : f x1; : : : ; x` g 7! f k1; : : : ; k` g be the knowl-
edgeextraction function, where ki (1 � i � `) is the
private output (i.e., knowledge in a certain representa-
tion language)to party Pi (including ki = ? ). Infor-
mally, privacy-preserving knowledge extraction means
that there is no adversary A that has corrupteda sub-
setof parties� � f P1; : : : ; P` g canlearnany information
about x i or ki , where Pi =2 � , more than what is im-
plied by the function f as well as the inputs x j and the
outputskj for Pj 2 � .

2.3.2. Breaching-Aware Knowledge Dissemination It
maybe truethatsometimestheknowledgeis extractedfor
an exclusive knowledgeconsumer, in which caseknowl-
edge breaching is irrelevant. However, in generalmany
knowledgeconsumersmay obtaina certainpartial knowl-
edgefrom a singleknowledgeserver throughan appropri-
ate interface,which is referredto asa knowledge service.
For example,considera knowledgeserviceprovided by a
human-resourceconsulting�rm. The serviceis basedon
the knowledgeextractedfrom the employee databasesof
companiesin an industry (this is certainly possibleusing
privacy-preservingknowledgeextractionalgorithms).Sup-
posethe knowledge is a decisiontree that classi�es the
employeesinto threecategories:excellent,good,and fair.
Then,acompany canmake its decisiononhiring by query-
ing the potentialperformanceof its job applicants.In this
case,an adversarymay indeedbe a legitimateknowledge
consumer. After making a numberof queries,the adver-
sarymaybeableto derive a knowledge,calledthelearned
knowledge, that is strictly morethanwhat is conferredby
the knowledgeservers' responses.As a consequence,the
knowledgeunderlyingtheservice,calledthe target knowl-
edge, is breached.Worseyet, the learnedknowledge needs
not to beexactly thesameform asthetargetknowledge.

Without lossof generality, we de�ne a knowledgeser-
vice asa functionf K : Q 7! R, thatmapsa (possiblyin�-
nite) setof servicerequestsQ, to a �nite setof servicere-
sponsesR usingtheunderlyingknowledgeK , whereboth
Q andR maycontaincomplex dataobjects.For 0 � � � 1,
0 � � � 1, we say that there is a degree� knowledge
breaching of K at thesigni�cancelevel � , if theadversary
is able to de�ne a knowledgeservicef K 0 accordingto a
learnedknowledgeK 0, so that Pr (f K 0(:) = f K (:)) > �
with a probability1 � � , wherePr (f K 0(:) = f K (:)) is the



probability that the two servicesgive thesameresponseto
thesameservicerequest.

2.3.3. Abuse-Accountability In certainsystems(e.g.,the
systemscoordinatinggovernmentagencies'counter-terror
activities), abuseof knowledgecould result in morecatas-
trophicconsequencesthanabuseof data.Sowe needtech-
nical meansto hold the abusersaccountable.In particular,
wemustdealwith knowledgeabusersthattypically arecor-
rupt authorizedusersor insiders.Theaccountabilitymech-
anismshouldat leasthelpsystemmanagementidentify sus-
piciousactivities andeventracethembackto theabusers.

As an analogy, traditional information systemshave
adoptedthe conceptof auditing. We stressthat abuse-
accountabilityis a muchmorebroadandgeneralconcept,
becauseit may rely on existing mechanismssuchas au-
diting and intrusion detections.Moreover, it is highly
desirablethat the accountabilitymechanismcan be auto-
matically triggeredby thetransactiondata,evenif thedata
areencrypted.

3. RelatedWork

On the evolution of service oriented computing
paradigms. Serviceorientedcomputing is an active re-
searchareaandanumberof servicetypescanbeidenti�ed,
including “application as a service", “databaseas a ser-
vice" [11], “data mining model as a service” [14], and
the generalnotion of “web service”. Our PBKM frame-
work emphasizeson securityissuesof thoseservicesthat
arebasedon extractedknowledgemodels.As a speci�c in-
stantiationof the PBKM, we explored in [16] the no-
tion of “knowledgeasa service",wherea serviceprovider
canbecompensated.As anotherexample,considerthefol-
lowing scenario: a life insuranceprovider may mini-
mize the risk of loss by determiningthe premium of a
new client basedon the likelihood of the new client be-
ing involved in a fatal car accident,which is a knowledge
that a car insurancecompany could provide. In this con-
text, we investigateknowledgebreachingby exploring two
speci�c adversarialstrategies:oneis basedon a new algo-
rithm, and the other is basedon a known active machine
learningalgorithm.Throughsystematicexperiments(with
various heuristic optimizations),we showed that knowl-
edgebreachingis seeminglyinevitable.
On the relationship to pri vacy protection. The notion
of privacy protectionhasreceived tremendousattentionin
variousresearchcommunitiesand contexts. For example,
therehave beenmany usefultechniquescontributedby the
cryptographycommunity (cf. [2, 3, 4] and their follow-
ons).Thesetechniquestargetatprotectingusers'anonymity
while allowing them to authenticatethemselves. On the
otherhand,accesscontrolprotectssensitivedatafromunau-
thorizeddisclosurevia direct accesses.However, it cannot

preventindirectaccesses.For example,indirectdatadisclo-
surevia inferencechannelsoccurswhensensitive informa-
tion canbeinferredfrom non-sensitivedataandmeta-data.
We refer thereaderto [7] for a survey of inferencecontrol
in varioussystemsettings(e.g.,statisticaldatabases,mul-
tilevel securedatabases,generalpurposedatabases).Very
recently, interestingframework andmethodfor eliminating
bothunauthorizedaccessesandmaliciousinferencesin the
context of OLAP (on-lineanalyticprocessing)wasinvesti-
gated[15]. Moreover,asystematicstudyof theinformation-
disclosureproblemin dataexchangeapplicationswaspre-
sentedin [13]. We remarkthat all thesetechniquesdo not
addresstheproblemof knowledgebreachingin thecontext
of knowledgeasa service,althoughinferencecanbe seen
asanattacksimilar to knowledgebreaching.
On the relationship to data mining and machine learn-
ing. On onehand,a PBKMS relieson privacy-preserving
knowledgeextraction(e.g.,datamining) techniquesto ex-
tract knowledge from raw data, so that the goal of pre-
servingthe secrecy of individual datarecordsis achieved
while usefulpatternsarederived.Therearetwo approaches
to privacy-preservingdatamining. The �rst approachis to
randomizethe valuesin individual records[1] andthento
extract a knowledgemodel from the randomizeddata,af-
ter �rst compensatingfor the randomization(at an aggre-
gatelevel). This approachis potentiallyvulnerableto pri-
vacy breachessincebasedon the distribution of the data,
onemaybeableto predictwith high con�dencethatsome
of therandomizedrecordssatisfyaspeci�edproperty(even
thoughprivacy is preservedonaverage).In general,thisap-
proachis still in its early stage(see[6] for the subtleties
in capturingthe right notion of privacy) anddoesnot ex-
tractaccurateknowledge.Thesecondapproachis basedon
cryptographicsecuremulti-party computationtechniques
[17, 10, 12]. Thisapproachdoesextractaccurateknowledge
andprovideastrictprivacy guarantee,but is typically much
lessef�cient. In spiteof somerecentadvancesin cryptog-
raphy(e.g.,[8]), signi�cant performanceimprovementsare
very much needed.On the other hand,an adversarymay
achieve a knowledgebreachingusingdatamining andma-
chinelearningtechniques.As mentionedbefore,in [16] we
investigatedaknowledgebreachingstrategybasedonanac-
tivemachinelearningalgorithm.

4. Challengesand On-goingWorks

The PBKM framework raises many interesting re-
searchissuesand there are many challengesin devel-
oping techniquesthat are necessaryfor ensuring the
privacy-preservingknowledgeextraction,breaching-aware
knowledgedissemination,andabuse-accountability. In the
following, we outlinesomeof them.



One challengeis to develop practical and provably-
securedata mining techniquesfor knowledge extraction.
The state-of-the-artprivacy-preservingdata mining tech-
niquesare still in its infancy. As mentionedin Section3,
both theperturbationbasedandthecryptographicprivacy-
preservingdatamining techniquesrequirea lot more fur-
therresearch.

The breaching-aware knowledge disseminationis a
brandnew areaof research.The biggestchallengein this
areais to understandthe techniquesthat might be usedby
anadversaryto breachtheknowledgeunderlyinga knowl-
edge service. As mentionedbefore, what constitutesa
knowledgebreachingdependson the typesof the knowl-
edgeserviceand of the underlyingknowledge.However,
even for the simple type of knowledge breachingstud-
ied in [16] where the target knowledge is a classi�ca-
tion model (suchas a decisiontree or a neuralnetwork),
the learnedknowledgeis a Booleanvalueddecisionfunc-
tion of a conjunctive form, and the knowledge service
is a simple classi�cation service, there are many direc-
tions for further investigation.We list someof themin the
following.

� We only consideredtwo breachingstrategiesthat we
feel mostpractical.It is absolutelyworthwhile to in-
vestigatethe behaviors of more strategies,either by
designingnew methodsor by adaptingknown algo-
rithm (in dataminingandmachinelearning).

� How shouldan appropriatepricing mechanism(such
as a breaching-aware knowledgedisseminationpol-
icy) bedevised?Althougha heuristicmechanismcan
bebasedon thebehavior of a speci�c breachingstrat-
egy, an optimal mechanismwould be basedon the
minimumnumberof queriesrequiredto derivethetar-
getedknowledge.But whichbreachingstrategy is op-
timal?

� We only considereddatadomainsthathave a total or-
der. It is usefulto extendthemethodsto accommodate
otherdatatypes(e.g.,categorical).

With regardto abuseaccountability, we needto somehow
“extract” usefulinformationfrom largevolumesof transac-
tion data,sothat thesystemmanagementcanhold abusers
accountable.Thisshouldbetrueevenif thetransactiondata
is encrypted,andthesystemmanagementis simply not al-
lowedto requirethedecryptionof thewholedata.

Otherissuesof theknowledgemanagementincludeef�-
cientandeffectivestorageandretrieval of knowledge,visu-
alizationandanalysisof knowledge,etc.
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