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Abstract

We ervisionknowledgemanagemengystemsas a plat-
form facilitating the extraction, storage, retrieval, in-
tegration, transformation, visualization, analysis, dis-
semination, and utilization of knowledg. We present
a system framavork for secure knowledge manage-
ment systemswhich, in addition to implementingthe
functionality of knowledg@ manajement and provid-
ing standad security medanismssud as accesscon-
trol, possesseshree new featules: privacgy-preseration
which should be ensued in a knowledg-extraction pro-
cedue, breaching-aarenesswvhich should be taken into
consideation in the knowled@-dissemination proce-
dure, and aluse-accountabilitywhereby an abuser (typi-
cally an insider) or the abuses can be held accountable
We explore this framawvork by elabomating on its compo-
nentsand their relationshipto existing techniquessud as
database cryptography data mining and madine learn-
ing. e alsoidentify a numberof challengingproblemsfor
furtherreseach.

Keywords: knowvledgemanagemenknowledgeextraction,
knowledge breaching,albuse accountability security pri-

vacgy
1. Intr oduction

1.1. Motivation

The advancemenin networking, storage,and proces-
sor technologieshasbroughtin an unprecedentedmount
of digitalizedinformation.To effectively utilize suchinfor-
mation, organizationsuse DatabaséManagemenSystems
(DBMSs).While it is well acceptedhatdata(i.e.,raw data,
or dataset)hasbecomea vital assetof its owner organi-
zation, what is perhapsmore importantand usefulis the
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knowledgé hiddenin the data.For this reasonknowledge-
extraction technologiessuch as datamining and machine
learning have beendevelopedto make it feasibleto “re-
ne" large volumesof raw datainto succinctknowledge
that can be directly utilized in decision-makingapplica-
tions. However, knowledgeextraction hasso far typically
beenperformedonthedatasetf asingleorganizationThis
paradigmimposesa signi cant limitation on its usefulness
becausat doesnot take into consideratiorthe knowledge
hiddenin datasetewnedby otherorganizationgevencom-
petitionrivals),which couldbe evenmoreuseful.

In orderfor multiple organizationgo sharethe knowl-
edge hiddenin their datasetsthey can simply put their
datasetsogetherandthen performthe desiredknowledge
extractiontasks.However, suchasharingatthe datalevel is
likely prohibitedfor a variety of reasonsuchaspolicy/law
regulations.A morepromisingapproachs for themto ex-
tract knowledgeout of the joint datasetwhile minimizing
the exposureof their own datasetgo the others;for exam-
ple, privacy-preservingmulti-party data mining hasbeen
known for sometime. In this paperwe move astepforward
by exploringa e xible knowledgemanagementframenork
that not only ful lls a setof necessaryfunctionalities of
multi-party knowled@ extraction, but also dealswith var
ioussecurityissuegincluding privacy-preseration).

1.2. Our Contributions

We argue the needfor a systematicinvestigationon
KnowledgeManagemen®ystemgKMSs).A KMS isacol-
lection of collaboratve software componentghat collec-
tively provide thefunctionalityneededo performthetasks
of knowledgemanagementlVe believe thata e xible KMS

1 In this paperwe usethe termknowledeg to referto knowledgemod-
els, suchasdecisiontrees,associatiomules,or neuralnetworks, that
areextractedfrom raw dataandexpressedn a certainknowledgerep-
resentatiolanguagesuchasthe Predictve Model Markup Language
(PMML) proposedy the DataMining Group[5.

2 Inthispaperknowledg manaemenmeanghemethodologyfor sys-
tematicallyextractingandutilizing of knowledge.



should facilitate the distinction betweenthe knowledg-
extraction processedn which knowledge-atractionalgo-
rithms are applied to discover knowledge hiddenin the
data,andthe knowled@-disseminatioprocessesvhereby
thediscoveredknowledgecanbe utilized. Thisis necessary
for mary applicationssuchasthoseinvolving collaborating
softwareagentsof differentorganizationssinceit is natural
to have anagentcollectdatainto a databaseg seconcagent
extractknowledgefrom the collecteddataandstorethere-
sult in a knowledgebase,a third agentusethe extracted
knowledgeto make adecisionandyetanotheragentacton
thedecision.

We initiate the investigationof a speci ¢ systemframe-
work for knowledgemanagemengystemsThe frameawvork
is called Privacy-peservingand Breading-awae Knowl-
edge Management(PBKM). We ervision a PBKM as an
analogyto a DBMS, and should facilitate the following
functionalities: (1) the extraction of knowledge from ex-
isting databasand/orknowledge-bassystemsaisingsome
knowledgeextraction(e.g.,datamining) algorithms;(2) the
storageretrieval, integration,transformationyisualization,
andanalysisof extractedknowledgestructureqe.g.,deci-
sion trees,associatiorrules, neuralnetworks); and(3) the
utilization of extractedknowledge through dissemination
servicesMoreover, a PBKM shouldspecify besidegradi-
tional securityrequirementsuchasauthorizationauthenti-
cation,andaccesgontrol,threenew securityrequirements:
(1) privacy-peservationmeaningthat the knowledge ex-
traction processshouldnot compromisehe privagy of the
sourcedata, (2) breacding-awaenessaneaningthat a sys-
tem policy regardingknowledge disseminatiormust take
into accountthe seeminglyinevitable knowledge breach-
ing in the procesof knowledgeutilization, and (3) abuse-
accountabilitymeaningthat the systemshould be able to
identify andtrack down the abuseof knowledgesothatthe
ahuserscanbehold accountable.

2. The PBKM Framework

PBKM is asystenframework of secureknowledgeman-
agementwhich enabledoosely-couplecautonomoussoft-
waresystemso collaboratefor the extraction,storagedis-
seminationandutilization of knowledge.In the following,
we explore PBKM by specifyingthe systemmodel,adwer-
sary andsecurityrequirements.

2.1. A SystemModel

As showvn in Figure 1, at the heartof the PBKM is a
Privagy-preservingand Breaching-avare KnowledgeMan-
agemenSystem(PBKMS), which takesdatasetandrules
as input, extracts knowledge from the datasetgpossibly
with the help of the input rules), manageshe extracted

knowledge, and provides knowledge to knowledge con-
sumers.All entitiesinvolved in this framawork including
thosecomponentinsidethe PBKMS areautonomousoft-
waresystems.

AlthoughPBKMS couldbea centralizedsystemwe be-
lieve that most useful instancesare typically distributed.
Thus,withoutlossof generalitywe explorethe modelwith
anemphasi®nits distributednature.

Input to PBKMS An input datasetmay contain data of
ary type.For example,aninput canbe a setof struc-
tureddatafrom databaser datawarehousesystems,
text/multimediadocumentsrom information reposi-
tories, or web pages.Theinput rules may also be of
varioustypes,suchas productionrulesfoundin typ-
ical expert systemsor derivation rulesin somelogic
languagesTheserules may be extractedthrough a
knowledgeengineeringpr an automaticlearningpro-
cessandbe usedby knowledgeextractorsin the pro-
cesof knowledgeextraction(e.g.,arule-basednfor-
mation extraction during the preparationof datasets
for mining). In Figure 1, the inputto the PBKMS in-
cludesm datasetsindonesetof rules.

We stressthat accessto input datasetsand rules
are protectedthrough certain security policies (e.g.,
Mandatory Access Control, Discretionary Access
Control, Role-BasedAccessControl), thereby con-
trolled accessmay be enforced,for instance,by a
securitymechanismmplementedn a DBMS. More-
over, thedatasetandrulesmaybeownedby different
parties who are presumablyprohibited from shar
ing, or not willing to share,their datasets/rulesal-
thoughthey areallowedto take advantageof the data
for their own decision-making.

PBKMS As mentioned before, the functionality of a
PBKMS is analogougo thatof a secureDBMS. This
is so becausea PBKMS needsa knowledg@ man-
ager to facilitate the storageand retrieval of knowl-
edge,a knowledg extractor to extract knowledge
from datasetsand a knowled@ serverto enablethe
utilization of knowledge.However, thereare follow-
ing fundamentatlifferences(1) Theobjectsmanaged
by a PBKMS are knowledge modelssuch as deci-
sion tressor associatiorrules representedn a suit-
able language.Whereas,the objects managedby
a secure DBMS are raw data. (2) The compo-
nentsof the PBKMS are autonomousand can play
multiple roles® Whereasthe componentsof a se-
cure DBMS typically belongto a single owner, and
do not play multiple roles,evenif they aredistributed

3 This may seemanti-intuitive, but cryptographicechniquedo facili-
tateit.
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Figure 1. The PBKM Framework

(e.g., a loosely-coupledfederateddatabaseenviron-

ment). (3) A PBKMS is strictly more powerful than
a secureDBMS, becauset must satisfy three ad-
ditional requirements,namely privacy-peserving
knowledg extraction, breading-awae knowl-
edge dissemination and abuse-accountability
Whereasno suchrequirements speci ed for a tra-
ditional secureDBMS. For example,in the specic

instanceof PBKMS in Figurel, thereareoneknowl-

edgeextractorandn knowledgeseners,andeachone
of themhasits own knowledgemanagethatis notex-

plicitly presented(see reason belon). Now we
elaborate on the functionality of knowledge ex-

tractors, knowledge seners, and knowledge man-
agers.

Knowledge Extractor. A knowledge extractor sup-
ports knowledge extraction tasks which, for exam-
ple, mayincludepreparatiorof data,speci cation of
knowledgemodelsto be extracted,and executionof
extractionalgorithms.A knowledgeextractormay be
fully automatedbr interactve. Knowledgecanbe ex-
tractedfrom datasetswnedby differentorganizations
using an appropriatenethodsuchasdistributed data
mining. A key featureof knowledgeextractorsis that
they mustguarante¢hatextractionof knowledgewiill
not compromisendividual data. This featurecanbe
ensurecdy theso-calledbrivacy-peservingdatamin-
ing techniquegsee2.3.1).

KnowledgeServer. A knowledgesener providesser
vices (referredto as knowledge services)to knowl-

edgeconsumersThe simplestform of the serviceis
to deliver an extractedknowledgemodelto a knowl-
edge consumer However, more sophisticated,and
value-addedservicesmay require a non-trivial uti-
lization of extracted knowledge. For example, a
knowledge sener may provide a service by us-
ing the extracted knowledge to answer queries
postedby a decision-makingapplication. Such ser
vicesmay be implementedhrougha variety of tech-
nigues,such as web servicesor software agents.A
key feature of knowledge seners is that they are

breacing-awae (see2.3.2).

Knowledge Manager. A knowledge managerpro-

vides supportsfor storage,retrieval, analysis,inte-

gration,visualization,andtransformatiorof extracted
knowledge.In otherwords, a knowledgemanageiis

to knowledgewhata databasenanagemensystemis

to data.We stresghatthe functionality of knowledge
managemight have becomenative to component®f

a PBKMS, just like standarddata structurehas be-
comeinvisible in the componentof a DBMS. This

is why we do not explicitly specify knowledgeman-
agersn Figurel. For example,if theextractedknowl-

edgeis representedsXML documentstheemeping

XML databasenanagemergystemsanbeleveraged
to implementknowledgemanagers.

Output of PBKMS The PBKMS disseminateknowledge
to knowledgeconsumershroughanappropriatenter-
face(e.g.,web services) For example,a knowledge
consumemayaskoneor moreknowledgesenerscer




tain questionsso that the answer(swill be utilized
in the knowledgeconsumers decisionmakingproce-
dure.Weremarkthataccesso the knowledgemaybe
controlledvia an appropriatesecuritypolicy, anden-
forcedvia anappropriatesecuritysystem.

2.2. Adversary

In the PBKM framework, an adwersaryis a probabilis-
tic polynomial-timealgorithm, and may interactwith ary
componenbf the systemin variouswaysaselaboratede-
low.

Besideshaving legitimateaccesdo a datasourceor a
rulebasehroughthecontrolledaccesénterfaceqe.g.,
authorizedqueriesto a database)the adwersarymay
have unauthorizecacces4o somedataor rules, per

hapsthroughthe underlyingsystemcomponentge.g.,
operatingsystems)In anextremecase the adwersary
may have completelycorruptedone or more of the
datasourcesandrule bases.

The adwersary knows the internal structure of
the PBKMS. For example, it knows how the ex-
tracted knowledge are organized and stored, and
which knowledge extraction algorithms are uti-
lized.

The adwersarymay have corrupteda subsetof par
ties in a distributed privacy-preservingknowledge-
extraction procedure We further elaborateon this in
the next subsection.

Theadwersarymayhave accesso oneor moreknowl-

edgesenersviainterfaceghataredifferentfromthose
availableto knowledgeconsumersMoreover, the ad-
versarymay even be ableto bypassary providedin-

terfaceto have direct accesdo the knowledgeon a
knowledgesener.

Theadwersarymayhave corrupteconeor moreknowl-

edgeconsumersAs a consequencehe queriespre-
sentedby acorruptedknowledgeconsumemayspeed
up the breachingof the targetedknowledgestoredat
certainknowledgeseners.

2.3. Security Requirements

As mentionedbefore, besidestraditional security re-
guirementssuchas accessontrol, authorization,and au-
thenticationa PBKMS shouldsatisfythreenew securityre-
guirementsprivagy-preseration,breaching-avarenessnd
aluse-accountability

2.3.1. Privacy-Preserving Knowledge Extraction We
explore it by adoptinga cryptographic secue multi-party
computationapproach[9]. Supposethe knowledge ex-
traction procedure involves = parties Py;:::;P- that
needto jointly extract knowledge from the input. Fur
ther, supposethat party P; 2 fP1;:::;Pmg (M )

Let f : fxg;::ii;xeg 7! fky;:::; kg be the knowl-

edge extraction function, wherek; (1 i ") is the

private output (i.e., knowledge in a certain representa-
tion language)to party P; (including k; =7?). Infor-

mally, privacy-peserving knowled@ extraction means
that there is no adwersary A that has corrupteda sub-
setof parties
aboutx; or ki, whereP; 2 , more than what is im-
plied by the functionf aswell asthe inputs x; andthe
outputsk; for P; 2

2.3.2. Breaching-Avare Knowledge Dissemination It
may be true that sometimeghe knowledgeis extractedfor
an exclusive knowledge consumerin which caseknowl-
edge breading is irrelevant. However, in generalmary
knowledgeconsumersnay obtaina certainpartial knowl-
edgefrom a single knowledgesener throughan appropri-
ateinterface,which is referredto asa knowledg@ service
For example,considera knowledgeserviceprovided by a
human-resourceonsulting rm. The serviceis basedon
the knowledge extractedfrom the employee databasesf
companiesn an industry (this is certainly possibleusing
privagy-preservingknowledgeextractionalgorithms).Sup-
posethe knowledgeis a decisiontree that classi es the
employeesinto threecatayories:excellent,good, andfair.
Then,acompaly canmake its decisionon hiring by query-
ing the potentialperformanceof its job applicantsIn this
case,an adwersarymay indeedbe a legitimate knowledge
consumerAfter making a numberof queries,the adwer
sarymay be ableto derive a knowledge,calledthelearned
knowledg, thatis strictly morethanwhatis conferredby
the knowledge seners' responsesAs a consequencehe
knowledgeunderlyingthe service,calledthe target knowl-
edeg, is breachedWorseyet, the learnedknowledg needs
notto be exactly the sameform asthetarget knowled@.
Without loss of generality we de ne a knowledgeser
viceasafunctionfx : Q 7! R, thatmapsa (possiblyin -
nite) setof servicerequests), to a nite setof servicere-
sponseR usingthe underlyingknowledgeK , whereboth
Q andR maycontaincomplex dataobjectsFor 0 1,
0 1, we saythatthereis a degree  knowledg
breacing of K atthesigni cancelevel , if theadwersary
is ableto de ne a knowledgeservicef x o accordingto a
learnedknowledgeK @ sothatPr(fko(:) = fk (2) >
with a probability 1 , WwherePr (fko(:) = fx (?)) isthe



probability thatthe two serviceggive the sameresponsdo
thesameservicerequest.

2.3.3. Abuse-Accountability In certainsystemge.g.,the
systemscoordinatinggovernmentagencies'counterterror
actiities), ahuseof knowledgecould resultin more catas-
trophic consequencabanahbuseof data.Sowe needtech-
nical meansto hold the ablusersaccountableln particular
we mustdealwith knowledgealuserghattypically arecor-
ruptauthorizedusersor insiders.The accountabilitymech-
anismshouldatleasthelpsystenmanagemeritentify sus-
piciousactiities andeventracethembackto theahlusers.

As an analogy traditional information systemshave
adoptedthe conceptof auditing We stressthat aluse-
accountabilityis a much more broadand generalconcept,
becausat may rely on existing mechanismsuchas au-
diting and intrusion detections.Moreover, it is highly
desirablethat the accountabilitymechanismcan be auto-
matically triggeredby the transactiordata,evenif the data
areencrypted.

3. RelatedWork

On the evolution of sewice oriented computing

paradigms. Service oriented computingis an active re-
searchareaanda numberof servicetypescanbeidenti ed,

including “application as a service", “databaseas a ser

vice" [11], “data mining model as a service” [14], and
the generalnotion of “web service”. Our PBKM frame-
work emphasize®n securityissuesof thoseservicesthat
arebasedn extractedknowledgemodels.As a speci c in-

stantiationof the PBKM, we explored in [16] the no-
tion of “knowledgeasa service",wherea serviceprovider
canbe compensatedis anotherexample,considerthe fol-

lowing scenario: a life insurance provider may mini-

mize the risk of loss by determiningthe premium of a
new client basedon the likelihood of the new client be-
ing involvedin a fatal car accidentwhich is a knowledge
that a car insurancecompalty could provide. In this con-
text, we investigateknowledgebreachingoy exploring two

speci ¢ adwersarialstratgies: oneis basedon a new algo-
rithm, andthe otheris basedon a known active machine
learningalgorithm. Throughsystematicexperiments(with

various heuristic optimizations),we shaved that knowl-

edgebreachings seeminglyinevitable.

On the relationship to privacy protection. The notion
of privagy protectionhasreceived tremendousttentionin

variousresearchcommunitiesand contexts. For example,
therehave beenmary usefultechniquesontributedby the
cryptographycommunity (cf. [2, 3, 4] and their follow-

ons).Thesdechniquesargetat protectingusers'anorymity

while allowing them to authenticatethemseles. On the
otherhand,accesgontrolprotectssensitve datafrom unau-
thorizeddisclosurevia direct accesseslowever, it cannot

preventindirectaccesses-or example,indirectdatadisclo-

surevia inferencechanneloccurswhensensitve informa-

tion canbe inferredfrom non-sensitie dataandmeta-data.
We referthereaderto [7] for a surwey of inferencecontrol

in varioussystemsettings(e.g., statisticaldatabasesnul-

tilevel securedatabasegyeneralpurposedatabasesiVery

recently interestingframeavork andmethodfor eliminating

bothunauthorizediccesseandmaliciousinferencesn the

contet of OLAP (on-lineanalyticprocessingyasinvesti-

gated15]. Moreover, asystematistudyof theinformation-

disclosureproblemin dataexchangeapplicationsvaspre-

sentedn [13]. We remarkthatall thesetechniquesio not

addresshe problemof knowledgebreachingn the context

of knowledgeasa service,althoughinferencecanbe seen
asanattacksimilarto knowledgebreaching.

On the relationship to data mining and machine learn-
ing. On one hand,a PBKMS relies on privagy-preserving
knowledgeextraction (e.g.,datamining) techniquego ex-
tract knowledge from raw data, so that the goal of pre-
servingthe secreg of individual datarecordsis achieved
while usefulpatternsarederived. Therearetwo approaches
to privagy-preservingdatamining. The rst approachis to
randomizethe valuesin individual records[1] andthento
extract a knowledgemodelfrom the randomizeddata, af-
ter rst compensatindgor the randomization(at an aggre-
gatelevel). This approachis potentially vulnerableto pri-
vagy breachessincebasedon the distribution of the data,
onemay be ableto predictwith high con dencethatsome
of therandomizedecordssatisfya speci ed property(even
thoughprivacy is preseredon average)ln generalthis ap-
proachis still in its early stage(see[6] for the subtleties
in capturingthe right notion of privacy) and doesnot ex-
tractaccurateknowledge.The secondapproachs basedn
cryptographicsecuremulti-party computationtechniques
[17, 10, 12]. Thisapproacldoesextractaccurat&knowledge
andprovide a strict privacy guaranteehut is typically much
lessefcient. In spiteof somerecentadvancesn cryptog-
raphy(e.qg.,[8]), signi cant performancémprovementsare
very much neededOn the other hand,an adwersarymay
achieve a knowledgebreachingusingdatamining andma-
chinelearningtechniquesAs mentionedbefore,in [16] we
investigatec& knowledgebreachingstratgyy basednanac-
tive machindearningalgorithm.

4. Challengesand On-going Works

The PBKM framework raises mary interesting re-
searchissuesand there are mary challengesin devel-
oping techniquesthat are necessaryfor ensuring the
privagy-preservingknowledgeextraction, breaching-aare
knowledgedisseminationand aluse-accountabilityin the
following, we outline someof them.



One challengeis to develop practical and provably-
securedata mining techniquesfor knowledge extraction.
The state-of-the-arprivacgy-preservingdata mining tech-
niguesare still in its infang. As mentionedin Section3,
boththe perturbatiorbasedandthe cryptographigrivacy-
preservingdatamining techniquesequirea lot more fur-
therresearch.

The breaching-ware knowledge disseminationis a
brandnew areaof researchThe biggestchallengein this
areais to understandhe techniqueghat might be usedby
anadwersaryto breachthe knowledgeunderlyinga knowl-
edge service. As mentionedbefore, what constitutesa
knowledgebreachingdependson the typesof the knowl-
edgeserviceand of the underlyingknowledge.However,
even for the simple type of knowledge breachingstud-
ied in [16] where the tarmget knowledge is a classi ca-
tion model (suchas a decisiontree or a neuralnetwork),
the learnedknowledgeis a Booleanvalueddecisionfunc-
tion of a conjunctve form, and the knowledge service
is a simple classi cation service, there are mary direc-
tionsfor furtherinvestigationWe list someof themin the
following.

We only consideredwo breachingstratgiesthatwe
feel mostpractical.lt is absolutelyworthwhile to in-
vestigatethe behaiors of more strateyies, either by
designingnew methodsor by adaptingknown algo-
rithm (in dataminingandmachinelearning).

How shouldan appropriatepricing mechanisnm(such
as a breaching-ware knowledge disseminationpol-
icy) be devised?Althougha heuristicmechanisntan
be basednthebehaior of aspeci ¢ breachingstrat-
egy, an optimal mechanismwould be basedon the
minimumnumberof queriesequirecto derive thetar-
getedknowledge.But which breachingstratayy is op-
timal?

We only consideredlatadomainsthathave atotal or-
der It is usefulto extendthe methodd¢o accommodate
otherdatatypes(e.g.,cateorical).

With regardto aluseaccountability we needto somehav
“extract” usefulinformationfrom largevolumesof transac-
tion data,sothatthe systemmanagementanhold abusers
accountableThis shouldbetrueevenif thetransactiordata
is encryptedandthe systemmanagemenis simply not al-
lowedto requirethe decryptionof thewhole data.
Otherissuesf theknowledgemanagemenhcludeef -
cientandeffective storageandretrieval of knowledge visu-
alizationandanalysisof knowledge,etc.
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