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Abstract— Route falsification attacks are easy to launch in
wireless ad hoc networks with on demand routing protocols
that employ network-wide flooding of control packets for route
discoveries. Colluding insider malicious nodes with no spéal
hardware capability can use packet encapsulation and tunréng
to create bogus short-cuts in routing paths and influence dat
traffic to flow through them. The current secure on demand
routing protocols for ad hoc networks are susceptible to thee
attacks. This paper presented several design guidelines toitigate
the impact of such attacks and a secure on-demand routing (S®)
protocol that incorporates these techniques. SOR is basedno
pairwise symmetric keys among all nodes in the network. It
is flexible and can be tweaked to accommodate desired securit
and performance criteria. We implemented SOR and a previouly
proposed secure routing protocol called Ariadne in the Glonesim
simulator and evaluated their performances with and withou
route falsification attacks by colluding insider nodes. Ouranalysis
indicates that SOR is resistent to these attacks and performwell
with low overhead in normal networks.

I. INTRODUCTION

xsu@cs.utsa.edu

application layer encryption techniques. Of particulaerast
and challenging are the active route falsification and resou
depletion attacks.

We are interested in preventive solutions to route falsifica
tion attacks in on demand routing protocols for MANETS. In a
route falsification attack, malicious nodes falsify rowgquests
and/or route reply packets to indicate a better path to thecso
of a data connection, make disproportionately large ponb
traffic go through them. When the source selects the falsified
path, the malicious nodes can drop data packets they receive
silently (denoted, blackhole attack), or forward the paskeit
keep the information to conduct analysis of communication
patterns such as sender-recipient matchings, traffic ¢min
volume, and shape [12]. The current secure on-demand gputin
protocols (SRPs) for ad hoc networks [1], [7], [10], [14]3]1
[8] mitigate some forms of route falsification by non-coligl
malicious nodes, but are susceptible to attacks by colgudin
insider nodes.

An ad hoc network consists of several wireless nodes thatn this paper, we describe route falsification attacks on

are capable of communicating with each other without the u§

of a network infrastructure or any centralized adminigbrat

To facilitate multi-hop communication between non-neighb < >
nodes, all nodes act as routers. Since ad hoc networks E3lf
be formed easily and can handle node mobility and frequeem
topology changes, they have a wide range of applicatio
especially in military operations and emergency and disast®

relief efforts [6] and to support communication among dalrgsults indicate that the SOR protocol has low control osach

sinks in large wireless sensor networks [2].

However, ad hoc networks are more vulnerable to secur
attacks than conventional wired and wireless networks due t
the open wireless medium used, dynamic topology, dis&ibut
and cooperative sharing of channels and other resour

and energy and computation constraints. Malicious nodes

¥isting secure on demand routing protocols by colluding
insider nodes without special hardware capability. We psep

a secure on demand routing (SOR) mechanism which can
gate those attacks. SOR can be tuned to satisfy theigecur
d performance constraints. We have implemented a routing

frotocol based on SOR and compared it with Ariadne [7], a

cure routing protocol for ad hoc networks. Our simulation

and fast route discoveries in a normal network and mitigates
(&ute falsification attacks by insider attackers.
The rest of the paper is organized as follows. Section
Il describes route falsification attacks by colluding iresid
gdes. Section Ill presents a new secure on demand routing
OR) mechanism. Section IV presents the performance of the

easily launch physical attacks that jam the wireless CHann;,?_}roposed routing mechanism. Section V concludes the paper.

passive eavesdropping of wireless transmissions andeactiy|. BACKGROUND AND ROUTE FALSIFICATION ATTACKS
route falsmca_tlon attacks due _to the open W|r_eless medlum Basic Route Discovery and Maintenance
and cooperative nature of ordinary nodes acting as routers,

The limited energy availability at most, if not all, nodesxdze

exploited by malicious nodes using resource depletiorciedta
in which they inject bogus packets and cause normal no

Most of the on-demand routing protocols use route discov-
ery to learn new routes and route error propagation to remove

d%ele routes. The route discovery consists of two staggs. (1

waste their energy in forwarding them. Physical attacks aRoute request stagethe source node floods the network with

addressed by using frequency hopping protocols at physifal
y Using frequency nopping p Pty Me rebroadcasts the REQ the first time it hears R@jte

layer, and eavesdropping can be addressed by link layer
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NSF grants EIA-0117255 and CRI-0551501.

Presented at IEEE Wireless

oute request control packet (REQ), and each intermediate

reply stage— upon receiving a REQ, the destination sends a
route reply packet (REP), which is propagated to the source
in the reverse path of the REQ.
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Fig. 1. Route discovery example. Solid lines representahetireless links.

The dotted line represents packet tunnel betw&eand Y via A and B. Fig. 2. Reactive attack example. Solid arrows represent RigQt arrow)

or REP packets (left arrow). The dotted line represents tked tunnel
betweenX andY'. Dotted arrows represent messages tunnelled betdeen
o andY. The numbers indicate the sequence of steps in the attack.
B. Route Falsification Attacks

In route falsification attacks, malicious nodes falsify REQ @ —25. @ @ . @M@
®SXYD

and/or REP packets to indicate a better (shorter, faster, or > @®SXYD

fresher) path to the source of a data connection, make dis- @SXYD\ YT
proportionately large portion of traffic go through them. o~ 7777 )
prevent arbitrary modification of REQ and REP packets by Fig. 3. Proactive attack example.

malicious nodes, a secure routing protocol such as Ariadne
[7] requires each node to attach an authentication codedbas
on the contents of the REQ it received) to each REQ packetéduces the risk of detection by intrusion detection tech-
forwards. Either the destination or the source of the roetegp niques [9]. An example of this attack is given in Fig. 2. A
discovered verifies these authentication codes. A nomdinity malicious node X, in the figure), upon receiving a REQ (at
malicious node cannot arbitrarily remove some nodes in tetep 4 in the figure), can check if the path already contains
path list of REQ because the verification of authenticaticgnother malicious node more than one hop away from it, and
codes will fail. To be able to successfully shorten the path | query that nodeX) for the authentication information it gen-
in a REQ, the malicious node needs to know the authenticatierated (step 5 in the figure). This attack succeeds in SRR [10]
code in the REQ packet that first of the removed nodégiadne [7], endairA [1], and SDSR [8]. Since SAODV [14]
received. and ARAN [13] do not indicate the path information in REQ
Although existing secure on-demand routing protocols c@ackets, they are immune to this attack.
prevent route falsification attacks (e.g., hop count or pathProactive Attack (Attack 2)This attack is effective even on
modification) by non-colluding malicious nodes, they aitt stprotocols that do not indicate path information in REQs. To
vulnerable to those attacks in which malicious nodes celludacilitate this attack, malicious nodes may occasionailitiate
Recently, some researchers have started investigatihglony REQs to discover the routes among themselves. However,
attacks. For example, endairA [1] can prevent a particulire control traffic generated by them is low enough that
route falsification attack on Ariadne launched by two caihgd they cannot be easily distinguished from normal nodes by
attackers that are exactly two hops apart. an intrusion detection system. An example of this attack is
We describe how malicious insider nodes can collud#iven in Fig. 3. In this attack, malicious nodes close to seur
without a priori knowledge of the network and using only(X, in the figure) send the authentication information to all
in-band channels and induce legitimate nodes to use rougéger malicious nodes proactively (step 2 in the figure)sThi
through them. Such attacks ensure that there are two or mat@ck succeeds in all route discovery based SRPs including
malicious nodes in a route, one close to the source and anothAODV [14], ARAN [13], SRP [10], Ariadne [7], endairA [1]
close to the destination. This is desirable for traffic asialy and SDSR [8].
requiring message timing and volume [12]. We use a 5-hop
pathS-X-A-B-Y-D taken by a REQ packet from sourSeto
destinationD, Fig. 1, to illustrate these attacks. Nod€sand ~~ Based on our analysis of previous protocols, we have
Y are colluding malicious nodes and create a packet tuni@égntified several design guidelines to mitigate insidéeackss.
between them via normal nodes and B. If Y obtains the We first describe these features, then present a secure on-
authentication code generated Kyfor the REQ fromsS, then demand routing (SOR) protocol that incorporates them.
it can fabricate a REQ to indicate X-Y as the path instead of « Authenticate intermediate noddsach intermediate node
S-X-A-B-Y and send it tdD. If necessary, the corresponding  creates an authentication code (marking) based on the

[1l. SECUREON DEMAND ROUTING (SOR)

REP is tunnelled fromy” to X via path Y-B-A-X. This
results in a false rout&-X-Y-D with fewer hops; it cannot
be detected even after verification by source/destinatfof.
chooses this bogus path, andY have the option of delivering

the data packets or dropping them. We show below two ways
in which a malicious node can obtain the authentication code

generated by its colluder.
Reactive Attack (Attack 1)This attack is effective only

when REQs carry path list in clear text. However, the ma-
licious nodes do not generate traffic unnecessarily, which

contents of the received request packet and places the
same in the packet prior to forwarding. These cumulative
authentication codes will be verified by the destination
(or source) node of the path being discovered. It makes
falsification of request packets difficult since the latter
malicious node needs to know the authentication code of
request packets at the time first malicious node received to
falsify request packets. In the reply packet, the destimati
puts an authentication code based on the contents of REQ
packet it accepted and generated a reply; this code can be



verified by the source. Therefore, if the REQ packet is nshares a secret key with the source or destination of the path
falsified by the time it reaches the destination, then thmeing discovered. These pair-wise shared keys are used to
route discovered by the source is not compromised. Thgenerate message authentication codes (MACs) and encrypt
design feature is used in Ariadne. SOR also incorporatesite information.
this feature.

« Hide paths taken by route request packdfsthe path A. SOR Protocol

taken by a REQ packet is revealed to intermediate nodesz ¢ node maintains a routing table with the ability to store
in its path, then malicious nodes have the necessgfiiire path lists for destinations (same as in AODV [11]). A
topology information to create short-cuts (Attack 1 iRgyting table entry contains sourSe source sequence number
Section II_). The path can be hidden by not |nd|cz_;1t|ngs' destinationD, destination reply numbenp, backward
the path list. Once the request packet reaches destmatm’b (BH), forward hop ¢H), path list (if available), and

and a reply is generated, the path may be revealed {g5intenance information such as route expiration time.
performance reasons if necessary. SOR prevents Attack

1 by incorporating this feature. S  [REQ, S, Dns, Ms, Cs]
o Propagate requests fast&Since malicious nodes need to X —* : {REQ, S, D;ng, Ms, CMx}
A —* : {REQ, S, D,ng, Mg, CM4}

exchangg information in real-time to fabricate requests, B_* : {REQ. S, Dne Me, CMp}
propagating request packets faster than all other types of Y —* : {REQ, S, Ding Mg, CMy }
packets ensures that falsified request packets are usually D — Y : {REP, S, Dng, np, CMp}

. : Y — B : {REP, S, Ding, np, (Y), CMp}
slower than normal request packets. To achieve this, we B— A : {REP.S Dng. np. (B, Y), CMp}

(7) give request packets higher priority than all other types A — X : {REP, S, Ding, np, (A, B, Y), CMp}

of packets (including route reply and error packets), ( X —S {REP, S, Dns, np, X, A B, Y), CMp}

reduce the size of request packets, and) (use light- Fig. 4. Route discovery example in SOR. REP and REQ inditmteacket
weight security mechanisms to reduce processing del .mg is source sequence number amg is destination reply number.

] P s Is a message authentication code (MAC) computed with shizegd
at each hOp, and&) reduce the control traffic in general'betweens and D over the REQ thatS initiates. C Mg is a cumulative

« Avoid route selection based on hop couBly using MAC computed byS using shared key betwees and D over M. C'M;
the routes taken by the fastest requests, the chancesiof X, A, B,Y) is a cumulative MAC computed by nodewith shared

; e ; ; between itself and over the cumulative MAC in the received REQ.
having falsified routes can be reduced. For this selectlé?xb is computed byD using shared key betwegand D overrp andQ

technique to be effective, however, REQs should ke in the received REQ. The first five lines indicate 1-hop braati;
forwarded fast. Though ARAN [13] avoids hop-baseénd remaining lines indicate unicasts.
route selection, it has excessive processing delays at each
hop due to the use of digital signatures and thus givesl) Route DiscoveryWe use the path fron§ to D through
ample time for colluding nodes to fabricate REQs. SORtermediate nodesX, A, B, C, and Y to illustrate the
usestime-based route selectidhat consists of two parts: route discovery in the basic SOR protocol. The sequence of
(7) after the first request is received and replied, thmessages used for the route discovery is given in Figure 4.
destination should respond to additional requests froifhe sourceS of the route discovery process generates a
the same route discovery only if they arrive within som&EQ, which contains sourcé, source sequence number
short duration; ;) each reply contains a monotonicallyng, destinationD, a message authentication code (MAC)
increasing reply number, and the source chooses thenerated by source with shared key betwefrand D
route in the reply with smallest reply number, whici{/s), and cumulative MAC computed by using shared key
corresponds to the fastest request. The reply duratidigtweenS and D over Mg. Each intermediate node, upon
denotedd;, can be used as a design parameter to tratgeeiving the first copy of the REQ froifi, computes a new
off false positives and resistance to route falsification byumulative MAC using shared key between itself éhaver
colluding insider nodes. SOR combines this feature alotige cumulative MAC in the received REQ, replaces the old
with faster propagation of REQs to mitigate Attack 2. cumulative MAC with the new one, records transmitter of the
One or more of above features have been used in previdEQ as its backward hop3(f), and re-broadcasts the REQ.
secure on-demand routing protocols, but SOR is the first oneWVhen the REQ arrives at the destinatibn D first checks
to integrate all of them and has the following propertié$: (the authenticity and freshness of the REQ by verifying the
It is designed to be used as a source routing as well adMAC generated byS (Mg). After D verifies Mg, it sends a
table-driven routing protocol;i{) SOR has several designREP to its previous hop with a monotonically increasing and
alternatives such that a route may be disseminated to aishodnique reply numbernp and a MAC which is based onp
in the route (like DSR and Ariadne), only to the source, only tand the cumulative MAC in the received REQ using shared
the destination, or any combination of these possibiligesn key betweenD and S. When an intermediate node receives
with source routing; ii) SOR mitigates both non-colludinga REP, appends its ID into the path list, records relatederout
and colluding route falsification attacks. information (S, ns, D, np, F'H — the node that sent the REP,
We now present a basic version of the SOR protocatc.) in its routing table, and forwards the REP to ¢/ —
We assume that each node in the path being discovethd node that sent the corresponding REQ.



After S receives a REP, it can verify the cumulative MAQength 5 times the width1600 x 300m? and 2200 x 440m?)
marked by intermediate nodes and destination. The formatafd golden rectangles (GRs) with length approximately 1.6
request and reply packets generated or forwarded by nodémes the width {300 x 800m? and 900 x 560m?2). With 50
are given by (1) and (2Ms enables the destination to screemodes, the node densities, the average number of nodes in
bogus requests quickly and not reply to them. a radio transmission area) are about 10 for the larger fields
and 22 for the smaller fields. Owing to limited space, we only

REQ; = {REQ 5, D, ns, Ms, CM;} @ present results for low-density GR and high-density corid
where Mg = M ACk,, (REQ S, D, ns), networks. We chose high-density corridor network to feid
andCM; = MACk,;(CMgHw,) easy comparisons with prior results on DSR and Ariadne [7].
with CMg = M ACk,, (Ms) The results for the cases not reported are similar to those
=P reported for the corresponding node densities.
REP, ={REP S, D,ng,np, PathList, CMp} (2) NUmber of Nodes £5
_ Node Speed [1-19]m/s
whereCMp = MACk s (np, CMphp) Node Mobility Modified Random Waypoint
BH; denotes the backward hop of nogdend M ACk,, (M) pause Time B ns]ex"%%‘ésm o)
denotes message authentication code (MAC) computed over 1300 mx 800 m {p — 10)
messageV/ using shared key between notland nodej. Radio Range 250 m
2) SOR Route MaintenancéVhen a node is unable to mﬁber of Traffic Paire fgz-ll
transmit a packet to its forward hop in the route, it creates Traffic Load 100-300 Kbps (CBR/UDP)
a route error packet (RER) which contains the following Data Packet Payload |500 bytes
information: (RER, RER’s originator, unreachable node, route 'E{'Q'glf\é\araﬂon& iOMrEﬁlisseconds
) . . t
source, error MA_(}; The RER’s originator is set to the address Initial REQ Timeout  |0.5 seconds
of the intermediate node encountering the error, and the Maximum REQ Timeout10 seconds
unreachable node is set to the intended next hop to which Route Cache Size ﬁng‘ifsle&’gzqem
the packet was attempting to forward. 7 of Atiackers 0.7 8 Er 5
In order to prevent unauthorized nodes from sending RERS, Hash length 128 bits

MAC is u_se_d to authenticate RERs using shared key betwqﬁ?& 11. Simulation Parameters. Traffic load, pause timespumber of
RER’s originator and the source. When the source receiv@@ckers are varied. Reply duration is the duration in tvhicdestination

a RER, it can verify the validity of the RER. This canmay reply to additional REQs after the first one is received.

not prevent insider attackers from flooding the network with The followi ) q | h ;

RERs. Monitoring and detection techniques should be used to' '€ Tollowing metrics are used to evaluate the performance

determine the nodes that generate unusually large numbep[)ﬁr_iad_ne and basic SO_R and the impact of colluding route
RER packets. falsification attacks (Section Il) on them.

SOR is designed to be used as a source routing as welt
as a table-driven routing protocol. SOR has several design
alternatives such that a route may be disseminated to aisnod
in the route (like DSR and Ariadne), only to the source, only *®
to the destination, or to both even with source routing. SOR
variants and simulation evaluations of them are given in [4] °®
To make SOR scalable for large networks, probabilistic on-
demand key generation mechanisms may be used.

IV. PERFORMANCEEVALUATION

To evaluate the performances of SOR, we used the Glo-e
mosim simulator, version 2.03 [3]. We implemented the basic
SOR protocol (Section 1lI-A) and the low overhead MAC
version of Ariadne (denoted as Ariadne). For comparison

Throughput. The total amount of data received in
bits/second at all destination nodes in a specified amount
of time.

Control Overhead.The amount of control information
transmitted in bits/second.

Route Discovery Latencyhe average time elapsed from
the time a route request packet is sent to the time a reply
packet is received. If a source receives multiple replies
to its request, then route discovery latency is calculated
for each reply.

Fraction of Packets Sent over Malicious PathBhe
fraction of packets sent through malicious paths, which
contains 2 or more malicious nodes, out of the total
number of packets sent by sources.

purposes, we also simulated the DSR protocol without varioEach configuration was simulated 20 times with different
optimizations— intermediate node replies, gratuitousteourandom number streams, and the results were averaged; the
replies, data salvage, and promiscuous listening for sou@5%-level confidence intervals are indicated for all datia{so
turned off— as done in [7]. We compared the basic SORIn the first set of experiments, we compared the perfor-
protocol with DSR and Ariadne. The simulation parameteraances of DSR, Ariadne, basic SOR in both low-density GR
used are listed in Figure 11. The modifications to randoand high-density corridor networks without attacks. Theao
way-point model for node mobility [5] are used to avoigpause time was Os in simulations with traffic load varied.
clustering of nodes in the middle and gradual decay of awerag Figures 5 and 6 show the throughput for each protocol.
node speed. We use two rectangular shapes: corridors withlow traffic loads of 100 kbps and 200 kbps, all protocols



250

T T 250 T
DSR —&— DSR —&—

Ariadne —— Ariadne ——
SOR —@— SOR

200

150 -

Throughput (Kbps)
= = [N
o (4] o
o o o

Throughput (Kbps)
5
o

50 Lo . . . . 50
100 150 200 250 3
Traffic Load (Kbps)

Fig. 5. Throughput 4 = 10). Fig. 6. Throughput 4 = 22).

w
sL
=]

150 250

o
=]
=
St
=]

200
Traffic Load (Kbps)

~
o

Control Overhead (bits/second x10°
w B u [o2}
o o o o
1%
[e]
2
NA K\ 4
»L 1
o
Control Overhead (bits/second 10°
w B u [o2}
o o o o

~
o

" DSR —a— " DSR —a—

Ariadne —il—

z
)
a
5
@

OR —&—

N

=]

N

o
T

=

o

=

o
T

100 150 2 300 100 150 250 300

00 200
Traffic Load (Kbps) Traffic Load (Kbps)
Fig. 7. Control traffic overheado(= 10). Fig. 8. Control traffic overheado(= 22).

0.6 0.6

DSR —a—
Ariadne ——
SOR

" DSR —a—
Ariadne ——
SOR —e—

o
o

=}
[
=}
e

Route Discovery Latency (s)
o o o
N w »

Route Discovery Latency (s)
o o o o
N w » w

o
o

w
sL
S

100 150 200 250 300 100 150 200 250
Traffic Load (Kbps) Traffic Load (Kbps)

Fig. 9. Route discovery latency#10). Fig. 10. Route discovery latency%22).

have nearly same throughput. When the network is congesttidations of the traffic. Attack 1, in which malicious nodes
at 300 kbps load, SOR gives abaki% higher throughput. attack only when clear text path is indicated in REQs, is
Since REQs propagate faster and reach the destinatioereadpplicable to Ariadne only. Attack 2 can be launched in both
in SOR, broken routes are repaired faster. Also, after tisé fiprotocols. In these simulations, the traffic load is keptstant
request is received, a destination accepts request froin tag100 Kbps; the number of attackers is varied from 4 to 12.
route discovery for only a short period of time; this reduites Nodes are continuously mobile (that is, the pause time k@twe
number of replies sent and, hence the overhead. The reductitovements is 0 seconds).

in overhead is illustrated in Figures 7 and 8. SOR and DSR ) )
have same lower control overhead than Ariadne since both/Ve used the fraction of data packets sent over routes via
SOR and DSR have smaller REQ size. Figures 9 and 10 shdWg or more m,aI'C'Ol,JS nodes as the metric to measure a
the average route discovery latencies in a normal netwofRUtiNG protocol’s resistance to route falsification. (Wepk -
SOR has low route latency than both DSR and Ariadne dif@ck of but did not drop data packets sent over paths with

to limited replies by destination, faster REQ propagatimg multiple malicious nodes.) If malicious nodes do not launch
smaller REQ size. route falsification attacks, they are on active routes ortignv

the shortest or fastest paths go through them. The fracfion o

In the second set of experiments, we evaluated the vulnepackets sent in such a case gives the baseline value (deasted
bilities of Ariadne and SOR to colluding route falsificatioriNo Attack’) that the attackers try to increase using the two
attacks in low-density GR and high node density corrid@ttacks described in Section Il. Figures 12 and 13 give the
networks. The attacker nodes are neither the sources or desetion of paths sent over malicious paths with Ariadne and
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SOR for low-density GR and high-density corridor networks,

respectively. (As indicated before, Attack 1 is applicatde

Ariadne only.) For both networks, SOR is very effective: the
fraction of packets sent over malicious paths is about theesa
as it will be if the attackers behaved normally. Howeverhwit
Ariadne, two (with 12 attackers) to ten (with 4 attackers)
times more data packets are sent over malicious paths wh&h

malicious nodes launch Attack 1 or 2.

V. CONCLUSIONS

Secure routing protocols (SRPs) for ad hoc networks aré!

designed to minimize route falsification attacks. Thougireh

have been several SRPs proposed in literature, they do net hdé]

dle falsification attacks launched by colluding insider ead

We described an attack in which insider nodes can easi

falsify routes, even when current secure routing protoaods
used, without any special hardware capabilitiesaopriori

knowledge of network topology. Furthermore, since they can
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