P15.

P16.

P17.

P18.

example duv s 2 - o e ™ould
untry the channel utilization to be greater thyy, 08

£ a packet is 1,500 bytes, including b,

Consider the cross-co o
the window size have (0 e

percent? Suppose that the size O
header fields and data.

Suppose an application uses r
stop-and-wait protocol has Ver

4t 3.0 asits transport layer protoco]. As
y low channel utilization (shown in the CroSSe

country example), the designers of this applica}tmnAlét Iéh(()a re::ie;z/er keep gep N
ing back a number (more than two) 'of alternating # wan " C'K Leven it
the corresponding data have not arrl‘ved. at the recslver. ) ould this applicy.
tion design increase the channel utilization? Why? Are there any potentig|

problems with this approach? Explain.

Consider two network entities, A and B, which are conne.cted by a perfect
bi-directional channel (i.e., any message sent will be received correctly; the
channel will not corrupt, lose, or re-order packets). A and B are to deliver
data messages to each other in an alternating manner: First, A must deliver
a message to B, then B must deliver a message to A, then A must delivera
message to B and so on. If an entity is in a state where it should not attempt
to deliver a message to the other side, and there is an event like rdt_
send (data) call from above that attempts to pass data down for transmis-
sion to the other side, this call from above can simply be ignored with a call
to rdt_unable_to_send (data), which informs the higher layer thatit
is currently not able to send data. [Note: This simplifying assumption is made
so you don’t have to worry about buffering data.]

Draw a FSM specification for this protocol (one FSM for A, and one FSM
for B!). Note that you do not have to worry about a reliability mechanism
here; the main point of this question is to create a FSM specification that

reflects the synchronized behavior of the two entities. You should use the

following events and actions that have the same meaning as protocol rdtl 010

Figure 3.9: rdt_send (data), packet = make pkt(data),udt’

Zerllc'{ (packet), rdt_rcv (packet), extract (packet, datal

naetiotlve’fr—dé?taL (data). Make sure your protocol reflects the Strict alter

o fo sending b.etween A and B. Also, make sure to indicate the initia
ates for A and B in your FSM descriptions

In the generic SR protocol that

101
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P20.

P,

gets a request from the layer above to get the n

' \N\UDLECIVIY

gransfer of messages. Give yp FSM e
pescribe the format of the packet SCription of
versa. If you Use any procedure . N sender apq
(for example, uqt—Send 0

clearly state their actions. Gijye .
receiver) showing how your ;

corrupt packets (and so, for €Xample, a packet
rectly received by B, but not by C). Design a s
protocol for reliably transferring packets

not get new data from the upper layer until it knows that both B and C have
correctly received the current packet. Give FSM descriptions of A and C.

(Hint: The FSM for B should be essentially the same as for C.) Also, give a
description of the packet format(s) used.

Consider a scenario in which Host A and Host B want to send messages to
Host C. Hosts A and C are connected by a channel that can lose and corrupt
(but not reorder) messages. Hosts B and C are connected by another channel
(independent of the channel connecting A and C) with the same properties.
The transport layer at Host C should alternate in delivering messages from

A and B to the layer above (that is, it should first deliver the data from a packet
from A, then the data from a packet from B, and so on). Design a stop-and-
wait-like error-control protocol for reliably transferring pacl.<ets from A anfj
B to C, with alternating delivery at C as described above. Give FSM descrip-
tions of A and C. (Hint: The FSM for B should be essentially the same as

for A.) Also, give a description of the packet format(s) used.

ta mes-
S“Ppose we have two network entities, A and B. B has a sup ply of dats

. : %
' i Jlowing conventions. When
sages that will be sent to A according to the fo lov dafa s o B,

fceives an R message can it send 2 data (D) m f each D message to the layer
A channel. A should deliver exactly one copy Od in the A-to-B channel; D
above, R messages can be lost (but not cormupte t)l The delay along both
Messages, once sent, are always delivered correcty’
“1annels is ynknown and variable. - orates the appro-
Design (give an FSM description of) a2 P pofgesd t:r?; K?t(:)r-[]; channel and
Priate Mechanisms to compensate for the IOSS-gfat entity A 25 discussed
Mplements message passing to the Jayer ab:l‘;solutely necessary.
Ove. Use only those mechanisms that are

top-and-wait-like error-control
from A to B and C, such that A will
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P23.

P24.

P25.

P26.

P27,

with a sender window size of 4 and a seque
ose that at time ¢, the next in-order packet flce
a sequence number of k. Assume thy, th
es. Answer the following questiong: ¢

N protocol
1,024. Supp
s expecting has

messag
f sequence numbers inside the sendep’g

Consider the GB

number range of
that the recelverl
medium does not reorder

a. What are the possible spts 0 e
window at time #? Justify your ansWwet-

b. What are all possible values of the ACK fiel.d in all posfsible messages
: currently propagating back to the sender at time 7 Justify your answer
Consider the GBN and SR protocols. Suppose the sequence number space
is of size k. What is the largest allowable seqder window that will avoig
the occurrence of problems such as that in Figure 3.27 for each of these

protocols?
Answer true or false to the following qu

answer:
With the SR protocol, it is possible for the sender to receive an ACK for g

packet that falls outside of its current window.

b. With GBN, it is possible for the sender to receive an ACK for a packet
that falls outside of its current window.

The alternating-bit protocol is the same as the SR protocol with a sender
and receiver window size of 1.

d. The alternating-bit protocol is the same as the GBN protocol with a sender
and receiver window size of 1.

We have said that an application may choose UDP for a transport protocol
pecause UDP offers finer application control (than TCP) of what data is sent
in a segment and when.

Why does an application have more control of what data is sent in a segment!

estions and briefly justify your

a.

Why does an application have more control on when the segment is sent?

Consider transferring an enormous file of L bytes from Host A to Host B.
Assume an MSS of 536 bytes.

a. Wll:at is th: maximum value of L such that TCP sequence numbers & not
exhausted? Recall that the TCP sequence number field has 4 bytes.

" zl:(;rSlzlr:e[;g(:;u obtain in (a), find how long it takes to transmit the file. r
are added ; 3 to}tal of 66 bytes of transport, network, and data-link head?
155 Mbps liniacl segment before the resulting packet is sent out over amp
out the - 1gnore flow control and congestion control so A ¢t pu

segments back to back and continuously.

Host A and -

already rece]i?:/ :lefcommunlcatlng over a TCP connection, and HOst

then sends two g om A all bytes up through byte 126. Suppos® Host A
egments to Host B back-to-back, The first and sec0™

B has
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rece
In the second segment sent from Host
ber, source port number, and destinati

b, If the first segment arrives before the

ment of the first arriving S€gment, what is the acknowledgment number
the source port number, and the destination port number? ,

¢. Ifthe second segment arrives before the fi

| i ISt segment, in the acknowledg-
ment of the first arriving segment, what is the acknowledgment number?

d. Suppose the two segments sent by A arrive in order at B. The first
acknowledgment is lost and the second acknowledgment arrives after the
first timeout interval. Draw a timing diagram, showing these segments
and all other segments and acknowledgments sent. (Assume there is no
additional packet loss.) For each segment in your figure, provide the
sequence number and the number of bytes of data: for each acknowledg-
ment that you add, provide the acknowledgment number.

P8. Host A and B are directly connected with a 100 Mbps link. There is one TCP
connection between the two hosts, and Host A is sending to Host B an enor-
mous file over this connection. Host A can send its application data into its
TCP socket at a rate as high as 120 Mbps but Host B can read out of its TCP

receive buffer at a maximum rate of 50 Mbps. Describe the effect of TCP
flow control.

) A to B, what are the sequence num.-

On port number?

P9, SYN cookies were discussed in Section 3.5.6.

4. Why is it necessary for the server to use a special initial sequence number

in the SYNACK?

b. Suppose an attacker knows that a target host uses SYN f:ookies. Ca.m the
atacker create half-open or fully open connections by simply sending an
ACK packet to the target? Why or why not?

+ Suppose an attacker collects a large amount of initial sequence numbers sent
by the server. Can the attacker cause the server to create many full}; open ;
“onnections by sending ACKs with those initial sequence numbers? Why?

Consider the network shown in Scenario 2 in Section 3.6.1. Suppose both

*nding hosts A and B have some fixed timeout values. |

% Argue that increasing the size of the finite buffer of the router might pos-

: mbly decrease the throughput ( A—out)'

© W Suppose both hosts dynamically adjust their timeout Vs:/liz élirljzreas_
Mhat TCp does) based on the buffering delay at the router.

t)
8 the buffer size help to increase the throughput? Why
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P32.

P33.

P34.

P35.

P36.

P37.

ed sampleRTT values (see Section 3523
140 ms, 90 ms, and 115 ms. Compute the': EStimay.
. campleRTT values is obtained, using a vy,
o dRTT after each of these Samp f P € of
- - enmine that the value of Estima was 100
o = 0.125 and assuming | five samples were obtained. Compute alsq y,
just before the first Of the;ej: ob.tained, assuming a value of B = (.25 anil
De'/R?T a;tervz?sz Z?IBZ\TR&T was 5 ms just before the first of these fiy,
j:t:r:l;?ézbwta:obtained. Last, compute the TCP TimeoutInterval afte
each of these samples is obtained.
Consider the TCP procedure for estimating RTT. Suppose thata = 0,1,
SampleRTT, be the most recent sample RTT, let SampleRTT, be the ney
most recent sample RTT, and so on.
a. For a given TCP connection, suppose four acknowledgments have
been returned with corresponding sample RTTs: SampleRTT,
SampleRTT,, SampleRTT,, and SampleRTT,. Express
EstimatedRTT in terms of the four sample RTTs.

Suppose that the five measur

are 106 ms, 120 ms,

b. Generalize your formula for n sample RTTs.

¢. For the formula in part (b) let n approach infinity. Comment on why this
averaging procedure is called an exponential moving average.

In Section 3.5.3, we discussed TCP’s estimation of RTT. Why do you think
TCP avoids measuring the Samp1eRTT for retransmitted segments?

What is the relationship between the variable SendBase in Section 3.5.4
and the variable Las tByteRcvd in Section 3.5.5?

What is the relationship between the variable LastByteRcvd in Section
3.5.5 and the variable y in Section 3.5.4?

In Section 3.5.4, we saw that TCP waits until it has received three dupli-
cate ACKs before performing a fast retransmit. Why do you think the TCP
designers chose not to perform a fast retransmit after the first duplicate ACK
for a segment is received?
Compare GBN, SR, and TCP
values for all three protocols
data segments and their corre
the channel) by the receiving
respectively, Suppose Host A
Segment (sent from A) is lost
rectly received by Host B, .

a.
:ow Mmany segments hag Hos
Ost B sent in tota]?

question for g three

(no delayed ACK). Assume that the timE':Out
are sufficient]y long such that 5 consecutive
sponding ACKs can be received (if not lost "
host (Host B) and the sending host (Host &) 4
Sends 5 data segments to Host B, and b 21(1”‘
In the end, all 5 data segments have been ¢

. ‘ has
t A sent in total and how many ACK:
What are their sequence numbers? Answer the
protocols,
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timeout values for all three protoco]
p. If the Ul ol are much |o
then which protocol successfully delivers g]] five data rsleg er than 5 RTT,
—piiine interval? gments in short-

{1 our description of TCP in Figure 3.53, the valye
p38. .sthresh, is setas ssthresh=cwnd/2 in ey
ssthresh value is referred to as being set to ha]
oss event occurred. Must the rate at which the se
oss event occurred be approximately equal to ¢
Explain your answer. If your answer is no, can
manner in which ssthresh should be set?

of the threshold,
eral places and
f the window size when a
nder is sending when the
wnd segments per RTT?
you suggest a different

p. Consider Figure 3.46(b). If A}, increases beyond R/2, can Aoyt increase
beyond R/3? Explain. Now consider Figure 3.46(c). If A, increases beyond
R/2, can A, increase beyond R/4 under the assumption that a packet will be
forwarded twice on average from the router to the receiver? Explain.

p). Consider Figure 3.58. Assuming TCP Reno is the protocol experiencing the B
behavior shown above, answer the following questions. In all cases, you
should provide a short discussion justifying your answer. VideoNote

Examining the behav

. . 3 . 3 f TCP
a. Identify the intervals of time when TCP slow start is operating. °
b. Identify the intervals of time when TCP congestion avoidance is operating.

c. After the 16th transmission round, is segment loss detected by a triple
duplicate ACK or by a timeout?

d. After the 22nd transmission round, is segment loss detected by a triple
duplicate ACK or by a timeout?

45—
40
35—
30—
25—
20
15
10

Congestion window size (segments)

4—-—[’1"1’—‘—_7——'——'

|
0 2 4 6 8 10 12 14 16 18 20 22 24 26

0+

Transmission round

K
Sur, .
©3.58 ¢ TCP window size as a function of time
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P42.

P43.

P44,

What is the initial value of ssthresh at the first transmission roy, i
ati )

What is the value of ssthresh atthe 18th transmission round?
at is

What is the value of ssth resh at the 24th transmission round?
at i
During what transmission round is the 70th segment sent?

Assuming a packet loss 1S detec_ted after the 26th round by thg receipt of
a triple duplicate ACK, what will be the values of the congestion Windoy
size and of ssthresh?

j. Suppose TCP Tahoe is used (instead of TCP Reno), and assume that triple
duplicate ACKs are received at the 16th round. What are the ssthregy

and the congestion window size at the 19th round?

k. Again suppose TCP Tahoe is used, and there is a timeout event at
22nd round. How many packets have been sent out from 17th round ti]]
22nd round, inclusive?

Refer to Figure 3.55, which illustrates the convergence of TCP’s AIMD
algorithm. Suppose that instead of a multiplicative decrease, TCP decreased
the window size by a constant amount. Would the resulting AIAD algorithm
converge to an equal share algorithm? Justify your answer using a diagram
similar to Figure 3.55.

= B

[
.

In Section 3.5.4, we discussed the doubling of the timeout interval after a
timeout event. This mechanism is a form of congestion control. Why does
TCP need a window-based congestion-control mechanism (as studied in
Section 3.7) in addition to this doubling-timeout-interval mechanism?

Host A is sending an enormous file to Host B over a TCP connection. Over
this connection there is never any packet loss and the timers never expire.
Denote the transmission rate of the link connecting Host A to the Internet by
R bps. Suppose that the process in Host A is capable of sending data into its
TCP socket at a rate S bps, where S = 10 - R. Further suppose that the TCP
receive buffer is large enough to hold the entire file, and the send buffer ca
hold only one percent of the file. What would prevent the process in HOS!
A from continuously passing data to its TCP socket at rate S bps? TCP f10%
control? TCP congestion control? Or something else? Elaborate.

Consider sending a large file from a host to another over a TCP connection
that has no loss.

a. ISAKUPPOS:e TCP uses AIMD for its congestion control without sloV g
SSuming cwnd increases by 1 MSS every time a batch of ACKs 55 [ong
received and assuming approximately constant round-trip times: oW, &

does it take for cwnd in g 10 0SS
events)? crease from 6 MSS to 12 MSS (assuminz

b. What is the avera

€ thr : r [hls cOﬂ’
nection up throy g throughout (in terms of MSS and RTT) fo

ghtime = ¢ RTT?
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P46.

P47,

P4g.

ey (measured by RTT) denote the time i

DLEMO

Recall the macroscopic. description of TCP throy
from when the connection’s rate varies from W/(Zgl-l?{l’;‘.j!n the period of time
packet is lost (at the very end of the period) ) to W/RTT, only one

4. Show that the loss rate (fraction of packets lost) is equal t
al to

b. Use the result above to show that if 3 connection

- . has loss rat :
average rate is approximately given by e L, then its

_122-MsS

RTT VL

Consider that only a single TCP (Reno) connection uses one 10Mbps link
which does not buffer any data. Suppose that this link is the only congested
link between the sending and receiving hosts. Assume that the TCP sender
has a huge file to send to the receiver, and the receiver’s receive buffer

is much larger than the congestion window. We also make the following
assumptions: each TCP segment size is 1,500 bytes; the two-way propagation
delay of this connection is 150 msec; and this TCP connection is always in
congestion avoidance phase, that is, ignore slow start.

a. What is the maximum window size (in segments) that this TCP connec-
tion can achieve?

b. What is the average window size (in segments) and average throughput
(in bps) of this TCP connection?

c. How long would it take for this TCP connection to reach its maximum
window again after recovering from a packet loss?

Consider the scenario described in the previous problem. Suppose that the
10Mbps link can buffer a finite number of segments.. Argue that in lc;rc;;r fo.r
the link to always be busy sending data, we would like to choose a bu agl; lee
that is at least the product of the link speed C and the two-way propag

delay between the sender and the receiver.

. i i ink. Note
Repeat Problem 46, but replacing the 10 Mbps lln}c with a lgeGbllz)sn l; ! ;)Or
that in your answer to part c, you will realize that it takes a very

i i i i aftel' recover-

& from h a solution t |
i i nterval that a TCP connection
e from W/2 to W, where W is the

ta 2 . . b iZ ,
kes to increase its congestion window $ T is a function of TCP's

Maximum congestion window size. ATgue t
AVerage throughput.
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CP’s AIMD algorithrp where the congestion
ber of segments, notin byt§s. In additive incye se, t
tion window size InCreases by one .segment 1n each RTT.. In multip’]ixe
congestio the congestion window size decreases by half (if the resyl;
cative deci:rr;:SZ’r round down to the nearest intege‘r). Suppose that twg TCp
Lso?xizigons,%l ,and C,, share a single conge§ted link of Speed 30 segmens
per second. Assume that both C, and C, are in the Co.ngesu?n avoidance
phase. Connection C,’s RTT is 50 msec and c?onnecnon C,’s RTT is 100
msec. Assume that when the data rate in the link exceeds the link’s speed, g

TCP connections experience data segment loss.

a. Ifboth C, and C, at time t, have a congestion window of 10 segments,
what are their congestion window sizes after 1000 msec?

P50. Consider a simplified T

ind()w
size is measured in num

b. In the long run, will these two connections get the same share of the bagg.
width of the congested link? Explain.

P51. Consider the network described in the previous problem. Now suppose that
the two TCP connections, C1 and C2, have the same RTT of 100 msec.

Suppose that at time ty, C1’s congestion window size is 15 segments but C2's
congestion window size is 10 segments.

a. What are their congestion window sizes after 2200 msec?

b. In the long run, will these two connections get about the same share of the

bandwidth of the congested link?

We say that two connections are synchronized, if both connections reach
their maximum window sizes at the same time and reach their minimum
window sizes at the same time. In the long run, will these two connec-

tions get synchronized eventually? If so, what are their maximum windo¥
sizes?

Will this synchronization help to improve the utilization of the shared

link? Why? Sketch some idea to break this synchronization.
P52. Consider a modification to TCP’s congestion control algorithm. Tnstead of

additive increase, we can use multiplicative increase, A TCP sender inces®
its V\{lndOW sge by a small positive constant g (0 < a < 1) whenever it
receives a valid ACK. Find the functional relationship between loss 4 .

a::d rréalmmum con’gestion window W, Argue that for this modified e the
Sagar ess of TCI? S average throughput, a TCP connection always SPE" SW
Me amount of time to increage its congestion window size from wee
In our discussion of TCP futures in Sect;
throu;ihput of 10 Gbps, TCP could o
2:10719 (or equivalently, one Jogs ¢
Show the derivation for the values o
RTT and MSS values give in Secti
Gl » ecti

onnection, what would the ¢

r P53,

nly tolerate a segment 0ss Probaﬂients)-
vent for every 5,000,000,000 ses  the
£2-1071° (1 out of 5,000,000) i 100
on 3.7. If TCP needed to supPo"
olerable 1oss be?

V|
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P55.

P56.

%ogramming Assignments

GB

IInplenlenting a Reliable Transport
In t
recei ;
IOC(_)

his

3
ROGRAMMING ASSIGNMENTS

In our discussion of TCP ¢gp,

assumed that the TCP sendey always hag datm Section 3.7, we implicitly

ato g .
that the TCP sender sends 4 large amoyp of 4 © send. Consider poyy the case
has no more data to send) gt t). ata and the

' n
of time and then wants to sen( Si

gestion contro]

In this problem we Investigate whethe
of end-point authentication.

a. Consider a server that receives are

responds to that request within a UDP packet (for example, as done by a

DNS server). If a client with IP address X spoofs its address with address
Y, where will the server send its response?

quest within a UDP packet and

b. Suppose a server receives a SYN with IP source address Y, and after
responding with a SYNACK, receives an ACK with IP source address Y
with the correct acknowledgment number. Assuming the server chooses a
random initial sequence number and there is no “man-in-the-middle,” can
the server be certain that the client is indeed at Y (and not at some other
address X that is spoofing Y)?

In this problem, we consider the delay introduced by the TCP SlOW-Stt.lI't
phase. Consider a client and a Web server directly connected .by one link of
rate R. Suppose the client wants to retrieve an ObJF:Ct whose size is CX&}lIC’[ly
equal to 15 S, where S is the maximum segment size (MSS). Denote t tent)
round-trip time between client and server as RTT (assumed to be constant).

Ignoring protocol headers, determine the time to retrieve the object (includ-
ing TCP connection establishment) when

& 48/R > S/R + RTT > 25/R
b. SIR + RTT > 4 SIR
¢. SR > RTT.

Protocol

1] be writing the sending and
: able data transfer pro-
col version and' the
1l differ very little

. ou w
laboratory programming assignment. Y

] - ple reli
Ving transport-level code for implementing a;tlilrrllg-lbit-Pmto
There are two versions of this lab, the alf ern1<:mentation wi
Yetsion. This lab should be fun—yoU ‘l::ll:l)tion.
What would e required in a real-world 81
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